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<?xml version="1.0" encoding="UTF-8"?>
<manifest android:compileSdkVersion="29" android:compileSdkVersionCodename="10" android:versionCode="1" android:versionName="1.0" package="com.(
<uses—-sdk android:minSdkVersion="23" android:targetSdkVersion="29" />
<uses—permission android:name="android.permission.INTERNET" />
<application android:allowBackup="false" android:appComponentFactory="androidx.core.app.CoreComponentFactory" android:extractNativelibs="fals¢
<activity android:name="com.crackme.comingsoon.MainActivity" />
<activity android:label="@string/title_activity_webview" android:name="|com.crackme.comingsoon.WebviewActivity">

<intent-filter>
<action android:name="android.intent.action.MAIN" /> \
<category android:name="android.intent.category.LAUNCHER" />

</intent-filter>
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</activity>
<activity android:label="@string/app_name" android:name="com.crackme.comingsoon.oldVersionlLogin.LoginActivity" />
<provider android:authorities="com.crackme.comingsoon. lifecycle-process" android:exported="false" android:multiprocess="true" android:name=
</application=>
</manifest>

2. WebviewActivityH ¥ T backdoorflhelloworld AN &%, 3% T newVersionLogin.htmiiE AT E Bk

public class WebviewActivity extends e {
public WebviewActivity() {
super();

@JavascriptInterface public void backdoor() {
((Activity)this).startActivity(new Intent(((Context)this), MainActivity.class));

@JavascriptInterface public void helloworld(String arg2, String arg3) {
Intent v3 = new Intent({(Context)this), MainActivity.class);
v3.setFlags(@x10008600);
v3.putExtra("name"”, arg2);

} ((Activity)this).startActivity(v3);

public void onCreate(Bundle arg4) {
super.onCreate(argd);
{(e)this).setContentView(B8x7FOABBLE) ;
View v4 = ((e)this).findViewById(0x7F@70097);
WebSettings v@ = ((WebView)v4).getSettings();
v@.setJavaScriptEnabled(true);
v@.setUseWideViewPort(true);
v@.setLoadWithOverviewMode(true);
v@.setCacheMode(2);
v@.setAllowFileAccess(false);
v@.setAllowFileAccessFromFileURLs (false);
v@.setAllowUniversalAccessFromFileURLs (false);
v@.setDefaultTextEncodingName("utf-8");
v@.setJavaScriptCanOpenWindowsAutomatically(true);
({WebView)v4).loadUrl{"file:///android_asset/newVersionLogin.html");
((WebView)v4).addlavascriptInterface(this, "jsBridge");

3. newVersionLogin.html9 & LA [E AN %, jsHIloginEi $, 1) & Hbackdoori %

<html>
<head>
<title>ChinaZ</title>
<link href="css/style.css" rel="stylesheet" type="text/css"/>
<meta name="viewport" content="width=device-width, initial-scale=1"/>
<meta http-equiv="Content-Type" content="text/html; charset=utf-8"/>

<meta name="keywords" content="App Loction Form,Login Forms,Sign up Forms,Registration Forms,News latter Forms,Elements" .=""/>
<script src="./login.js"/>

</head>

<body>

<hl>newVersionLogin test</hl>
<div class="app-location">
<h2>welcome user</h2>

<form>
<input type="text" id="v1" class="text" value="Username" onfocus="this.value = '*;" onblur="1if (this.value == '') {this.value = 'undefined';}"/>
<input type="password" id="v2" value="Password" onfocus="this.value = '';"™ onblur="if (this.value == '') {this.value = 'undefined';}"/>

<div class="submit">
<input type="submit" onclick="1login(document.getElementById('v1l').value,document.getElementById('v2').value)" wvalue="Sign in"/>
</div>
</form>
</div>
<!--start-copyright——>
<div class="copy-right">
<p>
Copyright © 2020.Company name All rights reserved.
<a target="_blank" onclick="jsBridge.backdoor()">www.comingsoon. com</a>
</p>
</div>
<!—-//end-copyright—>
</body>
</html>

loginjstn~, BPijH J5 & Ihelloworld e %

function login(a,b)

jsBridge.helloworld(a,b);
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this.setContentView(0x7FBAB01C); // layout:activity login
b.b.a.b.e v7 = new b.b.a.b.e();

x v@ = this.e();

Class vl = d.class;

if(vl.getCanonicalName() != null) {

String v2 = a.a("androidx.lifecycle.ViewModelProvider.DefaultKey:", vl.getCanonicalName());

t v3 = (t)v@.a.get(v2);
if('vl.isInstance(v3)) {
v3 = (v7 instanceof v) ? ((v)v7).c(v2, v1) : v7.a(vl);
t v7_1 = (t)v@.a.put(v2, v3);
if(v7_1 '= null) {
v7_1l.a();

else if((v7 instanceof w)) {
((w)v7).b(v3);
}

this.p = (d)v3;

EditText username = (EditText)this.findViewById(@x7F@700FA); // id:username
EditText password = (EditText)this.findViewById(@x7F8700A8); // id:password
Button login_btn = (Button)this.findViewById(0x7F070096); // id:login

Button ub_btn = (Button)this.findViewById(@x7F0700F5); // id:ub

ProgressBar [processbar = (ProgressBar)this.findViewById(0x7F@70095); // id:loading
this.p.c.d(this, new LoginActivity.a(this, login_btn, username, password));
this.p.d.d(this, new LoginActivity.b(this, processbar));

LoginActivity.c v4 = new LoginActivity.c(this, username, password);
username.addTextChangedListener(v4);

password.addTextChangedListener(v4);

password.setOnEditorActionListener(new LoginActivity.d(this, username, password));

login_btn.setOnClickListener(new LoginActivity.e(this, processbar, username, password));

ub_btn.setOnClickListener(new LoginActivity.f(this, username));
return;

}

throw new IllegalArgumentException("”Local and anonymous classes can not be ViewModels");

¥

public static void s(LoginActivity argl, Integer arg2) {
Toast.makeText(argl.getApplicationContext(), arg2.intValue(), 0).show();
}

public static void t(LoginActivity arg2, b.b.a.b.a arg3) {
String v3 = arg2.getString(0x7FeCe026) + arg3.a; // string:welcome "Welcome !"

HAMARRE, KASKKSELRTRE, HPHEHEKEN32

Bytecode/Disassembly

m LoginActivity/Source | m LoginActivity$c/Source &8 |

public final EditText password;
public final LoginActivity d;

public LoginActivity.c(LoginActivity argl, EditText arg2, EditText arg3) {
this.d = argl;
this.username = arg2;
this.password = arg3;
super();

}

@Override // android.text.TextWatcher
public void afterTextChanged(Editable arg7) {
boolean v0_1;
d v7 = this.d.p;
String username_s
String password_s
if(v7 != null) {
int v3 = 0;
if(username_s == null) {
ve_1 = false;
}

else if(username_s.contains("@")) {
v0_1 = Patterns.EMAIL_ADDRESS.matcher(username_s).matches();
}

else {
v@_1 = username_s.trim().isEmpty() ~ 1;
}

if('ve_1) {
v7.c.h(new b(((int)@x7FOCO01F), null)); // string:invalid_username "Not a valid username"
return;

this.username.getText().toString();
this.password.getText().toString();



if(password_s != null && password_s.trim().length() == 8x20) {

v3 =1;

}

if(v3 == 0) {
v7.c.h(new b(null, ((int)@x7FOCOOL1E))); // string:invalid_password "Password must be 32 characters"
return;

5. iR[ElILoginActivity, LoginActivity.e& 1T &R E, 4kaLiRdt
this.p = (d)v3;
EditText username = (EditText)this.findViewById(0x7F0700FA); // id:username
EditText password = (EditText)this.findViewById(@x7F0700A8); // id:password
Button login_btn = (Button)this.findViewById(@x7F070096); // id:login
Button ub_btn = (Button)this.findViewById(@x7F@700F5); // id:ub
ProgressBar processhar = (ProgressBar)this.findViewById(0x7F070095); // id:loading
this.p.c.d(this, new LoginActivity.a(this, login_btn, username, password));
this.p.d.d(this, new LoginActivity.b(this, processbar));
LoginActivity.c v4 = new LoginActivity.c(this, username, password);
username.addTextChangedListener(v4);
password.addTextChangedListener(v4);
password.setOnEditorActionListener(new LoginActivity.d(this, username, password)};
login_btn.setOnClickListener(new LoginActivity.e(this, processbar, username, password)b; // BFRNE
ub_btn.setOnClickListener(new LoginActivity.f(this, username));
return;

# A LoginActivity.e R #, H K ZepbR%, 4kE82ER#

public class LoginActivity.e implements View.OnClickListener {
public final ProgressBar b;
public final EditText c;
public final EditText d;
public final LoginActivity e;

public LoginActivity.e(LoginActivity argl, ProgressBar arg2, EditText arg3, EditText arg4) {

this.e = argl;
this.b = arg2;
this.c = arg3;
this.d = arg4;
super();

}

@0verride // android.view.View$0nClickListener
public void onClick(View arg3) {
this.b.setVisibility(0);
this.e.p.b(this.c.getText().toString(), this.d.getText().toString());

THRepb&RE, S argdNpassword, BHLHAV3.adkiTHIEr, Bitv3.a®$



public void b(String arg3, String arg4) {
c v4,;
a v3 = this.e.a;
if(v3 = null) {
try {
v4 = v3.a(argd) ? new c(new b.b.a.a.d.a(UUID.randomUUID().toString(), "for(int i=0;i<38;i++)\n{\
n\ttable[i] = (int)flag.charAt(i)-(int)decode.charAt((base+i)%decode.length());\n}\n//int table[] = {-6, 1@, 25,
-5, 4, 25, 36, 5, -2, 10, 47, 2, -17, 17, 39, 48, 14, @, 43, 55, 50, 22, 62, -20, -22, 19, -9, -3, 10, 13, 58,
29, 1, 2, 38, -10, 1, 35};")) : new b.b.a.a.c.b(new IOException("Permission deny"));
¥
catch(Exception v3_1) {
v4 = new b.b.a.a.c.b(new IOException("Error logging in", v3_1));

if((v4 instanceof c¢)) {
this.d.h(new b.b.a.b.c(new b.b.a.b.a(((b.b.a.a.d.a)vd.a).a)));
return;

this.d.h(new b.b.a.b.c(((int)@x7F0CO020))); // string:login_failed "Login failed"

return;
)
throw null;
)
// v3.aE#

public boolean a(String argl5) {
if(argl5.substring(argl5.length() - 2, argl5.length()).equals("==")) {
byte[] v15 = Base64.decode(argl5.getBytes(), 0);
return (v15[@] ~ v15.length << 12) != 90227 || v15[v15.length - 1] + v15[1] != oxE4 || v15[1] + v15[

2] + v15[v15.1length - 3] + v15[v15.length - 16] + v15[15] + v15[13] + v15[v15.length - 14] + v15[18] + v15[v15.1
ength - 11] + v15[v15.1length - 6] != @x45C || vi15[1] - v15[2] + v15[v15.length - 3] != 104 || v15[v15.length - 6
1 *# 2 + (v15[v15.length - 16] * 4 + v15[15] - v15[v15.length - 3]) != 650 || v15[v15.length - 11] * 13 + (v15[13
] - vi5[vi15.length - 14] - v15[10] * 19) - v15[1] * 3 != OxFFFFFB83 || v15[v15.length - 14] * 12 + (v15[2] * 1@

+ v15[15] * 9 - v15[1@] * 11) - vi15[vl5.length - 6] * 13 != 661 || v15[v15.length - 14] - v15[13] + v15[vi15.leng
th - 16] - v15[v15.length - 3] + v15[2] - v15[1] != -15 || vi15[v15.length - 11] * 3 + (v15[v15.length - 14] * 3
+ (v15[15] * 3 + v15[v15.length - 3] * 3)) != 0x525 || vi15[1@] * 7 + v15[v15.length - 14] * 5 - vi5[v15.length -
11] * 9 != 344 || vi15[vi5.length - 11] * 5 + (vi15[v15.length - 14] * 4 + (v15[15] * 3 + (v15[v15.length - 3] *

2 + v15[1]))) != 1640 || vi15[vi15.length - 16] * 7 + (v15[1@] * 4 + -vi15[v15.length - 6] - vi15[13] * 9) != 54 ||
v15[v15.1length - 8] * v15[v15.length - 8] - v15[7] * 188 != 973 || vi15[v15.length - 2] - vi15[v15.length - 8] !=

-11 || v15[7] + v15[v15.length - 2] != oxC7 || v15[3] * v15[4] * v15[5] != @Ox15BF34 || v15[3] * v15[4] - v15[5]

I= 0x37D9 || v15[4] * v15[4] - v15[3] * v15[5] != 3202 || v15[6] * v15[6] * v15[vi5.length - 5] + v15[14] * v15[
vl5.length - 13] != 0x1338C1 || v15[8] * vi15[v15.length - 10] + v15[v15.length - 5] + v15[v15.length - 4] != 103
09 || vi5[6] * vi15[vl5.length - 5] != Ox2D8F || v15[6] * v15[v15.length - 13] != @x2D24 || v15[14] * v15[v15.len
gth - 10] - v15[6] * vi5[vl5.length - 4] = 200 ? 0 : 1;

b

return 0;

6. T RELSIT EHAV.aRE, MREHIRATAT LUAIIE
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32%6/8=24
24-2=22 //H)AN =58, BEED

% —: (v15[0] * v15.length << 12) == 90227



v15[0] = 90227 ~ 22<<12 = 115

FH=: ZIR—IRTE:

v15[22-1] + v15[1] == OxE4

v15[1] + v15[2] + v15[22- 3] + v15[22- 16] + v15[15] + v15[13] + v15[22- 14] + v15[10] + v15[22-11] + v15[22-6]
= 0x45C

v15[1] - v15[2] + v15[22- 3] = 104

v15[22- 6] * 2 + (v15[22- 16] * 4 + v15[15] - v15[22- 3]) = 650

v15[22- 11] * 13 + (v15[13] - v15[22- 14] - vi5[18] * 19) - v15[1] * 3 = @xFFFFFB83

vi5[22- 14] * 12 + (v15[2] * 1@ + vi5[15] * 9 - vi15[10] * 11) - v15[22- 6] * 13 = 661
vi5[22- 14] - v15[13] + vi5[22- 16] - v15[22- 3] + v15[2] - vi5[1] = -15

vi5[22- 11] * 3 + (v15[22- 14] * 3 + (v15[15] * 3 + v15[22- 3] * 3)) = @x525

vi5[1@] * 7 + v15[22- 14] * 5 - vi5[22- 11] * 9 = 344

vi5[22- 11] * 5 + (vi5[22- 14] * 4 + (v15[15] * 3 + (v15[22- 3] * 2 + v15[1]))) = 1640

vi5[22- 16] * 7 + (v15[10] * 4 + -v15[22- 6] - v15[13] * 9) = 54
vi5[22- 8] * vi5[22- 8] - vi5[7] * 188 = 973

vi5[22- 2] - vi5[22- 8] = -11

vi5[7] + v15[22- 2] = @xC7

vi5[3] * vi15[4] * vi5[5] = Ox15BF34

vi5[3] * v15[4] - vi5[5] = @x37D9

vi5[4] * vi15[4] - vi5[3] * vi15[5] = 3202

vi5[6] * v15[6] * vi15[22- 5] + v15[14] * v15[22- 13] = ©x1338C1
vi5[8] * v15[22- 18] + v15[22- 5] + v15[22- 4] = 10309

vi5[6] * v15[22- 5] = @x2D8F

vi5[6] * vi15[22- 13] = @x2D24

vi5[14] * v15[22- 10] - vi5[6] * v15[22- 4] = 200

LKA, X B AFHpython3, FHE Z23z3-solverfE:



# python3 -m pip install z3-solver
# Swimming

import z3
import base64

def main():
vl5 = [z3.Int('x%d"' % i) for i in range(22)]
z3solver = z3.Solver()

z3solver.add(v15[22 - 1] + v15[1] == 228)

z3solver.add(v15[1] + v15[2] + v15[22 - 3] + v15[22 - 16] + v15[15] + v15[13] + v15[22 - 14] + v15[10] + vi5
[22 - 11] + v15[22 - 6] == 1116)

z3solver.add(v15[1] - v15[2] + v15[22 - 3] == 104)

z3solver.add(v15[22 - 6] * 2 + (v15[22 - 16] * 4 + v15[15] - v15[22 - 3]) == 650)

z3solver.add(v15[22 - 11] * 13 + (v15[13] - v15[22 - 14] - v15[10] * 19) - v15[1] * 3 == -1149)
z3solver.add(v15[22 - 14] * 12 + (v15[2] * 10 + v15[15] * 9 - v15[1@] * 11) - v15[22 - 6] * 13 == 661)
z3solver.add(v15[22 - 14] - v15[13] + v15[22 - 16] - v15[22 - 3] + v15[2] - v15[1] == -15)

z3solver.add(v15[22 - 11] * 3 + (v15[22 - 14] * 3 + (v15[15] * 3 + vi5[22 - 3] * 3)) == 1317)
z3solver.add(v15[10] * 7 + v15[22 - 14] * 5 - v15[22 - 11] * 9 == 344)

z3solver.add(v15[22 - 11] * 5 + (v15[22 - 14] * 4 + (v15[15] * 3 + (v15[22 - 3] * 2 + v15[1]))) == 1640)
z3solver.add(v15[22 - 16] * 7 + (vi5[1@] * 4 + -v15[22 - 6] - v15[13] * 9) == 54)

[

[

[
z3solver.add(v15[22 - 8] * v15[22 - 8] - vi15[7] * 108 == 973)
z3solver.add(v15[22 - 2] - v15[22 - 8] == -11)
z3solver.add(v15[7] + v15[22 - 2] == 199)
z3solver.add(v15[3] v15[4] * v15[5] == 1425204)
z3solver.add(v15[3] * vi15[4] - v15[5] == 14297)
z3solver.add(v15[4] * v15[4] - v15[3] * v15[5] == 3202)
z3solver.add(v15[6] * v15[6] * v15[22 - 5] + v15[14] * v15[22 - 13] == 1259713)
z3solver.add(v15[8] * v15[22 - 10] + v15[22 - 5] + v15[22 - 4] == 10309)
z3solver.add(v15[6] * v15[22 - 5] == 11663)
z3solver.add(v15[6] * v15[22 - 13] == 11556)
z3solver.add(v15[14] * v15[22 - 10] - v15[6] * v15[22 - 4] == 200)

z3solver.check()
model = z3solver.model()

result = [115]
for i in v15[1:]:
result.append(model.eval(i).as_long())
print(result)
str_result = ""
for i in result:
str_result += chr(i)
print('origin result', str_result)

base64 result = base64.b6dencode(str_result.encode())
print('base64 result', base64_result)

__main__":

if _ _name__ =
main()

KRR



[115, 18, 114, 118, 122, 99, 107, 101, 101, 108, 121, 112, 100, 119, 109, 116, 108, 109, 100, 110, 98, 120]
origin result: slrvzckeelypdwmtlmdnbx
base64 result: b'c2xydnpja2VlbHlwZHdtdGxtZG5ieA=="

7. SEFETRNEE, 75 BHSMEKagftable#tTi25H, 5 Fpassword, Fr LAMRYE 2% & AT LI HEflag

v4 = v3.a(password) ? new c(new b.b.a.a.d.a(UUID.randomUUID().toString(), "for(int i=0;i<38;i++)\n{\n\ttable[i]
= (int)flag.charAt(i)-(int)decode.charAt((base+i)%decode.length());\n}\n//int table[] = {-6, 10, 25, -5, 4, 25,
36, 5, -2, 1o, 47, 2, -17, 17, 39, 48, 14, o, 43, 55, 50, 22, 62, -20, -22, 19, -9, -3, 10, 13, 58, 29, 1, 2, 38
, =10, 1, 35};")) : new b.b.a.a.c.b(new IOException("Permission deny"));

55 H 819 B 5

# python3
# Swimming
def get_flag():
password = 'c2xydnpja2V1bHlwZHdtdGxtZG5ieA=="
table = [-6, 10, 25, -5, 4, 25, 36, 5, -2, 10, 47, 2, -17, 17, 39, 48, 14, o, 43, 55, 50, 22, 62, -20, -22,
19, -9, -3, 10, 13, 58, 29, 1, 2, 38, -10, 1, 35]
for base in range(32):
flag = "'
for i in range(38):
flag += chr(table[i] + ord(password| (base + i) % len(password)]))
if 'flag' in flag:

print(flag)
break
if _name__ == ' main__ ':
get flag()

8355 Rflag:

flag{slirnvzckneweltoypdcwemtnlsmdnbx}
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