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¥ http://lab1.xseclab.com/base1_4a4d993ed7bd7d467b27af52d2aaa800/index.php
WriteUp: E#F12
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<html>
» <head> (= </head>
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</body>
</html>

2. bugku web2/
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1. http://123.206.87.240:8002/yanzhengma/
2. http:/lab1.xseclab.com/base10_0b4e4866096913ac9c3a2272dde27215/index.php
WriteUp: _ETH P38 S5t 2 B kinputiimaxlengthS $t, i B MIBREN AT

53+77=? | || SRIE |
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Q3 HTML

<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.8 Transitional//EN" "ht
<html xmlns="http://www.w3.org/1999/xhtml "> |FEE
¥ <head> (= </head>
w <body> [EH
<span id="code" class="code" style="background: rgh{8e, 184, 2
ZA

<input class="input" type="text" maxlength="123">
Ed=]

<button id="check">»¥</button>  event
b <div style="text-align:center;"» = ¢/ /div>
¢script src="1s/jquery-1.12.3.min.js5"»</script>
¢script type="text/javascript"” src="js/code.js"»</script>
</body>
</html>
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WriteUp: #R7nFEAHAHANIYESS, U2 TH, HSEmBEEXAESS, FHitE2FEEBHUser Agent. ] UL FHackBarE #1&
%, A BA A burp suite & 2tUser Agent, 4R —H.
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4 Load URL http://lab1.xseclab.com/base6_6082c908819e105¢378eb93b6631c4d3/index.php
% Split URL

E t
) Execute [ Postdata [] Referer User Agent [] Cookies Clear All
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1. http://lab1.xseclab.com/base1_0ef337f3afbe42d5619d7a36¢19c20ab/index.php
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WriteUp: i Fburp suite/&EXi& & Accept-Language, R EARREH AT .

GET /basel 0Oef337f3afbed2d5619d7a36c19c20ab/index.php HTTP/1.1

Host: labl.xseclab.com
User-Agent: Mozilla/5.0 (Windows NT 10.9; Winé4; x64; rv:84.0) Gecko/20100191 Firefox/84.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1image/webp,*/*;q=6.8
Accept-Language: zh-CM,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=6.3,en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

Accept-Language: z-CN,z;q=0.8,2h-TW;q=0.7,20HK;q=0.5,en-US;q=0.3,en;q=0.2
BUCA: us-Ch,us;q=0.8,en-US;q=0.3,en;q=0.2
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on: WIRERRE A 615 Elkey
WriteUp: burp suitef&tcookiefif&, ikLogin=1, 7T

GET /base9 ab629d778e3a29540dfd66f2e548a5eb/index. php HTTP/1.1

Host: labl.xseclab.com

User-Agent: Mozilla/5.0 (Windows NT 16.0; Win64; x64; rv:84.0) Gecko/20100161 Firefox/84.0
- Accept: text/html,application/xhtml+xml,application/xml;q=6.9,image/webp,*/*,q=06.8
Accept-Language: zh-CN,zh;q=06.8,zh-TW;q=0.7,zh-HK;q=6.5,en-US;q=6.3,en;q=0.2

Accept-Encoding: gzip, deflate
Connection: close

Cookie: Login=0
Upgrade-Insecure-Requests: 1
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1. http://lab1.xseclab.com/base7_eb68bd2f0d762faf70c89799b3c1cc52/index.php
Rn: Keyfi7EXE, BHXERMEN? (Webikkeynsthi)
WriteUp: FA31 %288 P 45 5 & burp suite BRER B F Sk U4
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Server: nginx

Transfer-£ncoding: chunked

Via: 4334

2. hitp://123.206.87.240:9009/hd.php
WriteUp: Z&EF_EHE—F, Fburp suiteFREZEI ]
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gj? Request to hitp://123.206.87.240:80
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L Forward J L Drop ) Intercept is on L Action J L Open Browser J.

Pretty n Actions

GET / HTTP/1.1
Host: flag.baidu.com

Accept-Encoding: gzip, deflatpe
Connection: close
Upgrade-Insecure-Requests: 1

[ToR - R T R S TR Ny

User-Agent: Mozilla/5.9 (Windows NT 160.0; Win64; x64; rv:84.0) Gecko/206166101 Firefox/84.0
Accept: text/html,application/xhtml+xml, application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: zh-CH,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=06.3,en;q=06.2
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6. &% Referer

YR MHE Sk 2 are you from google?
1. http://123.206.87.240:9009/rom.php
WriteUp: 1BEtEE B ireferery: https://www.google.com

C o © % 123.206.87.240:29009/from.php
& @& W Bugku CTF

are you from google?
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& Load URL http://123.206.87.240:9009/from.php
gg Split URL
b Execute

[] Post data Referer [] User Agent [] Cookies Clear All

R  https://iwww.google.com

7. & X-Forwarded-For

1. http://123.206.87.240:8002/localhost/
WriteUp: #RpaAHERE R, BiX-Forwarded-For: 127.0.0.1

J Interce pt I HTTP histary I WebSockets history l Options ‘

p/f} Request to http://123.206.87.240:8002

L Forward j L Drop J Intercept is on L Action J L Open Browser J

Pretty m \n Actions

GET /localhost/ HTTP/1.1

Host: 123.206.87.240:86002

User-Agent: Mozilla/5.9 (Windows NT 16.6; Winé4; x64; rv:84.0) Gecko/26160101 Firefox/84.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp,*/*;q=0.8
Accept-Language: zh-CH,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-U5;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

X-Forwarded-For: 127.06.6.1
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WriteUp: iR & Bl "key is not here!, Fburp suitei 8k M 4% & LA 1302 hikkey _is_here_now_.php

Was i 7S i BEE E i) 48 F
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1. http://123.206.87.240:8002/web3/
WriteUp: F X458 7] LA 2ljsLA5

alert("flagitfEixE");

alert("sRILILME");
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1. http:/123.206.87.240:8002/get/
RoR:


http://123.206.87.240:8002/web5/
http://123.206.87.240:8002/get/

$what=$ GET[ 'what']; #HBwhat #I1E
echo $what;

if($what=="flag") #U1Rwhat==Fflag
echo 'flag{****}'; #4HifLlag

WriteUp: X FHEUABEMKgetk SRE, NAT LUXFIEM, gett RIUNILN S ZEHSHAE. BIMHLETE N -?
what=flag#t17 T »
| &) cC @ © & 123.206.87.240:8002/get/?what=flag

% BE ¥ Bugku CTF

$what=$ GET['what'];

echo $what;

if(Swhat=—"flag')

echo 'flag {¥***}";
flagflag {bugku get su8kej2en}
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Encryption ~ Encoding~ SQL ~ XSS~ Other ~
‘@ Load URL http://123.206.87.240:8002/get/?what=flag
gg Split URL

b Execute

[] Postdata [] Referer [] User Agent [] Cookies Clear All

(=) postitZ
1. &S

1. http:/123.206.87.240:8002/post/
R

$what=$_POST[ 'what']; #what f71{E
echo $what;

if($what=="flag') #U1FPwhat==Fflag
echo 'flag{****}'; #4HifLlag


http://123.206.87.240:8002/post/

WriteUp: _ETHIXF B EMIposttt SR E . Bl postfE Awhat=flagitiT T -

(&) C @ © & 123.206.87.240:8002/post/
o BE W Bugku CTF

$what=8 POST['what'];

echo $what;

if(Swhat=—"flag")

echo !ﬂag {##t#}!;

flagflag {bugku get ssseint67se}

» O OHae OFtd NRE (desEs Ot we B &% w oEsiE

Encryption ~ Encoding~ SQL ~ XSS~ Other~

i Load URL http://123.206.87.240:8002/post/
gin' Split URL

¢ Execute

Postdata [ ] Referer [ ] User Agent [ ] Cookies Clear All

what=flag|
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3. MEREZEE burp suite BBE A BH KX E RS B

4. BB TR

PAEBUARREEIMERE S, MRAAEZLL, BERERE . WRXEFHFERNEERERNEFANR, EELHRK.
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