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<?php
highlight file(_ FILE_);
include 'flag.php';
if ("BQST" == $_SERVER [ REQUEST_METHOD' 1)
{
Spassword = 5 _POST['password'];
if (0 »= preg match('/"[[:graph:]11{12,15/', Spassword))
{
echo '"Wrong Format';
exit;
H
while (TRUE)
{

Sreg = "/ {[[:punct:]]+|[[:digit:]]+|[[:uppexr:]1]1+|[[:lower:z]]+)/";
if (6 » preg match all($reg, S$password, 5arr))
break;
Sc = 0;
Sps = array('punct', 'digit', 'upper', 'lowsr');

foreach ($ps as Spt)
{
if (preg match("/[[:5pt:1]1+/", Spassword))
Sc += 1;

b

if (5c < 3) break;
if ("42"==intval (Spassword)&&"42" !|=5password) echo 5$flag;
else echo 'Wrong password';

exit;
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POSIX Description ASCII
[:alnum:] Alphanumeric characters [a-zA-Z0-9]
[:alpha:] Alphabetic characters [a-zA-Z]
[:ascii:] ASCII characters [\x00-\x7F]
[:blank:] Space and tab [ \t]

[:entr:] Control characters [\x00-\x1F\x7F]
[:digit:] Digits [0-9]

[:graph:] Visible characters (i.e. anything except spaces, control characters, etc.) [\x21-\x7E]
[:lower:] Lowercase letters [a-z]

[:print:] Visible characters and spaces (i.e. anything except control characters, etc.) [\x20-\x7E]

[1"#$%&'() %+,

[:punct:] Punctuation and symbols. \-./5<=>7@
(WA~ {1 3~]

[:space:] All whitespace characters, including line breaks [ \E\r\n\V\f]

[:upper:] Uppercase letters [A-Z]

[:word:] Word characters (letters, numbers and underscores) [A-Za-z0-9 ]

[:xdigit:] Hexadecimal digits [A-Fa-f0-9]
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if ("POST" == $_SERVER[ 'REQUEST_METHOD'])

FEEH posT IR .

if (@ >= preg_match('/~[[:graph:]1{12,}$/"', $password))
{

echo 'Wrong Format';
exit;
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$reg = "/([[:punct:]]+|[[:digit:]]+|[[:upper:]1]+|[[:1lower:]1]+)/";
if (6 > preg_match_all($reg, $password, $arr))
break;

Unicode Shorthand

[(\p{L&}\p{Nd}]

\p{L&}
\p{InBasicLatin}
(\p{Zs}\t] \h
\p{Cc}

\p{Nd} \d
[(M\p{ZH\p{C}]

\p{LI}

\P{C}

Bp{PHp{S}]

[\p{ZI\E\ANWVAF] \s
\p{Lu}
Dp{LAp{NF\p{Pc}] \w

[A-Fa-f0-9]

Java
\p{Alnum}
\p{Alpha}
\p{ASCII}
\p{Blank}
\p{Cntrl}
\p{Digit}
\p{Graph’}-
\p{Lower}

\p{Print}

\p{Punct}

\p{Space}

\p{Upper}

\p{ XDigit}
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int preg_match_all ( string $pattern , string $subject [, array &$matches [, int $flags = PREG_PATTERN_ORDER [, int $offs
et =0 ]11)

8% subject ShFFEILER pattern S EENFEATESEF BIEEALL flag fSEIRERE HE matches &1,
EE—LEHIE, FESE)E— R TERUSEE,
=anili=H

Spattern: B FEAIET., FRAEF.

Ssubject MINFHFE,

Smatches: Z4E28, (FAEIHEHEILNATE LRSS, #EHFEI lagsisiE.

$flags: TLAEA TEIMCER(TETEEEAPREG_PATTERN_ORDER#I PREG_SET_ORDER):

1.7 PREG_PATTERN_ORDER: £8HtF oS matches[0R=E=EERIAEILES, Smatches[1] (REFE—FHERRTELE, LUt
i

2. PREG_SET_ORDER: &E82HF ASmatches[0]8 2 F— R ILEEFAIAAELEEESTFE), $matches[112E =& RILEEIRIFT
ELHEETFHREE, LU,

3.7 PREG_OFFSET_CAPTURE: tEuX-MTCH#EE, EMAINCEIRER SENEE Bif=fatisEE.

offset BE, EHATMENFHEBUSHA. TiasHofset T NERTHFEFEENEFEEREMUETD).
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$ps = array('punct', 'digit', ‘'upper', 'lower');
foreach ($ps as $pt)
{
if (preg_match("/[[:$pt:]1]+/", $password))
$c += 1;
¥
if ($c < 3) break;

HEEHEMELSBEER HS, HF, X5, 5 E2LHIA=HM.

if ("42"==intval($password)&&"42"!=$password) echo $flag;
else echo 'Wrong password';
exit;
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1 <?php ok
2 $password = '42.Helleworld!’;

3 if ("42"==intval($password)&&"42"=$password) echo "ok";
4 >

@ Load URL | http://39.96.166.21:7072/index.php
§  splituRL

¥/ Execute

Post data g Referrer ¥ OxHEX @» &% %URL ¥ @ BASE4 X

Post data (password =42 HellOWorld!

<?php

highlight file(_ FILE );

include 'flag.php';

if ("POST" == $_SER'U'E'.R[ '"REQUEST_METHCD'])
{

Spassword = $_POST(['password']:
if (0 »= preg match('/"[[:graph:]1]1{12,15/', Spassword))
{
echo '"Wrong Format';
exit;
H
while (TRUE)
{

Sreg = "/{[[:punct:]]1+|[[:digit:]1+|[[:upper:]1]1+|[[:lower:]]+)/";
if (& » preg match all ($reg, S$password, 5arr))
break;
S5co= 0;
Sps = array('punct', 'digit', 'upper', 'lower'):;

foreach ($ps as Spt)
{
if (preg match("/[[:5pt:]11+/", Spassword))
Sc += 1;

}

if (%c < 3) break:
if ("42"==intval (fpassword) &&"42" =5password) echo 5flag;
else echo '"Wrong password';

exit;
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