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#!/usr/bin/env python3
# -*- coding: utf-8 -*-
import os
import sys
if len(sys.argv) != 2:
print("Usage: %s [port]" % sys.argv[0])
sys.exit(1)
port = sys.argv[1]

command = 'socat -d -d tcp-1:' + port + ',reuseaddr,fork EXEC:"python -u server.py" '
os.system(command)

¥ &% (AT n-nohup
$ nohup socat -d -d tcp-1l:[port],reuseaddr,fork EXEC:"python -u server.py"
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server.py

from hashlib import sha256
import socketserver

from secret import flag
import signal

import string

import random

import os

class Task(socketserver.BaseRequestHandler):
def _recvall(self):
BUFF_SIZE = 2048
data = b""'
while True:
part = self.request.recv(BUFF_SIZE)
data += part
if len(part) < BUFF_SIZE:
break
return data.strip()

def send(self, msg, newline=True):
try:
if newline:
msg += b'\n'
self.request.sendall(msg)
except:
pass

def recv(self, prompt=b'[-] "):
self.send(prompt, newline=False)
return self. recvall()

def proof_of work(self):

random.seed(os.urandom(8))

proof = "'.join(
[random.choice(string.ascii_letters+string.digits) for _ in range(20)])

_hexdigest = sha256(proof.encode()).hexdigest()

self.send(f"[+] sha256(XXXX+{proof[4:]}) == {_hexdigest}".encode())

X = self.recv(prompt=b'[+] Plz tell me XXXX: ')

if len(x) != 4 or sha256(x+proof[4:].encode()).hexdigest() != _hexdigest:
return False

return True

def handle(self):
signal.alarm(60)
if not self.proof_of_work():



self.send(b'[!] Wrong!"’
return

self.send(b'here is your flag'
self.send(flag

class ThreadedServer(socketserver.ThreadingMixIn, socketserver.TCPServer
pass

class ForkedServer(socketserver.ForkingMixIn, socketserver.TCPServer
pass

if __name__ == "_main_ "
HOST, PORT = '0.0.0.0', 10001
server = ForkedServer((HOST, PORT), Task
server.allow_reuse_address = True
print(HOST, PORT
server.serve_forever

DockerFile

FROM python:3.8
LABEL Description="baby_ try" VERSION='1.0'

COPY server.py .
COPY secret.py .

RUN chmod +x server.py

EXPOSE 12345 # {U{URHI, BH LA, ARMREILBER, XETERELEEE

CMD ["python", "server.py"]
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#!/usr/bin/env python3

# -*- coding: utf-8 -*-

import hashlib

from string import ascii_letters, digits
from pwn import *

from itertools import product

table = ascii_letters + digits

class Solve():
def __init_ (self):
self.sh = remote('127.0.0.1", 12345)
# self.sh = remote('121.36.197.254"', 9999)

def proof_of_work(self):
# [+] sha256(XXXX+JaaRUDSfxkWoxjzV) == 4dbfdc61cb88f5bdo8d87493ac62e5ab174780f5f019051f91df8b3c36564edo
# [+] Plz tell me XXXX:
proof = self.sh.recvuntil(b'[+] Plz tell me XXXX:")
tail = proof[16:32].decode()
_hash = proof[37:101].decode()
for i in product(table, repeat=4):

head = ''.join(i)
t = hashlib.sha256((head + tail).encode()).hexdigest()
if t == _hash:

self.sh.sendline(head.encode())
break

def solve(self):
self.proof_of_work()
self.sh.recvline()
flag = self.sh.recvline()[:-1].decode()
print(flag)
self.sh.close()

if _name___ == ' main__ ":
solution = Solve()
solution.solve()
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$ docker build . -t baby_try

step2 B3I A&

$ docker run --name trytry -d -idt -p 12345:10001 baby_try
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python3.8 exp.py

[+] Opening connection to 127.0.0.1 on port 12345: Done
flag{340839b3-0445-4e43-8189-e507b917d7df}
Closed connection to 127.0.0.1 port 12345
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$ docker build . -t [images_name]

BEUENRE

$ docker images

AR A R

$ docker run --name [container_name] -d [-idt] -p [host_port]:[container_port] [images_name]

o -d RARABENG AR HEB
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$ docker ps -a
fZ1b R

$ docker stop [container_id]

il

$ docker rm [container_id]

il]53e e
$ docker rmi [image_id]
BEANB 2

$ docker attach [container_id]
$ docker exec -it [container_id] bash
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