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Problem

from Crypto.Cipher import AES

import os

from hashlib import sha256
import socketserver

import signal

import string

import random

string.ascii_letters string.digits
br'""
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guard_menu (o]
1.Tell the guard my name
2.Go away

return msg + os.urandom( (16 len(msg) 16) 16)

class Task(socketserver.BaseRequestHandler):
def _recvall(self):
BUFF_SIZE 2048
data b**
while True:
part = self.request.recv(BUFF_SIZE)
data part
if len(part) BUFF_SIZE:
break
return data.strip()

send(self, msg, newline=True):
try:
if newline:
msg b*\n'
self.request.sendall(msg)
except:
pass

recv(self, prompt=b'[-] '):
self.send(prompt, newline=False)
return self. recvall()

proof_of _work(self):

proof ("'.join([random.choice(table) for _ in range(12)])).encode()

sha = sha256(proof).hexdigest().encode()

self.send(b"[+] sha256(XXXX+" proof[4:] b") == " sha)

XXXX = self.recv(prompt=b'[+] Give Me XXXX :')

if len(XXXX) 4 or sha256(XXXX + proof[4:]).hexdigest().encode() sha:
return False

return True

def register(self):




username self.recv()

return username

getpermission(self, name, iv, key):
aes = AES.new(key, AES.MODE_CBC, iv)
plain Pad(name)+b"a_cat_permission

return aes.encrypt(plain)

getmessage(self, iv, key, permission):
aes = AES.new(key, AES.MODE_CBC, iv)
return aes.decrypt(permission)

handle(self):
signal.alarm(50)
if not self.proof_of_work():
return
self.send(BANNER, newline=False)
self.key = os.urandom(16)
self.iv = os.urandom(16)
self.send(b"I'm the guard, responsible for protecting the prince's safety.")
self.send(b"You shall not pass, unless you have the permission of the prince.")
self.send(b"You have two choices now. Tell me who you are or leave now!")
self.send(guard_menu, newline=False)
option self.recv()
if option b'1':
try:
self.name self.register()
self.send(b"Hello " self.name)
self.send(b"Nice to meet you. But I can't let you pass. I can give you a cat. She will play with

self.send(b'Miao~ ' self.iv)
for i in range(3):
self.send(b"I'm a magic cat. What can I help you")
self.send(cat_menu, newline=False)
op = self.recv()
if op b'1':
self.send(b"Looks like you want permission. Here you are~")
permission self.getpermission(self.name, self.iv, self.key)
self.send(b"Permission:" permission)
elif op b'2":
self.send(b"Looks like you want to know something. Give me your permission:")
permission = self.recv()
self.send(b"Miao~ ")
iv = self.recv()
plain self.getmessage(iv, self.key, permission)
self.send(b"The message is "
elif op b'3":
self.send(b"I'm leaving. Bye~")

plain)

break
self.send(b"Oh, you're here again. Let me check your permission.")
self.send(b"Give me your permission:")

cipher = self.recv()
self.send(b"What's the cat tell you?")
iv = self.recv()

plain = self.getmessage(iv, self.key, cipher)

prs, uid plain[16:],plain[:16]

if prs b'Princepermission’ or uid self.name:
self.send(b"You don't have the Prince Permission. Go away!")
return




else:
self.send(b"Unbelievable! How did you get it!")
self.send(b"The prince asked me to tell you this:")
f = open('flag.txt', 'rb")
flag = f.read()
f.close()
self.send(flag)
except:
self.request.close()
if option b'2":
self.send(b"Stay away from here!")

self.request.close()

class ThreadedServer(socketserver.ThreadingMixIn, socketserver.TCPServer):

pass

class ForkedServer(socketserver.ForkingMixIn, socketserver.TCPServer):

pass

if _ _name__ __main__":
HOST, PORT '0.0.0.0', 10005
print("HOST:POST " HOST e str(PORT))
server ForkedServer((HOST, PORT), Task)

server.allow_reuse_address True

server.serve_forever()
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def getpermission(self, name, iv, key):
aes = AES.new(key, AES.MODE_CBC, iv)
plain = Pad(name)+b"a_cat_permission"

return aes.encrypt(plain)

getmessage()
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def getmessage(self, iv, key, permission):
aes = AES.new(key, AES.MODE_CBC, iv)

return aes.decrypt(permission)
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self.send(b"Give me your permission:")
cipher self.recv()
self.send(b"What's the cat tell you?")
iv self.recv()

plain self.getmessage(iv, self.key, cipher)

prs, uid plain[16:],plain[:16]

if prs b'Princepermission’ or uid self.name:
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Solving code

from re import L
from pwn import
import hashlib,string, random
from Crypto.Cipher import AES

io = remote("node4.buuoj.cn","27370")
temp = io.recvline()
# print(temp)
templ = temp.split(b"=="
# print(templ)
part_proof = bytes.decode(templ[0].split(b"XXXX")[1])[1:-2]
bytes.decode(templ[1]).strip()
string.ascii_letters string.digits
while True:

XXXX = "".join([random.choice(table)for _ in range(4)])

temp_proof = XXXX + part_proof
temp_sha = hashlib.sha256(temp_proof.encode()).hexdigest()
if sha temp_sha:
io.recvuntil(b"[+] Give Me XXXX :")
io.sendline(XXXX.encode())
break
io.recvuntil(b"[-] ")
io.sendline(b"1")




io.recvuntil(b'Miao~ ")

iv io.recvuntil(b"\n")[:-1]

# print(iv)

io.recvuntil(b'[-]")
io.sendline(b'1")
io.recvuntil(b'Permission:")
cat_permission io.recvline()[:-1]
# print(cat_permission)
io.recvuntil(b"[-1")
io.sendline(b'2")

io.recvuntil(b"Looks like you want to know something. Give me your permission:")

m2 b"a_cat_permission"
b'l' * 16 # your name, H#16F 7, f&#frpad() FE, WEBHHTIE, mlthE A — 1 FKME
b"Princepermission"
ml
cat_permission[:16]
cat_permission[16: ]
fake c1 xor(xor(cl,m2),need_m2)

.sendline(fake_c1)
.recvuntil(b"Miao~ ")
.sendline(iv)
.recvuntil(b"The message is ")
m io.recvuntil(b"\n")[:-1]
# print(plain)
io.recvuntil(b"[-]1")
io.sendline(b'3")

io.recvuntil(b"Give me your permission:")

fake_permission = fake_c1l c2
fake _iv = xor(xor(m,ml),iv)

.sendline(fake_permission)
.recvuntil(b"What's the cat tell you?")
.sendline(fake_iv)

.interactive()

RIR T LHHF2020 easyAES
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#!1/usr/bin/python

from Crypto.Cipher import AES

import binascii

from Crypto.Util.number import bytes to_long
from flag import flag

from key import key

iv = flag.strip(b'deg3{"').strip(b'}")

len(key)
assert LENGTH 16

hint os.urandom(4) 8
print(bytes_to_long(hint)”bytes_to_long(key))

msg

def encrypto(message):
aes = AES.new(key,AES.MODE_CBC,iv)
return aes.encrypt(message)

print(binascii.hexlify(encrypto(msg))[-32:])

56631233292325412205528754798133970783633216936302049893130220461139160682777
b'3c976c92aff4095a23e885b195077b66"

flag BMEL T iv, FAME AEs_cTR M, HhWABT key , MRT key KRR key 5—HERKFHHIT R

len(key) == 16, hint = os.urandom(4) * 8, REARWERAZFKN, FIUBEZKEE key , FAFBEEFER; WHATL
XFESREAE

from Crypto.Util.number import
hint_xor_key 56631233292325412205528754798133970783633216936302049893130220461139160682777
long_to_bytes(hint_xor_key)

b'}4$d}4$d}4$d}4$d\x19\x04CW\x06CA\x08\x1e[ I\x01\x04[Q\x19"

NMFFREFHATRZK, ZHE hint HEEFT

hint_xor_key 56631233292325412205528754798133970783633216936302049893130220461139160682777
hint = long_to_bytes(hint_xor_key)[:4]

key = hint_xor_key ~ bytes to_long(hint * 8)

key = long_to bytes(key)

EIMAERGA K enc & binascii.hexlify(encrypto(msg))[-32:]1, HE#EISRER 16 ZHKHE L (L bpeiE—4H
o)

import binascii
part_enc b'3c976c92aff4095a23e885b195077b66 "
part_enc binascii.unhexlify(part_enc)
part_enc

b ' <\x971\x92\xaf\xf4\tZ#\xe8\x85\xb1\x95\x07{f"
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Solving Code

from Crypto.Cipher import AES

from Crypto.Util.number import

from pwn import

import binascii

hint_xor_key 56631233292325412205528754798133970783633216936302049893130220461139160682777
part_enc b'3c976c92aff4095a23e885b195077b66 "
msg

# print(long_to_bytes(hint_xor_key))

hint long_to_bytes(hint_xor_key)[:4]

key hint_xor_key bytes_to_long(hint

key = long_to _bytes(key)

# print(Llen(msg))

aes = AES.new(key,AES.MODE_ECB)

part_enc binascii.unhexlify(part_enc)

encl part_enc

ml = aes.decrypt(encl)

enc2 xor(msg[-16:],ml)

m2 = aes.decrypt(enc2)

enc3 xor(msg[-32:-16],m2)
m3 = aes.decrypt(enc3)

enc4 = xor(msg[-48:-32],m3)
m4 = aes.decrypt(encd)

enc5 xor(msg[-64:-48],m4)

iv enc5h

print(iv)

B & AES_ CTRAE R,
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keywords; AES_CTR, xor, XH, BWEH, HELHE

#!/usr/bin/python
socketserver
random
os
string
binascii
hashlib
Crypto.Cipher import AES
Crypto.Util import Counter
Crypto.Util.number import getPrime
hashlib import sha256
import gmpy2
from flag import flag

def init():
getPrime(512)
getPrime(512)
getPrime(64)
qrp
phi = (g-1) * (p-1)
d gmpy2.invert(e, phi)
hint 2 d random.randint(@, 2**16)
mac random.randint (@, 2**64)
C pow(mac, e, n)
counter random.randint (@, 2**128)
key = os.urandom(16)
score (4]
return n, hint, c, counter, key, mac, score

class task(socketserver.BaseRequestHandler):

def POW(self):
random.seed(os.urandom(8))
proof ''.join([random.choice(string.ascii_letters+string.digits) for _ in range(20)])
result = hashlib.sha256(proof.encode('utf-8"')).hexdigest()
self.request.sendall(("sha256(XXXX+%s) == %s\n" (proof[4:],result)).encode())
self.request.sendall(b'Give me XXXX:\n')
x = self.recv()

if len(x) 4 or hashlib.sha256( (x+proof[4:].encode())).hexdigest() result:
return False
return True

recv(self):
BUFF_SIZE 2048
data b''
while True:
part = self.request.recv(BUFF_SIZE)
data part
if len(part) BUFF_SIZE:
break
return data.strip()

padding(self, msg):
return msg + chr((16 - len(msg)%16)).encode() (16 - len(msg)%16)




def encrypt(self, msg):
msg = self.padding(msg)
if self.r 1:
self.r 1
aes = AES.new(self.key, AES.MODE_CTR, counter = Counter.new(128, initial value=self.r))
return aes.encrypt(msg)
else:

return msg

send(self, msg, enc=True):
print(msg, end= ' )
if enc:
msg = self.encrypt(msg)
print(msg, self.r)
self.request.sendall(binascii.hexlify(msg) b'\n")

set_key(self, rec):
if self.mac int(rec[8:]):
self.r = self.counter

guess_num(self, rec):

num random.randint(@, 2**128)

if num int(rec[10:]):
self.send(b'right")
self.score 1

else:
self.send(b'wrong")

get _flag(self, rec):
assert self.r 1
if self.score 5¢
self.send(flag, enc=False)
else:
self.send(os.urandom(32) flag)

handle(self):
self.r 1

if not self.POW():
self.send(b'Error Hash!', enc= False)
return

self.n, self.hint, self.c ,self.counter, self.key, self.mac, self.score

self.send(str(self.n).encode(), enc False)
self.send(str(self.hint).encode(), enc False)

self.send(str(self.c).encode(), enc False)

for _ in range(6):

rec self.recv()

if rec[:8] b'set key:":
self.set_key(rec)

elif rec[:10] b'guess num:":
self.guess_num(rec)

elif rec[:8] b'get flag':
self.get flag(rec)

else:

self.send(b'something wrong, check your input')




class ForkedServer(socketserver.ForkingMixIn, socketserver.TCPServer):
pass

def main():
HOST, PORT '127.0.0.1"', 10086
server ForkedServer((HOST, PORT), task)
server.allow reuse_address True
server.serve_forever()

if _ _name__ ' _main__":

main()

LB FEEncERE, AT EREESR, BAE[REER handle()

def handle(self):
self.r 1

if not self.POW():
self.send(b'Error Hash!', enc= False)

return
self.n, self.hint, self.c ,self.counter, self.key, self.mac, self.score

self.send(str(self.n).encode(), enc False)
self.send(str(self.hint).encode(), enc False)
self.send(str(self.c).encode(), enc False)

for _ in range(6):
rec self.recv()
if rec[:8] b'set key:':
self.set_key(rec)
elif rec[:10] b'guess num:":
self.guess_num(rec)
elif rec[:8] b'get flag':
self.get_flag(rec)
else:
self.send(b'something wrong, check your input')
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def set_key(self, rec):
if self.mac int(rec[8:]):
self.r = self.counter

UFRFZMAKNEREM mac —, H—8, MWHET—MREZRE, FBEREK counter BES r




F1R counter HIAERL

def init():

counter random.randint(@, 2**128)

BR—ABEVLEL T self.r HITH{ER -1
A A EHATREEEER, W LATE encrypt() BEFFE 2

def encrypt(self, msg):
msg = self.padding(msg)
if self.r 1:
self.r 1
aes = AES.new(self.key, AES.MODE_CTR, counter = Counter.new(128, initial value=self.r))
return aes.encrypt(msg)
else:

return msg

MR self.r FRERESZKIE, HRANEAHIT set key BIEMIE, AES_CRT MELEMASEN: MBEAEMR T LEE
& flag g, FREZ get flag BfE

def get_flag(self, rec):
assert self.r 1
if self.score 5:
self.send(flag, enc=False)
else:

self.send(os.urandom(32) flag)

F assert self.r l= -1, BWWREUH self.r HFEYLAERK counter BE A BEHEIT get flag, BNWESEE assert WiE

=g FEF LR T —A guess num BE

def guess_num(self, rec):
num random.randint(@, 2**128)
if num int(rec[10:]):
self.send(b'right")
self.score 1
else:

self.send(b'wrong')

I REXTBERD AR B BT, NIME1S self.score += 1, T self.score KIERHZTE get flag

if self.score 5E
self.send(flag, enc=False)

BREZESIE P 5 IRNGEH1R get flag BAEEEIRE] flag

HEME—T, BHAMILEERMTEEBR, FrlaeEek; REBill—k, SU&SE 6 KEFHRE—le; HEER

&, 6 RIEFEPFE KIS UAHR set key (BNTLIEMAT get flag BfE) , A —IKNSHEK get flag, RFT 4 KHLE,
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from Crypto.Util import Counter

EES AES.new(self.key, AES.MODE_CTR, counter = Counter.new(128, initial value=self.r

EBHRAE counter.new(128, initial value=self.r)) ¥ initial value ZEEH B CTR KI¥IIEE

T CTR R ERARE K 00, o1, TR —4HHBEN BnonceM s A5 HRKIVIIRE
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def send(self, msg, enc=True):

print(msg, end= ' ")
if enc:
msg self.encrypt(msg)
print(msg, self.r)
self.request.sendall(binascii.hexlify(msg) b'\n")

YEFBI RS H enc = False ) send ¥ ETH, SEEHHAZE, WA LEEXHEIEFN send BE; MW enc = True, BH
Pt send BREE BB X enc #ATHRE, BN ESHIT encrypt () IN%, WHLZE AES_CTR n%

Fram T LU B

self.send(b'something wrong, check your input')
i LIR
if num int(rec[10:]):
self.send(b'right")
self.score 1
else:

self.send(b'wrong')

X B send BBOR BIHEFR EA R right , something wrong. .. ; W& AES_CTR INZE )5 B 3C (] DAZE A< Hh il
A debug FE 5 & BLIX ANMRFAE)

AT BTG T I IX LR (8] Y AR BB AN 2 5 BRI, B AX B —E R R A
BAERANI TR — X AL, AES_CTR INE G flag ; MNEHEH key RAMBTIEFIE, ERNEEL ER REH key RMHE
BIETT ek BFERINE, FWRBRNZSBIJLHBEL, AH2RHE

FE AES_CTR &, WRBATCEBASCLAKIT MEE S, KPiE R ABEmMER, FEAmEdEs

® enc stream=
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INE R B RRBARET, FrCABATEH something wrong. .. fEABE CARBINER, BINET padding B#UE SRR 48

EFBLRT (KREARXFERIEFER, ZE2Rs, RRXBAZ—) REAMMBERPIZRZH CTR, CTR+1, CTR+2 AR
H, AR KEUFEREMEZ G flag R ATLABRIEEY) flag (FA flag MESEH ZE
A padding(os.urandom(32)+flag) #ATINZEK, B LSHEK)
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from Crypto.Cipher import AES

from Crypto.Util import Counter

from pwn import

key b'\x01"' 16

msg b"flag1111111111111111111111111111111111111111111111111111111"

t Counter.new(128, initial value=123)

aes = AES.new(key, AES.MODE_CTR, counter = t)

encl aes.encrypt(msg)

encl
b"0=J\xe6\x87\xec\x07r\xf1{L\x94\xf7\xf2\xfcp|-\xfO\xca\xba\xed:\x89\x7F\rI\xb5\x84\xb8\x00\xe2%(\x020\xa5\x8c\Xx
23\x93\x18"' \xb0\xa2\xe2\xd4]\xb1*\xb5\x8fH7\xd8\xfa\x8f\x08\xe7X"

enc2 = aes.encrypt(msg)

enc2
b'\x97\xf5\xe3 \xdc\xb3\x1c\x11\x1fM\n\x16\x06}:hvU\x1d\x93" \xFf6\x89\xc3\x05\x94\x8b>6ha\xce\ "' \x9f\xb5%\x07Hm\xa
5\xd1]y)P\xff\xd3e\xea\x7f\xa9\xb3\xe9\xcd\x88\x97>\x8d\xad"

SEERAIE B A SE W] LUK AR RN 35 i A2 18 B IS IR BHEE —ig, (R W HRXT flag TN N2 M BERA TR B0/ — B
We, MtREEMH set key #F1E

REEE —-TEEMA set key HITEA

from Crypto.Cipher import AES

from Crypto.Util import Counter

from pwn import

key b'\x01"' 16

msg b"flag1111111111111111111111111111111111111111111111111111111"
t Counter.new(128, initial value=123)

aes = AES.new(key, AES.MODE_CTR, counter = t)
encl = aes.encrypt(msg)

enc2 = aes.encrypt(msg)

t Counter.new(128, initial value=123)

aes AES.new(key, AES.MODE_CTR, counter t)
enc3 = aes.encrypt(msg)

enc4 = aes.encrypt(msg)

assert xor(encl,msg) xor(enc3,msg)

assert xor(enc2,msg) xor(enc4,msg)

BERMAELRMNERN counter HATRAMFKER, B CTR HIMHESBRIH

MARMBAR R FEWHE| =/ something wrong. .. BHE BRI FERHEBEL RS flag T RBFGT TR

SRR R BEB R —F 1 flag , WIFHLRZ BT 48 ALK padding(os.urandom(32)+flag) ; ZJa HINZE R M4 & IERE ST B ) W

RIWEELE self.r Ml aes LIHZN T FM, EBRMEBENPLLZE self.r KHEHL +1, MER CTR + 1 HFHESKMNE
BANHXZ TS EH E N —I aes = AES.new(self.key, AES.MODE_CTR, counter = Counter.new(128,
initial_value=self.r)) , XBLRWREN PRI CREZBCDHE) MEHFERRAK R AR MERS, E—AB3CH
RE—HWSCTABHKR R + i, T MHAXHE -ARXHIABAR CTR + i + 1

def encrypt(self, msg):

msg = self.padding(msg)

if self.r 1:
self.r 1
aes = AES.new(self.key, AES.MODE_CTR, counter = Counter.new(128, initial value=self.r))
return aes.encrypt(msg)

else:
return msg
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AT flag MAKRCHEME R, BAVEM set key AL cTR FIFT, 15

flag: CTR+ 1 CTR+ > rps C

Solving code



from pwn import
from Crypto.Util.number import
gmpy2
hashlib
string
random

binascii

io remote("192.168.109.129","9998")
io.recvuntil(b"+")
tmp io.recvuntil(b"\n")
part_proof = tmp.split(b") == ")[@]
tmp.split(b") == ")[1][:-1]
string.ascii_letters + string.digits
while True:
XXXX ("".join(random.sample(table,4))).encode()
if hashlib.sha256(XXXX + part_proof).hexdigest() result.decode():
io.recvuntil(b"\n")
io.sendline (XXXX)
break

n int(binascii.unhexlify(io.recvline()[:-1]))
hint int(binascii.unhexlify(io.recvline()[:-1]))
C int(binascii.unhexlify(io.recvline()[:-1]))
mac gmpy2.iroot(pow(c,hint,n) n,2)[9]

io.sendline(b"set key:" str(mac).encode())
enc [1]
for _ in range(3):
io.sendline(b"I_want_flag")
time.sleep(0.5)
tmp = io.recvline()[:-1].decode()
if _ 26
enc.append(long_to_bytes(int(str(tmp),16))[:16])
else:
enc.append(long_to_bytes(int(str(tmp),16)))
# print(enc)
io.sendline(b"set key:" str(mac).encode())
time.sleep(0.5)
io.sendline(b"get flag")
time.sleep(0.5)
tmp = io.recvline()
enc_flag = binascii.unhexlify(tmp[:-1])

b'something wrong, check your input’
msg + chr((16 - len(msg)%16)).encode() (16 - len(msg)%16)
key stream b""
for i in enc:
key stream xor(i,msg[:1len(i)])
print(xor(enc_flag,key stream[:len(enc_flag)]))

KT Aes KR — RKE B MR L EAN, EEBAASERREW key ,» TIRMA xor KFFELLEIME S (ST REM
D) RMAR ST S BIA b B B FT LASRAS Flag BI%E
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