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TE—IRRSAZ X B, B¥%kp=473398607161, q=4511491, e=17
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import gmpy2

p = 447685307
q = 2037
17

n = p=q

phi_n = (p-1)*(q-1)

d gmpy2.invert(e,phi_n)
print(d)

53616899001
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Math is cool! Use the RSA algorithm to decode the secret message, c, p, q, and e are parameters for the RSA algorithm.

p=
96484230290105156765905517400104265349457376392357398006439893520398525072984913995610350091634270503701075
70733633350911691280297777160200625281665378483

q=
11874843837980297032092405848653656852760910154543380907650040190704283358909208578251063047732443992230647
903887510065547947313543299303261986053486569407

e =65537 c =
8320829899517460417477359029820363936054002487125612689288966134574240331492986193910049266660564 7316646576
48652621745700637684228086972858172674640158370589994176821413874225968933484073563355305388764184765117377
6251820293087212885670180367406807406765923638973161375817392737747832762751690104423869019034

Use RSA to find the secret message



phi_n = (p-1)*(q-1)
d gmpy2.invert(e,phi_n)

pow(c,d,n)
print(m)

import gmpy2

p 964842302901051567659055174001042653494573763923573980064398935203985250729849139956103500916342705037010757
0733633350911691280297777160200625281665378483

q 118748438379802970320924058486536568527609101545433809076500401907042833589092085782510630477324439922306479
©3887510065547947313543299303261986053486569407

e 65537

C 832082989951746041747735902982036393605400248712561268928896613457424033149298619391004926666056473166465764
8652621745700637684228086972858172674640158370589994176821413874225968933484073563355305388764184765117377625182
0293087212885670180367406807406765923638973161375817392737747832762751690104423869019034

n =pq
phi_n = (p-1)*(q-1)
d gmpy2.invert(e,phi_n)

pow(c,d,n)

print(m)

904332399012

E—IRRSAZHXT A, Ri%&p=473398607161, q=4511491, e=17 Kf#Hd

import gmpy2

p=473398607161

phi_n = (p-1)*(g-1)
d = gmpy2.invert(e,phi_n)

print(d)




phi_n = (p-1)*(g-1)
d (phi_n+1)//17

print(d)

125631357777427553

4. XCTF Normal_RSA

= flag.enc
| pubkey.pem

enc: flagf % X
pem: A%H public key

PEMEOpenSSLINTZ EfthSSLT BRUTREETL, OpenSSL EFREPEM MAHEFEIEPINZE. XMEIHIRTHERLZeNeaE
asCiEEENANNS, MBFHHE. XEHREEO]ERNSHFEpem RN E RIS — N+,

PEM3Z{42Base64RiSANED. PEMIERBEEATwebiRSEE, EAfIeILABE —MEBRNNARERE, REZMEIEN ]I
. BES N PEMEBENARESRTIF X 2B & NERERE.

openssl rsa -pubin -text -modulus -in warmup -in pubkey.pem
openssl rsa -pubin -text -modulus -in warmup -in pubkey.pem > 1.txt

- $ openssl rsa -pubin -text -modulus -in warmup -in pubkey.pem
RSA Public-Key: (256 bit)
Modulus:
00:c2:63:6a:e5:¢c3:d8:e4:3f:fb:97:ab:09:02:8f:
Ja:ac:6c:@b:f6:cd:3d: 70 :eb:ca:28:1b:ff:e9:7F;
be:30:dd
Exponent: 65537 (0x10001)
Modulus=C2636AE5C3D8E43FFB97AB09028F1AAC6COBF6CD3D70EBCA281BFFE97FBE30DD
writing RSA key

MDwwDQY JKoZIhvcNAQEBBQADKWAWKAThAMI jauXD20Q/+5erCQKPGgxsC/bNPXDr
yigh/+1/vjDdAgMBAAE=
END PUBLIC KEY
: $




RSA Public-Key: (256 bit)

Modulus:
00:c2:63:6a:e5:c3:d8:e4:3f:fb:97:ab:09:02:8f:
la:ac:6c:0b:f6:cd:3d:70:eb:ca:28:1b:ff:e9:7f:
be:30:dd

Exponent: 65537 (0x10001)

Modulus=C2636AE5C3D8E43FFB97ABO9028F 1AAC6COBF6CD3D70EBCA281BFFE97FBE30DD
BEGIN PUBLIC KEY
MDwwDQYJKoZIhvcNAQEBBQADKWAWKATIhAMI jauXD20Q/ +5erCQKPGqxsC/bNPXDr
yigb/+1/vjDdAgMBAAE
END PUBLIC KEY

modulus: N

exponent: e

163k i i 1 0t il

El "C2636AE5C3D8E43FFB97AB09028F1AAC6COBF6CD3D70EBCA281BFFE97FBE30DD"

print(int(a,16))

87924348264132406875276140514499937145050893665602592992418171647042491658461

RE oA HFRE %, B2p. q

http://www.factordb.com/

Search Sequences Report results Factor tables Status Downloads Login
187924348264132406875276140514499937145050893665602592992418171647042491658461 Factorize!  (?)
Result:
status (?) digits number
FF 77 (show) 8792434826...61 77> = 275127860351348928173285174381581152299 39> ‘|319576316814478949870590164193048041239!<39>

More information

ECM =

factordb.com - 14 queries to generate this page (0.01 seconds) (limits) (Imprint) (Privacy Policy)

p=275127860351348928173285174381581152299
q=319576316814478949870590164193048041239
e=65537

@@@H rsatool

https://github.com/ius/rsatool

Installing collected packages: gmpy
Running setup.py install for gmpy ... done
Successfully installed gmpy-1.17
$ python rsatool.py -f PEM -o private.pem -p 27512786035
1348928173285174381581152299 - 319576316814478949870590164193048041239 -e 65537

Traceback (most recent call last):

File "rsatool.py", line 11, in <module>
from pyasnl.codec.der import encoder
ImportError: No module named pvasni.codec.der

: $ pip install pyasnl




usr/share/python-wheels/pkg_resources-v.v.v-py3-none-any.whl/pkg_resources/py2_
warn.py:21: UserWarning: Setuptools will stop working on Python 2
kkkkkkkkkkhkkhkkhkkkkkkkkkkkkhkkkkkkhkkhkkkkkkkkkkhkkkkkkkkhkkhkkkkkkkkkkk
You are running Setuptools on Python 2, which is no longer
supported and
>>> SETUPTOOLS WILL STOP WORKING <<<
in a subsequent release (no sooner than 2020-04-20).
Please ensure you are installing
Setuptools using pip 9.x or later or pin to “setuptools<45”
in your environment.
If you have done those things and are still encountering
this message, please follow up at
https://bit.ly/setuptools-py2-warning.
kkkkkkkkkkkkkkkkkkkkhkkhkhkkhkkkkkkkkkkkkkhkhkhkkhkkkkkkkhkkkkkkkkkkkk
WARNING: pip is being invoked by an old script wrapper. This will fail in a futu
re version of pip.
Please see https://github.com/pypa/pip/issues/5599 for advice on fixing the unde
rlying issue.
To avoid this problem you can invoke Python with '-m pip' instead of rpunning.pipw

[+ haha@kali: ~/ T #{/rsatool W : - o x

$ python rsatool.py -f PEM -0 private.pem -p 27512786035
1348928173285174381581152299 - 319576316814478949870590164193048041239 -e 65537
Using (p, gq) to initialise RSA instance

n:
c2636ae5c3d8e43ffbh97ab09028f1laacbcObf6cd3d70ebca281bffe97fbe30dd

65537 (0x10001)

1806799bd44ce649122b78b43060c786f8b77fb1593e0842da063badd8728bf1
275127860351348928173285174381581152299 (0@xcefbb2cf7e18a98ebedc36e3e7c3b02b)
q 319576316814478949870590164193048041239 (0xf06c28e91c8922b9¢236€23560c09717)

Saving PEM as private.pem
Traceback (most recent call last):
File "rsatool.py", line 164, in <module>
data = rsa.to_pem()
File "rsatool.py", line 98, in to_pem
return (PEM_TEMPLATE % base64.encodestring(self.to_der()).decode()).encode()
File "rsatool.py", line 107, in to_der
seq.setComponentByPosition(len(seq), Integer(x))
File "/home/haha/.local/lib/python2.7/site-packages/pyasnl/type/univ.py", line
2267, in __len__
return len(self._componentValues)
File "/home/haha/.local/lib/python2.7/site-packages/pyasnl/type/base.py", line
214, in plug
raise error.PyAsnlError('Attempted "%s" operation on ASN.1 schema, obieGt. .%o




C:\Users\Nah\Desktop>python2 rsatool.py -o private.pem -e 65537 -p 275127860351348928173285174381581152299 -q 31
9576316814478949870590164193048041239
Using (p, q) to initialise RSA instance

n
c2636ae5c3d8e43ffb97ab09028f1laac6cObf6cd3d70ebca281bffe97fbe30dd

65537 (0x10001)

d
1806799bd44ce649122b78b43060c786F8b77fb1593e0842da®63badd8728bf1

275127860351348928173285174381581152299 (Oxcefbb2cf7e18a98ebedc36e3e7c3b02b)

319576316814478949870590164193048041239 (0xf06c28€91c8922b9c236€23560c09717)

Saving PEM as private.pem
Traceback (most recent call last):
File "rsatool.py", line 154, in <module
data rsa.to_pem()
File "rsatool.py", line 88, in to_pem
return (PEM_TEMPLATE base64.encodestring(self.to_der()).decode()).encode()
File "rsatool.py", line 97, in to_der
seq.setComponentByPosition(len(seq), Integer(x))
File "C:\Python27\lib\site-packages\pyasnl\type\univ.py", line 2267, in _ len__
return len(self._ componentValues)
File "C:\Python27\lib\site-packages\pyasnl\type\base.py", line 214, in plug
raise error.PyAsnlError('Attempted "%s" operation on ASN.1 schema object’ name)

pyasnl.error.PyAsnlError: Attempted " _len__ " operation on ASN.1 schema object

kali, windows3X %<l

IEH#AE, 4 private.pem3 it

python rsatool.py -f PEM -o private.pem -p 275127860351348928173285174381581152299 -q 31957631681447894987059016
4193048041239 -e 65537

Flopenss|f private. pemfi# & flag.enc U 65 B SCAE B ST 14

rsautl -decrypt -in flag.enc -inkey private.pem -out flag.txt

@@@FRsaCtfTool
https://github.com/Ganapati/RsaCtfTool
https://github.com/3summer/CTF-RSA-tool



$ python RsaCtfTool.py --publickey pubkey.pem

-uncipherfile flag.enc
raceback (most recent call last):
File "RsaCtfTool.py", line 21, in <module>
from lib.rsa_attack import RSAAttack
File "/home/haha/TF # /RsaCtfTool-master/lib/rsa_attack.py", line 7, in <module

from lib.keys_wrapper import PublicKey
File "/home/haha/TF & /RsaCtfTool-master/1lib/keys_wrapper.py", line 11, in <mod
le>
from cryptography.hazmat.primitives import serialization
ImportError: No module named cryptography.hazmat.primitives
- $ pip install cryptography
usr/share/python-wheels/pkg_resources-0.0.0-py3-none-any.whl/pkg_resources/py2_
arn.py:21: UserWarning: Setuptools will stop working on Python 2
e Je e e e e de e de g e e ke ke e ke de ke de e ke e e e de ke ke ke de ke ke ke dedekekedkekok ok keokedkekeokokkdkeokkokkkkkkkkk
ou are running Setuptools on Python 2, which is no longer
supported and
>>> SETUPTOOLS WILL STOP WORKING <<<
in a subsequent release (no sooner than 2020-04-20).
Please ensure you are installing
Setuptools using pip 9.x or later or pin to “setuptools<45”
in your environment.
[f you have done those things and are still encountering
his message, please follow up at
ttps://bit.ly/setuptools-py2-warning.
ek kkkkkkkkkkkkkkkkhkkkkkkkkkkkkkkkkkhkkkkkkkkkkkkkkkkkkkkkkkkk
ARNING: pip is being invoked by an old script wrapper. This will fail in a futu
re version of pip.
Please see https://github.com/pypa/pip/issues/5599 for advice on fixingothe-unde

python RsaCtfTool.py publickey pubkey.pem uncipherfile flag.enc

home/haha/.local/lib/python2.7/site-packages/cryptography/__init__ .py:39: CryptographyDeprecationWarning: Pythol
n 2 is no longer supported by the Python core team. Support for it is now deprecated in cryptography, will b
e removed in a future release.

CryptographyDeprecationWarning,

[*] Testing key pubkey.pem.
Traceback (most recent call last):
File "RsaCtfTool.py", line 261, in <module
attackobj.attack_single_key(publickey, attacks_list)
File "/home/haha/ F#i/RsaCtfTool-master/lib/rsa_attack.py", line 174, in attack_single_key
self.load_attacks(attacks_list)
File "/home/haha/ Fiﬁ/RsaCtFTool—master/lib/rsaiattack.py", line 123, in load_attacks
except ModuleNotFoundError:
NameError: global name 'ModuleNotFoundError' is defined

A BERA S K py2




- $ python3 RsaCtfTool.py --publickey pubkey.pem
--uncipherfile flag.enc

[*] Testing key pubkey.pem.
smallfraction because sage is not installed
ecm2 because sage is not installed
gicheng because sage is not installed
ecm because sage is not installed
boneh_durfee because sage is not installed
[*] Performing comfact_cn attack on pubkey.pem.
[*] Performing factordb attack on pubkey.pem.

Results for pubkey.pem:

Unciphered data :
b - \X@@\X@Z\XCﬂ\xfe\xﬂﬁ\xe.?:&\xﬂe[\X87\X0@PCTF{ 256b_j_5_m3dlum}\n : https://blog.csdn.netivanarrow

FE—: BAH(B3RIAH)
python3 RsaCtfTool.py publickey pubkey.pem uncipherfile flag.enc
python RsaCtfTool.py --publickey A%H3Cf# --uncipherfile N HI3CH:

Y SAAHEKAH.
RsaCtfTool.py --publickey A43f --private

FE=: ZHR R

TEPEMIR I A AT # N, e

python RsaCtfTool.py --dumpkey --key A%£H3C{F

En, eRE R NPEMAE 3

python RsaCtfTool.py createpub -n 782837482376192871287312987398172312837182 -e 65537

Results for pubkey. pem:
Unciphered data:
b'\x00\x02\ xcO\ xfe\x04\ xe38\x0e[\x87\x00PCTF{256b_i5 m3dium}\n'

PCTF{256b_i5_m3dium}

5 B A pythonii A4

from Crypto.PublicKey import RSA

from Crypto.Cipher import PKCS1_vi1_5

from gmpy2 import invert

with open('flag.enc','r') as f:
cip=f. read()
87924348264132406875276140514499937145050893665602592992418171647042491658461L
65537L
275127860351348928173285174381581152299L
319576316814478949870590164193048041239L

d=invert(e, phi)
privkey=RSA.construct((n,e,long(d),p,q))
keyl1=PKCS1_v1_5. new(privkey)

print keyl.decrypt(cip,'')[:-1]




> test_1.py % test_2.py o test 3.py
Crypto.PublicKey RSA
Crypto.Cipher PKCS1_v1_5
gmpy2 invert
('flag.enc', 'r')

MIIAIS i

cip=f. read()

asegeleq ““

~J

n
e
P

q

phi=(p-1)*(q-1)

d=invert(e, phi)

privkey=RSA.construct((n e, (d),p,a))

keyl=PKCS1_v1_5. new(privkey)
keyl.decrypt(cip,'')[:-1]

test 3

C:\Python27\python2.exe C:/Users/Nah/Desktop/test_3.py
PCTF{256b_i5_m3dium}

Process finished with exit code @

https:/blog.csdn.netivanarrow

from Crypto.PublicKey import RSA

RSA.generate(1024)
.p 275127860351348928173285174381581152299
ir.q 319576316814478949870590164193048041239
g€ 65537
ir.n = keypair.p*keypair.q

keypair.e 9):
keypair.d X keypair.e
break

i 1
private = open('private.pem', 'w')
private.write(keypair.exportKey())
private.close()




5. Bugku

Challenge /31 Solves

rsa
100

rsa.txt

Flag Submit

rsa.txt
https://ctf.bugku.com/files/98e8f374f63ee3ef4818621ceafcb78f/rsa.ixt

N : 460657813884289609896372056585544172485318117026246263899744329237492701820627219556007788200590119136173895
9890013821515360068538233263828923631436043145186863887860029892488008148612485950753262770996453386949770974591
68530898776007293695728101976069423971696524237755227187061418202849911479124793990722597
e : 354611102441307572056572181827925899198345350228753730931089393275463916544456626894245415096107834465778409
5323731871253185546147225993017915289162128393681210660355410088082615345005860236527677122716257852042809646880
04680328300124849680477105302519377370092578107827116821391826210972320377614967547827619

enc : 3823099131622939965182356759069230106004462041219173776463238468054625622845151823884296522139471184833783
2459443844446889468362154188214840736744657885858943810177675871991111466653158257191139605699916347308294995664
530280816850482740530602254559123759121106338359220242637775919026933563326069449424391192

47Tn, e, c (CRIREX, BA%AKenc, KRARESEXRAMTAZERE, encodeNF Y, decodef@ZMEIL) , K Xm
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def continued fractions_expansion(numerator,denominator):#(e,N)
result=[]

divident=numerator%denominator
quotient=numerator/denominator
result.append(quotient)

while divident!=0:
numerator=numerator-quotient*denominator

tmp=denominator
denominator=numerator
numerator=tmp

divident=numerator%denominator
quotient=numerator/denominator
result.append(quotient)

return result

def convergents(expansion):
convergents=[ (expansion[0@],1)]
for i in range(1,len(expansion)):
numerator=1
denominator=expansion[i]
for j in range(i-1,-1,-1):
numerator+=expansion[j]*denominator
if j==0:
break
tmp=denominator




numerator=tmp
convergents.append( (numerator,denominator))#(k,d)
return convergents

newtonSqrt(n):
approx n/2
better (approx + n/approx)/2
while better approx:

approx better

better (approx + n/approx)/2
return approx

wiener_attack(cons,e,N):
for cs in cons:
k,d=cs
if k==0:
continue
phi N=(e*d-1)/k
#x**2-((N-phi_N)+1)*x+N=0
a=1
b=-((N-phi_N)+1)
c=N
delta b*b - 4*a*c
if delta<=0:
continue
x1= (newtonSqgrt(delta)-b)/(2*a)
x2=-(newtonSqrt(delta)+b)/(2*a)
if x1*x2==N:
return [x1,x2,k,d]

N=46065781388428960989637205658554417248531811702624626389974432923749270182062721955600778820059011913617389598
9001382151536006853823326382892363143604314518686388786002989248800814861248595075326277099645338694977097459168
530898776007293695728101976069423971696524237755227187061418202849911479124793990722597
e=35461110244130757205657218182792589919834535022875373093108939327546391654445662689424541509610783446577840953
2373187125318554614722599301791528916212839368121066035541008808261534500586023652767712271625785204280964688004
680328300124849680477105302519377370092578107827116821391826210972320377614967547827619

expansion=continued_fractions_expansion(e,N)
cons=convergents(expansion)

p,q,k,d=wiener_attack(cons,e,N)

2880579177126025948685690272902043868667035444129624714820786283606465784973534361820709816390178728736856976847
2521344635567334299356760080507454640207003

d
1599184697099321332207262690156074993268632576640340486402334181073531924906637091609064092621907936884551044403]
1400322229147771682961132420481897362843199

Rl Tps q WEkEeREEK (p-1)g-1)= §

24 7Tn e. copsgs $. kKm




import binascii
import sys
sys.setrecursionlimit(1000000)
def ByteToHex(bins):
return ''.join(["%02X" x for x in bins]).strip()
def n2s(num):
t hex(num)[2:-1] # python
if len(t) 2 1:
t 'Q'
#print(t)
return(binascii.a2b_hex(t).decode('latinl'))
egcd(a, b):
if a 0:
return (b, 0, 1)
else:
g, YV, X egcd(b a, a)
return (g, X (b ED) Yy, Y)
modinv(a, m):
g, X, ¥y egcd(a, m)
if g 1:
print('modular inverse does not exist')
return 'null’
else:
return Xx m
C 382309913162293996518235675906923010600446204121917377646323846805462562284515182388429652213947118483378324
5944384444688946836215418821484073674465788585894381017767587199111146665315825719113960569991634730829499566453
0280816850482740530602254559123759121106338359220242637775919026933563326069449424391192
p 288057917712602594868569027290204386866703544412962471482078628360646578497353436182070981639017872873685697
68472521344635567334299356760080507454640207003
q 159918469709932133220726269015607499326863257664034048640233418107353192490663709160906409262190793688455104]
44031400322229147771682961132420481897362843199
e 354611102441307572056572181827925899198345350228753730931089393275463916544456626894245415096107834465778409
5323731871253185546147225993017915289162128393681210660355410088082615345005860236527677122716257852042809646880
04680328300124849680477105302519377370092578107827116821391826210972320377614967547827619
n=p=*dq
d modinv(e, (p 1) (q 1))
m pow(c, d, n)
print ‘'m \n', m

flag{Wien3r_4tt@ck_1s_3AsY}

AICANNEIER, WP, B TAARERFIRESE, YOOE A REMPPRIE! ! !
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