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Keyboard scan code:
fR RS AR -
1. Kalir g &3 14
2. pslist&E B #1E2
3. @it cmdscan[#)2] #&Ear & P s idk, SR
4. @idfilescanBEE XM H %, t#disk.zp:

5. 1 Fibinwalk -efir -3 B 44


https://blog.csdn.net/MOLLMY
https://blog.csdn.net/mollmy/category_9181414.html
https://blog.csdn.net/mollmy/category_2755467.html
https://blog.csdn.net/mollmy/category_7690480.html
https://so.csdn.net/so/search/s.do?q=CTF%25E5%2586%2585%25E5%25AD%2598%25E5%258F%2596%25E8%25AF%2581%25E9%25A2%2598&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/MOLLMY/article/details/100679762
https://blog.csdn.net/mollmy/category_9181414.html
https://blog.csdn.net/mollmy/category_2755467.html
https://blog.csdn.net/mollmy/category_7690480.html
https://download.csdn.net/download/mollmy/11706334

6. 2 #rusb.pcapng3C 4

ySINAP=E
P 7 BUE T B volatility F4# -
volatility -f <X ff 4> --profile=<Hi & X > <#f1f> [#1f = #]
1§ Flimageinfoid 4 k55 W dump S 4 K profilef: WinXPSP2x86
root@kali:~/quzhert volatility -f mem.vmem imageinfo
grep AR R € M F 478, bgrep AR R IE A K XA hexdump
volatility —info - F & & volatility 2 & % i i profile fl i 2415 B
Volatility -f file.raw imageinfo ~ #I7 4 #7484 /5 8, 5kdbgscan, {U&&windowsH 74
WA
Volatility -f file.raw —profile=WinXPSP2x86 notepad &% 4 i &~ finotepad XX 4

Volatility -f file.raw —profile=WinXPSP2x86 pslist 5| HiZ47 e, WREXFTER—58xR T H B8,
WRHZBECEERT

Hivelist %1t F7E N7 KIEM R
Filescan #3## A7 i SC
Dumpfiles ¥ HFFHHELEXHSH

Volatility -f file.raw —profile=WinXPSP2x86 Memdump -p ##2% -D ./ (R EF) BEANHBELER
H /AR $E pid dump i #8 € HEF2

Foremost 2888.dmp 4 #rdumpth i P8 77 3044
Svescan Hitiwindows ) i 55

Connscan & M4 &E

Cmdscan & 17 EHIERAE

BUUE 5 ¥ 2 W
RFC 3227426t TSR BB IR IV 2 0%,  toan, WSO iR+ 7T LA R 58 VA 28 1 RO

AR ARABENBF (Volatility Order) , B4 83, HENRBAE LIRS HROEE. 5REHHERR
RN TR E R EE, FIanER B TIRAERAMAFEM I, . BN R IUR S A8 5E HIESE
iR LS Ep

(1) &FF

(2) BHR, HER, AF
(3) I RGE

(4) B



(5) mEAE, WIEHE

(6) MEMSEE, MHH

(7) @k (CD, DVD)
Keyboard scan code:
USB_lInterrupt in X/~ iZUSB&R & A8 EL[701] , #2258 %098 A7 T Leftover Capture Datais;
SRS BOE A T A R

Byte 0 BB, SHIFT, ALT, CTRLZ

Byte 1 RE AL

Byte 2-7 LETHR TR, &2, IFAEE (—MEREBHMIRE: pressed or not pressed)

R B 72
1. Kali @ = SC 48
R B A 40 N AEBGE, ) volatility T B4 47 ## I B vmemsC 4

AW B REBEL, HRIERSA
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arred
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File Edit View Search Terminal Help

2. pslist&r & i &



BT

wscntfy.exe, Windows&Zix#@i#fE, HIRETENNZERE, BEH IS, WEHPRE. B3E
=AREER, WRARERFIREALE, REAMSERSEHTEERT . ZMHELITRSBIRTRN
BRI b2

ctfmon.exe, Microsoft Office;= B K —#H 4, BB RBNER—NATHATEF. BT LEER P XFE
WMNERF, MK Office XPiE S %. XARABNREGRER, HRNMELXILE, THRESHEATHHHE. A
Ak, ctfmon.exem] BE# B G bR T N R B IE T

wordpad.exe, £ #Microsoft Windows B # it 2 F 43 T A,
Conime.exe, #MAVE4EE

Cmd.exe, windows&Z S 1T1EF

MR HEARF R AT CAHEWT 2450 P AT BE EAERE A B P RN A AT 17, W AT A F

EE#HEwordpad, RFNAmMpCHF

Hhexeditor& & F tH Kdmp3cf:, k&K flag, XJUAN#ERE S BEHF RS

invalid flags (%08x) specified to RtlICreateHeap,

T A&

3. i@ idcmdscan[7 2] RIS HEEF, GRUOT



H tility -f data.vmem --profil
olatilit ion Volatility Framework 2.6
LR L .. A o e e e o
ommandProces -
andHistory: B Appli tion: cmd. Flags: Allocated, Reset

andCount
d:

tmd #0 hill matrix 3,2,2,9,7,7,6,4,9

FHBEER: hill_matrix, RiZ& 2 7T hill cipher
EidemdlineBEEwA1TH BN S 3

e

RITREER S FARAEF L T — A3 disk.zip

4. @it filescan&EF X HF, K#&disk.zip:
Filescan¥ B KILE B flagsc ik, A< ER.wavil & B H4F ARER
&5 fEdisk.zipH F3&

Dump i @44 S04 Bk . wavAl 2 B & Bl disk.zip

¥ dumpH i S 2 4y 44 S BR.wav Fdisk.zip



ents# unzip di

(Archive:
inflatin

ZBFE, wav P EEFHBEE
disk.Zipfi# [k J5 15 3| — M54 S Edisk.img, & & 'EMimageinfo, TH#

Filefr 4 &K ILRlinuX T Bext2 3 R % :

3c01-4149

ump# binwalk -e disk.zip
DESCRIPTION
Zip archive data, at least v2.8 to extrac

End of Zip ard{hive, footer length:

2d# file @.zip
e.zip: Z
d# file disk.img
=63f426ba-3c01-4149-8b3e-639f
nzip @

z.pﬁﬁmmfagﬁmd.sk imgtBR, FRLLETLL
isk.img H—FIRALX 3T

inflating: fro

from ©.

from @.zip c.img: Linux
- |.'|'1.'- 1'_

DECIMAL HEXADECIMAL DESCRIPTION

ush.pcapné

£33 B kbinwalk $2ELE| LA B30, KIL—Ausb.pcapng3X 4 (usbiii & 447D



6. 4 #rusb.pcapng #

(BRRH KA EUSB & pacpX i, HERANEEAMERRBRBERER? (WHET Tusb) , FrRliER
BB — R

Tshark -r %, EEEE AK:

oot# tshark -r usb,pcapng

USB_Interrupt in £/~ iZUSBi & A8 EL[ 73] , 32 248 51 338 A7 T Leftover Capture Datai®, Ftshark -T
fields -e usb.capdata & % & £ ¥ 35

linuxdr4J5 0 ” > file.path.name” & LA 14 72 A S04

HR#Ekeyboard scan code® (&%

https://www.shsu.edu/csc_tjm/fall2000/cs272/scan_codes.html) 5 HIARENZ .

2019/9/9
@author: sunmx
USBH B 417
keyboard scan code# N4 F
¥
SHMusbRERE

import sys
import os


https://www.shsu.edu/csc_tjm/fall2000/cs272/scan_codes.html

usb_codes = {
0x04:"aA", Ox05:"bB", Ox06:"cC", 0x07:"dD", Ox08:"eE", Ox09:"fF",
Ox0A:"gG", OxOB:"hH", @Ox0C:"iI", @xeD:"jl", OxOE:"kK", OxeF:"1L",
0x10:"mM", ©x11:"nN", Ox12:"o0", ©Ox13:"pP", ©x14:"gQ", ©x15:"rR",
0x16:"sS", Ox17:"tT", Ox18:"uU", Ox19:"vV", Ox1A:"wW", Ox1B:"xX",
Ox1C:"yY", Ox1D:"zzZ", Ox1E:"1!", Ox1F:"2@", ©0x20:"3#", ox21:"4%$",
0x22:"5%", Ox23:"6"", Ox24:"7&", Ox25:"8*", Ox26:"9(", Ox27:"0)",

ox2C:" ", ox2D:"-_", Ox2E:"=+", Ox2F:"[{", Ox30:"]}", ©Ox32:"#~",
Ox33:";:", Ox34:""\"", Ox36:",<", Ox37:".>", ox4f:">", Ox50:"<"
}
def code2chr(filepath):
lines = []
pos = ©

for x in open(filepath,"r").readlines():

code = int(x[6:8],16) # BEIEE=AF¥
if code == @:

continue
# newline or down arrow - move down
if code == 0x51 or code == 0x28:

pos += 1

continue
# up arrow - move up
if code == Ox52:

pos -= 1

continue

# select the character based on the Shift key
while len(lines) <= pos:
lines.append("")
if code in range(4,81):
if int(x[0:2],16) == 2:
lines[pos] += usb_codes[code][1]
else:
lines[pos] += usb_codes[code][0@]

for x in lines:
print(x)

if __name__ == "__main__":
# check argv
if len(sys.argv) != 2:
print("Usage:\n\tpython keyboardScanCode.py datafile.txt\nhow to get datafile:\t tshark -r file.usb
exit(1)
else:
filepath = sys.argv[1]
code2chr(filepath)

FELR MR -



MILL CIFHEK
Cryptography : Poly-Alphabetic Cipher - Hill Cipher

Sponsored ads
Search for a tool

Hill Decoder
# SEARCH A TOOL ON DCODE BY KEYWORDS: # HILL CIFHERTEXT
e.g. type scrabble &0 T VST wop
Re 5 8 8 & =
LHBDSLUDRIDT
Hill Cipher - dCode
TRY AUTOMATICALLY VALUES « 10 FOR A 22 MATRIX {AMD CLASSIC ALPI
Trils) : Poly-Alphabetic Cipher ® 1 KNOW THE XN MATRIX VALUES
Share 3 2 2
+] f [W]&]= -
6 4
dCode and you ey oo
4
5 %|LHBDSLUDRIDT

§4/85 B Hflag
AR5 AE, RREE
RAKS AN, NS ERER

[#h1]https://bitvijays.github.io/LF C-Forensics.htmi#usb-keyboard

[#h2]The cmdscan plugin searches the memory of csrss.exe on XP/2003/Vista/2008 and conhost.exe on
Windows 7 for commands that attackers entered through a console shell (cmd.exe). This is one of the most
powerful commands you can use to gain visibility into an attackers actions on a victim system, whether they

opened cmd.exe through an RDP session or proxied input/output to a command shell from a networked
backdoor.

[#)3]https://bitvijays.github.io/LF C-Forensics.htmi#usb-keyboard


https://bitvijays.github.io/LFC-Forensics.html#usb-keyboard
https://bitvijays.github.io/LFC-Forensics.html#usb-keyboard

	CTF 内存取证 USB流量分析
	护网杯2019预选赛第二题
	Baby_forensic
	知识点：
	内存取证工具volatility 的使用：
	取证方法建议
	Keyboard scan code：

	解题过程：
	1. Kali中解压文件
	2. pslist查看进程
	3. 通过cmdscan[孙2] 提取命令历史记录，结果如下
	4. 通过filescan查看文件目录，检查disk.zip:
	5. 使用binwalk -e命令提取文件
	6. 分析usb.pcapng文件



