CTF 2 Forensics HUF

AT EE— N F 2020-04-18 21:04:36 K i 2206 Wk 7
TR MISC W ERL: R4 SRR LA MERE YR 2s
JRSCHER:: https://www.bodkin.ren/index.php/archives/702/

R

17 RXE 0T
TR LR
X CEFIE T CTFHForensics (BUIE) REGRPETGRE T, B T CTFH & A L E i B 37 5 A4 B vg,

X ¥R (File Formats)
—+ 75 3§ ST Sk A B ASCIRS

A B SO S AT Y B AN SR BOR IR B S KR . S % Hex file and Regex Cheat Sheet flGary Kessler File
Signature Table

Filetype Start Start ASCII Translation


https://blog.csdn.net/vanarrow
https://blog.csdn.net/vanarrow/category_9921164.html
https://so.csdn.net/so/search/s.do?q=%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E7%25BB%258F%25E9%25AA%258C%25E5%2588%2586%25E4%25BA%25AB&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E5%25AE%2589%25E5%2585%25A8%25E6%25BC%258F%25E6%25B4%259E&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E5%258A%25A0%25E5%25AF%2586%25E8%25A7%25A3%25E5%25AF%2586&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E6%2595%25B0%25E6%258D%25AE%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
https://www.bodkin.ren/index.php/archives/702/
https://blog.csdn.net/vanarrow/category_9921164.html
https://bitvijays.github.io/LFC-Forensics.html
http://g33kinfo.com/info/archives/6261
https://digital-forensics.sans.org/media/hex_file_and_regex_cheat_sheet.pdf
https://www.garykessler.net/library/file_sigs.html

ani 52 49 46 46 RIFF

au 2E 73 6E 64 snd

bmp 42 4D F8 A9 BM
bmp 42 4D 62 25 BMp%
bmp 42 4D 76 03 BMv
cab 4D 53 43 46 MSCF

dil 4D 5A 90 00 MZ

Excel DO CF 11 EO

exe 4D 5A 50 00 MZP (inno)
exe 4D 5A 90 00 MZ

fiv46 4C 56 01 FLV

gif47 49 46 38 39 61 GIF89a
gif47 49 46 38 37 61 GIF87a
gz 1F 8B 08 08

ico 00 00 01 00

jpeg FF D8 FF E1

jpeg FF D8 FF EO JFIF
jpeg FF D8 FF FE JFIF
Linux bin 7F 45 4C 46 ELF
png 89 50 4E 47 PNG

msi DO CF 11 EO

mp3 49 44 33 2E ID3

mp3 49 44 33 03 ID3

OFT 4F 46 54 32 OFT2
PPTDO CF 11 EO

PDF 25 50 44 46 %PDF
rar 52 61 72 21 Rar!

sfw 43 57 53 06/08 cws
tar 1F 8B 08 00

tgz1F 9D 90 70

Word DO CF 11 EO

wmv 30 26 B2 75

Zip 50 4B 03 04 PK

SQLite3:

0000000: 5351 4c69 7465 2066 6f72 6d61 7420 3300 SQLite format 3.

0000010: 0400 0101 0040 2020 00O 0OOb 00O 0LGb ..@

0000020: 0000 000D 00O 00O VOO 0VV2 00O 004

o IE (Metadata)

TUHIERE CN: MRBIEIEIE (data aboutdata) , X &dE & fE B BIEKFREGEE . DRKREKSCHBE AR R THEE .
BREMTHEEFEAN. MIEE. GPSIE. 1(T%E. HX LM THECRERE. 1FE. tEMSMEE,

i B & ( Timestamps)
B [B) Bk 18 7 R X8 S (S A U7 I 428 1) MALC )t 8] F) 250978 =



o &M (Modification) : 430815kt
o UiiA (Access) : kst H iV in B
o flJ# (Creation) : HCFEksk H# 6 2R

P TR BR A S8 2

¢ Modified

e Accessed

e Created

e Date Changed (MFT)

e Filename Date Created (MFT)
e Filename Date Modified (MFT)
e Filename Date Accessed (MFT)
e INDX Entry Date Created

e INDX Entry Date Modified

e |INDX Entry Date Accessed

e INDX Entry Date Changed

Timeline Patterns

B BAAIE? | FKiltouchdr & BUCH BB 8] B 1 .
5 AR (Steganography)
Images

WRARIE T HREREAE B A P i flag, HEZERHE:



o file, exiftooldy & RHiE X EIERE R .
stringsr <, AR EAT CUEE BE 8 R KT 1T 8 R R A -

strings RainingBlood.mp3 | awk €‘length($0)>20° | sort -u

e binwalkdr 4, 7T CLEERSCH R E A BN BIEFFLE.

e hexdump -C, R/RMFIEIE, 25304 KhexEFAHMIASCIEG . WIRIRE 2] T 7280 PKFEH B BWE & E 46 5
WRRXRE, PRAUMER Tz xRS SRR ME R h 82 TR AR, JRAT A48 A strghide T A RAEE .

o stegsolveB R EEESR, REMANMLE. EF —MEERRSE, RINTUZARNRCBAFBENIE, FEREH
flag.

e stegosuite, —HEHIFFEMNREARTLR, EHJavakws, R LMREE 5 BI7E BRGSO 3 BB R .
steghide, —KRBEARTR, T, BEHEERBRAESFEEMEFF 4. BEXHFRER A, BEGH

ZEAE M (FTRERyoutube MU, MR FRATRERTERY) , #W B Rsteghide I H . AR, /REATLZXEATHIRAD
F5AHA.

i secret. txt R B text . jpgH:

steghide embed -cf test.jpg -ef secret.txt -p 123456

Mtext.jpgfftisecret.txt:

steghide extract -sf test.jpg -p 123456

e zsteg: FEPNGHIBMP ISR ST A il R ek 1 £ 488

e pngcheck: pngcheck®] LARHIEPNG, JNGHIMNGICH (528 GEd R & A #3267 CRCs [checksum]Ffi# & EHE 38 ) ;
BRI LEFE AR R EEEGR JLEA RREE R

o Mediaexiract: $HREURA B HARSMF ARG A (AVI, Ogg, Wave, PNG, ...) .
PR P FKAR AL B A SR R BN -

compare hint.png stegol@0.png -compose src diff.png

e Image Arithmetic: TATATCABEGINGE, W%, Fik, Bk, BE, BE5/53F, BEIVEEE, 2ERB/REIE, &M/
BiEdE, BAEH.

gmicHAT B F i 7 B R AR -

gmic a.png b.png -blend xor -o result.png

e JPEG: JstegomlKR#HE R (WA ) BRIREIJPEGEGF, ETJavahE., RREEE & IstegfMF5. FEK (AR
REMER) R R JIF SO B GRS A AR RS .

e JPEG: Jsteg: jstegW7EJPEG LR, X2 —MPERABRERMEAR. ELBEEHNE —NEHBBGHIRKE
AL (the least-significant bits) SREZILAT. AT BRI E0IE E K #ijpeg ST IR/ B RATE10-144NF T s B E 1
BAFH . what???

o BEBIKKIIPEGIPG, GIF, TIFF, BMP, PNGHRAWRE & Repair Corrupted JPEG/JPG, GIF, TIFF, BMP, PNG or RAW
Image

LSB &5

AR T AR, AT RS AL A


https://sno.phy.queensu.ca/~phil/exiftool/
http://www.caesum.com/handbook/Stegsolve.jar
https://stegosuite.org
http://steghide.sourceforge.net
https://github.com/zed-0xff/zsteg
http://www.libpng.org/pub/png/apps/pngcheck.html
https://github.com/panzi/mediaextract
http://homepages.inf.ed.ac.uk/rbf/HIPR2/arthops.htm
http://gmic.eu/
https://sourceforge.net/projects/jstego/
https://github.com/lukechampine/jsteg
https://online.officerecovery.com/pixrecovery/

10101100

1st digit is MSB and Last digit is LSB

BRRIEE AL (LSB) FEAREMME R AR KHIZAL

10101100 (base 2) == 172 (10)

BZZLSBMOZI:

10101101 (base 2) == 173 (10)

AT MBS LSBAL B T A2 SO R A B BB, BRI AT DAFE X R gel— e 4 dfE .
LSBE KRS
LSBRRERERIEA MM B ERE-MEEART L, HAHBHECRAETTRRIKL.

B& BB A —1RGBIEN (255,255,255) MR R, X/RGBHIRIEIEFI1E 2 :

BATAT AR ME R FIRCBIEIE _E A F H SR AL BUR A R AL RAE LS B -

111111160

BT 1bitB A R KB A ER AR, FERS G AR R ILX A

Color 1 Color 2

FFFFFE FFFFFF

fERSLSBRE S SmGIRHE &M, BT MR, KBUIERRMLSBHUEI LR, HBETFNLSBAEE, HRHEHMC
A B

YR ?

T#zbarimg:

apt-get install zbar-tools

BEE YRR

BE|—A #0101, I =419, {#HQR Code Generator#e .
Sound Files

1§ F Audacity$T 7 3C 4, s B, 2% Spectrum Analyzer,

o RrBLIEF UM L, NBTEE (THE) PIHBHEE U .

o TRERF/RETEIS. BT A E/REIEAMK T 1005524, FATAT DA KBS (effects menu, cutoff 100 Hz) , H1{&
BEHE.

e Golang mp3 Frame Parser

15


http://manpages.ubuntu.com/manpages/wily/man1/zbarimg.1.html
https://bahamas10.github.io/binary-to-qrcode/
https://academo.org/demos/spectrum-analyzer/
https://github.com/tcolgate/mp3

SRR R B0 T AR B -

BBV AR E 3 B0

11111110 11111110

01010110 00010101

PCAP

o Wireshark, 7Epcap3(f+F# B #x?
fEwireshark 48 ZHTTP Webii & H ittt 88 1) %5 3L

http.request.method == “POST” filter might help, based on concept that server is asking for LOGIN prompt and

user is POSTing his password in cleartext.

o DU FIRE ST B AR TE — S, VT (R

o W RipHuit DLW, MAMRMiZIHRMACHH, FHABEAREE., BHEFSEIHE AR Ripthht 835 25 HF K
MACHEHE. 5H—FER, WREMACHIER YR, Wiptht BT aER—RMEK . EXTXFEMEN, TiEarp” ((NERarpiER)
Fip.addr (X ERIFEL B BHbipHh bt KRR W aeLE .

o Hit, BIFHE FRATGE S HMENSE. (File —> Export Objects —> HTTP/DICOM/SMB/SMB2) &
http/DICOM/SMB/SMB25% % .

e SSLIRE? Hkeyd? ALK Ekey: Wireshark->Edit->Preferences->Protocols->SSL->RSA Key List, E#iin#wireshark
A AR IR E

B, NEEEREGTRIFTAIpHL:

-T fields|pdml|ps|psmiltext : Set the format of the output when viewing decoded packet data.

-e : Add a field to the list of fields to display if -T fields is selected.

-r : Read packet data from infile, can be any supported capture file format (including gzipped files).

-R: Cause the specified filter (which uses the syntax of read/displayfilters, rather than that of capture filters) to be applied

o Wireshark it B # 4 BENtp T 1 SR A FRRAWMLEE , FATAT LUSE A Dshelbk EAHTTPEA P2, X BA — A8 & BN T ik
BIX— A, L ERERG? 2 2

o MEPCAPXHEEHE HAMSCH, 7 LAZE A Hbinwalksiforemost k2 B 4.

- USB Forensics

— A ETFUSBREMPCAPX 4, TWRERUSB-Rir. B, FHEXENAE. EEREEE A RKERFUSBERE TMH 4K
% . {fFwiresharkit & $iE4

il 0.000000 host 1.12.0 USB 36 GET DESCRIPTOR Request DEVICE


https://github.com/naijim/blog/blob/master/writeups/asis-quals-ctf-2015_broken_heart_writeup.md

0.000306 1.12.0 host USB 46 GET DESCRIPTOR Response DEVICE

#EGET DESCRIPTORiZ [H &, FHidVendorflidProduct B, #R#IELEERANIT UIIEE RER. RIrEREFEMK
#o

DEVICE DESCRIPTOR

bLength: 18

bDescriptorType: 0x01 (DEVICE)

bcdUSB: ©x0200

bDeviceClass: Device (0x00)

bDeviceSubClass: ©

bDeviceProtocol: @ (Use class code info from Interface Descriptors)
bMaxPacketSize0: 8

idVendor: Razer USA, Ltd (0x1532)

idProduct: BlackWidow Ultimate 2013 (@x@11la)
bcdDevice: 0x0200

iManufacturer: 1

iProduct: 2

iSerialNumber: ©

bNumConfigurations: 1

USB-Keyboard

IR BREE KRR, TATT LU Einterrupt iniH 8.

51 8.808610 1.12.1 host USB 35 URB_INTERRUPT in
K2 the Leftover Capture Data field:

Frame 159: 35 bytes on wire (280 bits), 35 bytes captured (280 bits)
USB URB

[Source: 1.12.1]

[Destination: host]

USBPcap pseudoheader length: 27

IRP ID: Oxffffa5045d1653cO

IRP USBD_STATUS: USBD_STATUS_SUCCESS (©x00000000)

URB Function: URB_FUNCTION_BULK_OR_INTERRUPT_TRANSFER (@x0009)




IRP information: ©x01, Direction: PDO -> FDO

URB bus id: 1

Device address: 12

Endpoint: ©x81, Direction: IN

URB transfer type: URB_INTERRUPT (0x01)

Packet Data Length: 8

[bInterfaceClass: HID (0x03)]

Leftover Capture Data: ©000500000000000

TANE AtsharkcREUE H3E, fRFF Ausb.capdata.

tshark -r usb-keyboard-data.pcap -T fields -e usb.capdata
00:00:08:00:00:00:00:00

00:00:00:00:00:00:00:00

00:00:0e:00:00:00:00:00

00:00:00:00:00:00:00:00

00:00:16:00:00:00:00:00

B—HEHNFT.
Keyboard Report Format
e Byte 0: Keyboard modifier bits (SHIFT, ALT, CTRL etc)

e Byte 1: reserved

e Byte 2-7: Up to six keyboard usage indexes representing the keys that are currently “pressed”. Order is not important, a
key is either pressed (present in the buffer) or not pressed.
H#% K i% 02 00 0e 00 00 00 00 00, F/n[EEFH T T Left Shift + k, B KEK.

BRI RS M HUt_12v2.pdfH53 7

USB HID Keyboard Scan Codes

MightyPorkiR#EUSBIMTE1.114% 5 7 —MUSB HIDS 1T #IFS, 2% FEusb_hid_keys.h.
&% ERIBARRS A, #H#usb.capdataf$dE kR EE - A6 Hid k!

whoami 45 T —A Pythonfil 4 :

usb_codes = {
Ox04:“aA”, 0x05:“bB”, 0x06:“cC”, 0x07:“dD”, 0Ox08:“eE”, 0x09:“fF”,

OXOA: “gG”, OxOB:“hH”, OxOC:“iI”, Ox@D:“jI”, OxOE:“kK”, OxOF:“l1L”,

0x10:“mM”, Ox11:“nN”, Ox12:“00”, Ox13:“pP”, Ox14:“gQ”, Ox15:“rR”,



https://gist.github.com/MightyPork/6da26e382a7ad91b5496ee55fdc73db2

OXx16:“sS”, Ox17:“tT”, 0x18:“ulU”, 0x19:“vV”’, Ox1A:“wW”, Ox1B:“xX”,

Ox1C:“yY”, 0x1D:“zZ”, Ox1E:“1!”, Ox1F:“2@”, Ox20:“3#”, 0x21:“4%”,

OX22:“5%”, Ox23:°67”, Ox24:°78”, Ox25:“8*”, Ox26:°9(”, Ox27:°0)”,
Ox2D:”- ", Ox2E:"=+", Ox2F:"[{", Ox30:"]}", Ox32:"#~",

ox34:"°"", Ox36:",<", Ox37:".>", ox4f:">", 0x50:"<"

pos =0
for x in open(“data1.txt”,r").readlines():
code =int(x[6:8],16)

if code ==0:
continue

newline or down arrow - move down

if code == 0x51 or code == 0x28:
pos +=1
continue

up arrow - move up

if code == 0x52:
pos -=1
continue

select the character based on the Shift key

if int(x[0:2],16) == 2:
lines[pos] += usb_codes[code][4]
else:

lines[pos] += usb_codes[code][0]

for xinlines:

print x

USB-Mouse

WARBATHIRUSBRAT KT ELIE, WTUURIICREEER TSI RnBshn RIUAESNE, 58 dri =it
A=, AL SEFR b RARSIE T A 0 e R B U

B—ATHA —Hfaghnd, BARRIRERE. ORTRER, 11URER, 2GR, HRATFEERR.

byte 1:

overflow X overflow Y sign bit X sign bit Always 1 Middle Btn Right Btn
Left Btn

BEoATHRXKE, BRRRIREKTITRKB, MR,



movement

BUANFHRY BTN, ARBERRKNRA SPHIE.
RN LR X B HAE IR B — A SO, BATAT DO B2 SR B RAR 8 3h i He e

tshark -r challenge.pcapng usb.capdata and usb.device_addressi¥EaERet-at - TNV Mol [ols EY - 1P mouse_data.txt.

ix B A A% FIGNUplotsk 441, 2% Riverside

awk -F: 'function comp(v){if(v>127)v-=256;return v}{x+=comp(strtonum(“ex’$2));y+=comp(strtonum(“ox’$3))}$1"9Q
1"{print x,y}’ mouse_data.txt > click_coordinates.txt

GNUplot

gnuplot -e “plot ‘click _coordinates.txt’“

R BASEENE AR L, BATTLMEA

awk 'BEGIN{split(” zxcvbnm asdfghjkl qwertyuiop”,key,//)}{r=int(($2-20)/-100);c=int((

117+ (. file disk*

$1s-h
512K diskO
12 disk1
512K disk2

$ cat disk1
crashed (1)

MR ULEHdiskI TR T . (HEHER TXEMFEHTRAD. RADRFMEBEINHLERA, @it FalHmp AN L
RIBEAN AR A . A1 B pythonsk F Bidisk0Adisk2k 3K B disk1 :

pwn import *

open(“diske”, “rb”) as f1:

open(“disk2”, “rb”) as f2:

open(“disk1”, “wb”) as f3:
fl.read()

f2.read()

f3.write(xor(x,y))

B AT LA A xor-files 3 AN BRE AN ST 7 B

BE, ATHITEAINASHE, RATLAHESBERKI DM £ THRENS, THT -SFATI2EH)E, RINE&


https://github.com/ctfs/write-ups-2015/tree/master/boston-key-party-2015/school-bus/riverside
https://github.com/scangeo/xor-files

WA ERKRIR (BP) A THTHARMEA L, F®BENE:

512 # block size

with open(“disk0”, “rb”) as f1:

“disk1”, “rb”) as f2:

“disk2”, “rb”) as f3:

with open(“disk_out”, “wb”) as f_out:

X=2

for _in xrange(n):

blocks = (f1.read(k), f2.read(k), f3.read(k))
data_blocks = [b for i, b in enumerate(blocks) if i != x]
x=(x-1)%3

f_out.write("".join(data_blocks))

with open
with open

(
(
(
(

BL7E T T LA T A AR KA P 2
¥ X, (Formats)

Boarding Pass Format

Wl3H% K KIZHURE from What's contained in a boarding pass barcode?

M1EWING/SHAUN E1AAAAA SYDBNEQF 0524 106Y023A0073 359>2180

QF 1245678 128

BHEXEHE LA RZER, BEWNT:

e M1 : Format code ‘M and 1 leg on the boarding pass.

e EWING/SHAUN : My name.

e E1AAAAA : Electronic ticket indicator and my booking reference.

e SYDBNEQF : Flying from SYD (Sydney) to BNE (Brisbane) on QF (Qantas).
e 0524 : Flight number 524.

e 106 : The Julian date. In this case 106 is April 16.

e Y:Cabin— Economy in this case. Others including F (First) and J (Business).

e 23A: My seat.


https://shaun.net/notes/whats-contained-in-a-boarding-pass-barcode/

e 0073 : My sequence number. In this case | was the 73rd person to check-in.
e 3:My “passenger status”.

e 59 :There is a various size field. This is the size

e >:Beginning of the version number

e 2 :The version number.

e 18 : Field size of another variable field.

e (0 : My check-in source.

e B : Airline designator of boarding pass issuer.

e 2 : Another variable size field.

e 9: Airline code.

¢ 0 : International document verification. '0" as | presume is not applicable.
e QF : The airline my frequent flyer account is with.

e 1245678 : My frequent flyer number.

e 128 : Airline specific data.

Interesting Blog

e APT-Incident-Response
e Securityfest CTF - Coresec challenge writeup
e SHX7 - for300

Others

e Unicode

ZEYE, THRA =R ETT

Apktool: REUFIE K. apktoolth Al ¥rapk X145 # ~smalikg X

apktool d file.apk output-dir

d : decode to output-dir

Dex2jar: #E&javaftiy

o Krapk U fE & S izip
R Ezip, 15%F|classes.dex

{§ Fldex2jar classes.dex

i itjar xf classes_dex2jar.jar $#&Ejar3c 4
i Fjd-guiBEE [ 4 % )5 Xjava g

e ffFiDecompile Android £ iR%r. — BB, FATHA LT B GG R XCHHFEIHE.
IOSH, f#Fdpkg-debRH2HL:

dpkg-deb -x com.yourcompany.whyos 4.2.0-28debug_iphoneos-arm.deb app

e disk...img3ft, ff fforemosti2HL, BBEE ML, XHRE, BIELEN.
jarsC .


https://github.com/ctfs/write-ups-2015/tree/master/camp-ctf-2015/forensics/APT-incident-response-400
https://dubell.io/securityfest-ctf-coresec-challenge-writeup/
http://dann.com.br/shx7-for300-go_deeper/
http://www.utf8-chartable.de/unicode-utf8-table.pl?start=917376&number=1024

jar xf jar-file

X : extract files from the JAR archive.

f : JAR file from which files are to be extracted is specified on the command line, rather than through

stdin.

The jar-file argument is the filename (or path and filename) of the JAR file from which to extract files

o WMRRERMB M, MAEELMFAE FHIATH T LBk E B ER,
o EE/REFMAY, FFHTransator,
BARHMFRIN— &, SFH—SEL 7 fF:

1s -1b might be of help.

-b, --escape : print C-style escapes for nongraphic characters

FTFH =2 A - B0

o Excel3(#, MUEAMET, HHREHFHVBAZL.
GIF to JPG

convert animation.gif target.png

o X—HERMEFERTFHEIL...?
¥ H :https://www.bodkin.ren/index.php/archives/702/
YE# SewellDinG # 4


https://morsecode.scphillips.com/translator.html
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