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: 0000000V 400EES
: 000000V 400EES
: 000000V 400EEE
: 000000V 400EFO
: 00000004 00EF2

mov esi, offset aBorderRelation

call strings not_equal

test eax, eax
jz short loc_400EF7
call explode_bomb

key: Border relations with Canada have never been better.

phase 2
TR NG E

.text:000000000040145C
.text :000000000040145C

.text :0000000000401480
.text :0000000000401485
.text :000000000040148A

NI N EF AR R, i B input. #2T RrbxtAAT input[1]

.text :0000000000400F 30
.text :0000000000400F 30
.text :0000000000400F 30
.text :0000000000400F 35
.text :0000000000400F 3A

input[i] 5 input[i-1]

0000000000400F17
0000000000400F17
000000000400F17
000000000V400F 1A
0000000000400F1C
00000000 V400F1E
0000000000400F 20
000000000V400F 25
000000000400F 25
00000000V400F 25
00000000V400F 25
0000000V400F29
0000000000400F2C
0000000 RA400F 2E

key:124816 32

phase 3

HNFAE num1, num?2

.text:0000000000400F51
.text :0000000000400F56
.text:0000000000400F5B

BH—NEENSIIBEL R, AR numlc=7 , 2 J5BkEE S §pt_400F75[numl] , &Fcase#fH

public read_six_numbers

read_six_numbers proc near
mov esi, offset aDDDDDD

mov eax, ©

call isoc99 sscanf

loc_400F30

lea rbx, [rsp+38h+var_34]
lea rbp, [rsp+38h+var_20]

jmp short loopCompare

[rbx], eax
short loc_400F25
explode_bomb

loc_400F25

add rbx, 4

cmp rbx, rbp

jnz short loopCompare
jmp short loc_400F3C

mov esi, (offset aDDDDDD+0Ch)

mov eax, ©

call isoc99 sscanf

bl

’

"Border relations with Canada have never"...

ropfE 1A input[6] C(FHRZHRAEI) -

phase_2+191]j
rbx = pNum input[1]

rbp input[6] pEnd

phase_2+3E!j
eax (--pNum)

, €eax 2

if *pNum 2*¥eax  continue

len(input) break
(--pNum)

AN, 5 num2AH S D



.text :0000000000400F6A loc_400F6A
.text :0000000000400F6A cmp [rsp+18h+var_10], 7 ; switch 8 cases
.text :0000000000400F6F ja short def_400F75 ; jumptable ©000OOOOOOAOOF75 default case

.text :0000000000400F71 mov eax, [rsp+18h+var_10]
.text :0000000000400F75 jmp ds:jpt_400F75[rax*8] ; switch jump

Hotn R IX S numi==0 [ficase:

.text :0000000000400F7C loc_400F7C

.text :0000000000400F7C ; DATA XREF: .rodata:jpt_400F75l0
.text :0000000000400F7C mov eax, OCFh ; jumptable ©0000000OO40OF75 case ©
.text :0000000000400F81 jmp short loc_400FBE

Bl N e 207 (Oxcf==207) Bin], H'e74casethn L, FTLAN % eH 8% ¥1F Mag.
phase 4

IBFEHT AP EINUMT num2, 23R numl <= oxe

000000000040101A esi, (offset aDDDDDD+0Ch)

000000000040101F eax, 0

0000000000401024 ___1s0c99_sscanf

0000000000401029 eax, 2

000000000040102C short loc_401035

000000000040102E [rsp+18h+var_10], @Eh 5 num 1 oxe
0000000000401033 short loc_40103A

0000000000401035

0000000000401035 explode_bomb

SR JE 1A FH—~func4(Oxe, 0, num1), ZL=RIR A0, Ff H.num2t 75 2 40:

000000000V40103A mov edx, OEh

000000000040103F mov esi, @

0000000000401044 mov edi, [rsp+18h+var_10] ; edi = numl
0000000000401048 call func4

000000000040104D test eax, eax

000000000040104F jnz short loc_401058 5 1f func4() 0 bomb
0000000000401051 cmp [rsp+18h+var_C], © ;5 if num2!=0 bomb
0000000000401056 jz short loc_40105D

I3MT— T funcA R #, X e — i I R



0000000000 400FCE public func4d

0000000000400FCE ; func4+30ip
000000000400FCE ; _ unwind {

000000000 400FCE sub rsp,

0000000000400FD2 mov eax, ; eax edx(init Oxe)
0000000000400FD4 sub eax, i ; eax edx(init Oxe) esi(init 9)
0000000000400FD6 mov ecx,

0000000000400FD8 shr ecx, ; ecx eax 1F
0000000000400FD8 ; highest bit
0000000000400FDB add eax, ; eax ecx
00000V0VV400FDD sar eax, ; eax eax
0000000000400FDD ; highest bit

00000000004 00FDF lea ecx, [rax+rsi] ; ecx rax+rsi
0000VOVLRVL4OOFE2 cmp ecx, edi ; if ecx numl
0000000VVV400FE4 jle short loc_400FF2

0000000004 00FE6 lea edx, [rcx-1] ; func(rcx-1, esi)
00000V 4LOOFES call func4d

00000VVVVVV40OFEE add eax, eax

0000000V 400FFO jmp short ret_func4

000000V 40OFF2 ;

000000VVVPR40OFF2 loc_400FF2

000000VV40OFF2 mov eax, 0 ; else {
000000VVVR40OFF7 cmp ecx, edi 5 if ecx numl {
000000VVVV40OFF9 jge short ret_func4 ; ret func4(edx, rcx+1)
0000VVVR4O0FF9 : return 2*ret 1
00000V 40OFFB lea esi, [rcx+1]

000000VVVV40OFFE call func4

0000000000401003 lea eax, [rax+rax+1] ; else { return eax}
0000000000401003

0000000000401007

0000000000401007 ret_func4d ; CODE XREF: func4+221j
0000000000401007 ; func4d+2B1j
0000000000401007 add rsp, 8

00000000VV40100B retn

000000000040100B ; }

000000000040100B func4 endp

H it i :




int func4(int nEdx, int nEsi, int nEdi)
{

int nRet 0;

int nEcx 0;

nRet nEdx nEsi;

nRet nRet Ox1F;

nRet nRet alg

nEcx nRet nEsi;

if (nEcx nEdi)
{

nEdx nEcx 1;
nRet func4(nEdx, nEsi, nEdi);
nRet nRet;

}

else if (nEcx nEdi)

{
nRet 2 func4(nEdx, nEsi, nEdi) 1;

}

return nRet;

int main()

{
int nNuml 0;
int ret func4(0xe, 0, nNuml);

return 0;

}

PWik—F, $ATRifnEcx/ 27, Arblkeyy 7 o

phase 5

WN—BL T, TORKEAE

.text:000000000040107A call string_length
.text:000000000040107F cmp eax, 6

.text :0000000000401082 jz short loc_4010D2
.text:0000000000401084 call explode_bomb

.text:00000000004010D2 eax, ©
.text:00000000004010D7 short loc_40108B

SRIFARIE AN TAF R, WU N5 — DT AT .




000000000040108B loc_40108B ; CODE XREF: phase 5+4Alj
000000000040108B ; phase_5+75!j
000000000040108B ecx, byte ptr [rbx+rax] ; rbx=input
000000000040108B ; rax i
000000000040108F byte ptr [rsp+28h+var_ 28], cl

0000000000401092 rdx, [rsp+28h+var_28]

0000000000401096 edx, OFh ; edx = OxOF input[i]
0000000000401099 edx, byte ptr [rdx+4024Boh] ; string table
00000000004010A0 [rsp+rax+28h+var_18], dl

00000000004010A4 rax, 1

00000000004010A8 rax, 6

00000000004010AC short loc_40108B ; rbx=input
000000000401 0AC ; rax i
0000OOOOOO4010AE [rsp+28h+var 127, @

00000000004010B3 esi, offset aFlyers

00000000004010B8 rdi, [rsp+28h+var_18]

00000000004010BD strings_not_equal

00000000004010C2 eax, eax

00000000004010C4 j short loc_4010D9

00000000004010C6 explode_bomb

WU E B, BN ER AN, EN0x4024BOA =R R (W) Hifmfe. tbfA/hSa (0x61) , (mFEui2 oxel
& oxof == oxe1 , WL ~N4024B14LAI0%61.

00000000004024B0 6D 61 64 75 69 65 72 73 6E 66 6F 74 76 62 maduiersnfotvbyl
00000000004024C0 53 6F 20 79 6F 75 20 74 68 69 6E 6B 20 79 So you think you
00000000004024D0 20 63 61 6E 20 73 74 6F 70 20 74 68 65 20 can stop the bo
00000000004024E0 6D 62 20 77 69 74 68 20 63 74 72 6C 2D 63 mb with ctrl-c,
00000000004024F0 64 6F 20 79 6F 75 3F @@ 43 75 72 73 65 73 do you?.Curses,
0000000000402500 79 6F 75 27 76 65 20 66 6F 75 6E 64 20 74 you've found the
0000000000402510 20 73 65 63 72 65 74 20 70 68 61 73 65 21 secret phase
0000000000402520 42 75 74 20 66 69 6E 64 69 6E 67 20 69 74 But finding it a
0000000000402530 6E 64 20 73 6F 6C 76 69 6E 67 20 69 74 20 nd solving it ar

maduiersnfotvbylSo you think you can stop the bomb with ctrl you?.Curses, you've found the secret phase
But finding it and solving it ar

FATH) H bR g2 2 flyersi JLAS T BHE LR 777 8 P A2, ) LA pythonsi i -

for c in str2search:
nIndex = strtab.find(c)
print( (nIndex + 0x60), end
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:0000000000401106
:000000000040110B
:000000000040110E
:0000000000401114
:0000000000401114
:0000000000401114

:0000000000401114
:0000000000401117
:000000000040111B
:000000000040111E
:0000000000401121
:0000000000401123
:0000000000401128
:0000000000401128
:0000000000401128
10000000000401128
1000000000040112C
:0000000000401130
:0000000000401132
:0000000000401135
:0000000000401135
:0000000000401135

:0000000000401138
:000000000040113B

:000000000040113E
:0000000000401140
:0000000000401145
10000000000401145
:0000000000401145
:0000000000401145
:0000000000401148
:000000000040114B

:000000000040114D
:000000000040114D
:0000000000401151

WM ETHE, o,

:0000000000401153
:0000000000401153
:0000000000401158
:000000000040115B
:0000000000401160
:0000000000401160
:0000000000401160
:0000000000401160

:0000000000401162
:0000000000401164
:0000000000401166
:000000000040116A
:000000000040116D
:000000000040116F
:0000000000401174

call

mov

mov

read_six_numbers
ril4, rsp
ri2d, ©

big loop loc 401114:

rbp, ri3

[r13+0]

eax, 1

eax,

eax, 5
short loc_401128
explode_bomb

loc_401128:

add
cmp

jz

ri2d, 1
rl2d, 6
short loc_401153

ebx, ril2d

small loop_loc_401135:

movsxd

rax, ebx

eax, [rsp+rax*4+78h+arrInputNum]

[rbp+0], eax

short loc_401145
explode_bomb

loc_401145:

add
cmp
jle

ebx, 1
ebx, 5
short small loop_ loc_401135

ri3, 4

short big loop loc_401114

W1, 2, 3, 4, 5, 6, WIEL N6,

loc_401153:

lea
mov
mov

rsi, [rsp+78h+var_60]
rl4

ecx, 7

rax,

reduced_by 7:

mov

edx,

edx, [rax]
[rax], edx
rax, 4
rax, rsi

short reduced by 7
esi, ©

short loc_401197

rl4 =
ri2d --> i

&(input_nums[6])

CODE XREF: phase 6+5D{j

r1l3 = &(input_nums[i])

if inputnum[i] > 5

bomb

CODE XREF: phase_6+2D1j

if rl2d ==
ebx --> j

break big loop

CODE XREF: phase_6+571j

loop ebx = 1-->5

if input_num[i] ==

if (++ebx > 5) break;

inputnum[j]

CODE XREF: phase 6+4At]j

if (++ebx > 5) break;

loop ebx =

ebx == 6
ri3

out loop

5 4, 3, 2, 1:

rsi =

rl4 = &inputnum[]

= &inputnum[1]

; CODE XREF: phase_6+3Ctj
inputnum[] end

CODE XREF: phase_6+791]

for i ©0-5

inputnum_1[1i]

inputnum[i]

BN AR TS

bomb // HAE

7 - inputnum




PIHIRTAT R 2%«

:0000000000401197
:0000000000401197
:000000000040119A
:000000000040119D
:000000000040119F
:00000000004011A4
:00000000004011A9

EEMEN2 R Enodel, fEIDARIFF

000000000V6032D0O
00000V V6V32EL
00000V 6V32F0
0000000000603300
0000000000603310
0000000000603320

HIREOE—T, BERE-DEEER (WREAnodeff 5,

hex view:

loc_401197:

mov
cmp

jle

ecx,
ecx, 1

short getTheFirstNode

eax, 1

edx, offset nodel

short getLinklistNodeAtRsi

[rsp+rsi+78h+arrInputNum]

; CODE XREF: phase_6+8017

; ecx = inputnum_1[i]

if inputnum_1[0] <= 1

y €ax =

; edx

00000000006032D0
0000000000603 2E0
0000000000603 2F0
0000000000603300
0000000000603310
0000000000603320

000000010000014C
00000002000000A8
000000030000039C
00000004000002B3
00000005000001DD
00000006000001BB

00000000603 2E0
00000000603 2F0
0000000000603300
0000000000603310
0000000000603320
0000000000000000

pHead

rdx rdx->next

HAfBLES], —HA6 1

PR R A E VAL A G S R

PN BRI A 2 15 T o R IAER AN 4
6, 5, 4, 3, 2, 1EERTT RUAGHUIEAF 21 Jo B A ZH 1L .

L6, 5, 4,

3, 2, 1, A T HFZESKIEES

:0000000000401176 getlLinklistNodeAtRsi:
:0000000000401176

:0000000000401176 mov
:000000000040117A add

; CODE XREF: phase_6+8Blj
phase_6+B5!j
rdx = rdx->next

rdx, [rdx+8]

eax, 1 if (++eax == ecx) break ecx==7 0x00000000004
:000000000040117D
:000000000040117F
:0000000000401181
:0000000000401183 ;
:0000000000401183
:0000000000401183 getTheFirstNode:
:0000000000401183 mov
:0000000000401188
:0000000000401188 loc_401188: g
:0000000000401188 mov
:000000000040118D add
:0000000000401191 cmp
:0000000000401195 jz

eax,
short getlLinklistNodeAtRsi
short loc_401188

ecx
rdx = rdx->next

; word_array[ i * 2] = pEnd

CODE XREF: phase_6+A91]j
edx, offset nodel ; edx = pHead
CODE XREF: phase_6+8D1]j

[rsp+rsi*2+78h+arrLinkListNodes], rdx ; word_array[ i * 2] = pEnd
rsi, 4
rsi, 18h

short loc_4011AB if (++1 == 6) break;




Je IR

©00O7FFC522B9E30
©OOO7FFC522B9E34
©00O7FFC522B9E38
©00O7FFC522B9E3C
©00O7FFC522B9E40
©0RO7FFC522B9E44
©00O7FFC522B9E48
©0RO7FFC522B9E4C
©0RO7FFC522B9ES0
©ORO7FFC522B9E54
©00O7FFC522B9ES8

i) CarrLinkListNodes) :

00603320
00000000
00603310
00000000
00603300
00000000
©06032F0
00000000
©06032E0Q
00000000
006032D0

ZKZEPR 401 1abib )24, X ORGSR A, SR Rifnext, U HEIIBER

:00000000004011AB
:00000000004011AB
:00000000004011B0O
:00000000004011B5
:00000000004011BA
:00000000004011BD
:00000000004011BD
:00000000004011BD
:00000000004011CO
:00000000004011C4
:00000000004011C8
:00000000004011CB
:00000000004011CD
:00000000004011D0
:00000000004011D2
:00000000004011D2
:00000000004011D2
:00000000004011D2

loc_4011AB:

mov rbx, [rsp+78h+arrLinkListNodes]
[rsp+78h+var_50]
[rsp+78h+var_28]

rbx ; =

arrLinkListNodes[9]
&arrLinkListNodes[1]
arrLinkListNodes[6]

lea rax, pNode = rax=ppNode

lea rsi, rsi = NULL

mov rcx, arrLinkListNodes[©@]

relinklList_by_arrLinkListNodes:

mov rdx, [rax] edx = arrLinkListNodes[1] = *ppNode

mov
add
cmp

[rcx+8], rdx arrLinkListNodes[@]->next
rax, 8
rax, rsi it [T 5 Ee
short loc_4011D2

rdx 5

if (++ppNode == NULL) break;

rcx, rcx = pNode

short relinkList_by arrLinkListNodes ; edx = *pNode

loc_4011D2:
gword ptr [rdx+8],

mov ; pNode->next = NULL fJg /T Ainext & %

JEiB 26, 5, 4, 3, 2, 1, FrLMEERMHYIER T, JF Hnodel.next B ANULL.

TG S ) ) Ve i
MR YE

.text:
.text:
.text:
.text:

00000000004011DF
00000000004011DF
00000000004011DF
000000000V4011E3
.text:00000000004011E5
.text:00000000004011E7

:00000000004011E9

BREVERZ . 4011DFIX B 24 8 EE HES 1 4F T, HIBTEATEIN2 8 R 2 5 AR EI N HES,

loc_4011DF:
mov

CODE XREF: phase_6+1011j
arrLinkListNodes[9]
rbx->next

rax, [rbx+8] rbx =
rax =
mov eax, [rax]
[rbx],

short loc_4011EE

explode_bomb

cmp bomb

jge
call

if (rbx->n2 < rbx->next->n2)

arrLinkListNodes[1]

T

I EE — T A & AR -

©0000000006032D0
00000000603 2E0
©00000000V6032F0
©000000000603300
©000000000603310
©000000000603320

000000010000014C
00000002000000A8
000000030000039C
00000004000002B3
00000005000001DD
00000006000001BB

000000 RV6032E0
000000 V6032F0
0000000000603300
0000000000603310
0000000000603320
0000000000000

ANk %k A14c, a8, 39¢, 2b3, 1dd, 1bb, 5 A HIAHEF—




dict val(item):

return item[0]

{k : v for k, v in (dictNodes.items(), key=dict val, reverse=True)}

)

for k, v in dictNewNodes.items():

print( (7-v), end

key:432165
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