CSAPP--BombLab

maihc1 ¥ 2021-08-23 18:38:17 KAii " 416 YA 1

OB s ASONTEE R G, 405 CC 4.0 BY-SA RPN, He 8 B b J S0 AV BE AN AR 7 0
AU https:/blog.csdn.net/MAIHCBOY/article/details/119861845

FRAL

BombLab
—. Lab/+4

Bk
fEiX B 545 i BombLab ) MHiik:  hitp://csapp.cs.cmu.edu/3e/labs.html
HENE M 5 BV RT 7 | BombLab 1) /44 -

RECENT ARTICLES FROM THE CS:APP
BLOG

Home Lab Assignments

ek Aswde.s This page contains a complete set of turnkey labs for the CS:APP3e text. The labs all share some
Student Site common features. Each lab is distributed in a self-contained tar file. You will need a CS:APP
Instructor Site account to download the code. To untar foo. tar, type "tar avi foo.tar" to the Unix shell. This will

TOC and Preface create a directory called "foo" that contains all of the material for the lab.

Adoptions Handout directories for each lab (without solutions) are available to students who are using the

Errata book for self-study and who want to work on the labs. Solutions are provided only to instructors.

Papers « Data Lab [Updated 12/16/19] (README, Writeup, Release Notes, Self-Study Handout) Hew

Curriculum
Students implement simple logical, two's complement, and floating point functions,

Courses but using a highly restricted subset of C. For example, they might be asked to
compute the absolute value of a number using only bit-level operations and
straightline code. This lab helps students understand the bit-level representations
of C data types and the bit-level behavior of the operations on data.

+ Bomb Lab [Updated 1/12/16] (README, Writeup, Release Notes, Self-Study Handout)

A "binary bomb" is a program provided to students as an object code file. When
run, it prompts the user to type in 6 different strings. If any of these is incorrect,
the bomb "explodes," printing an error message and logging the event on a grading
server. Students must "defuse” their own unique bomb by disassembling and
reverse engineering the program to determine what the 6 strings should be. The
lab teaches students to understand assembly language, and also forces them to
learn how to use a debugger. It's also great fun. A legendary lab among the CMU
undergrads.

Here's a Linux/x86-64 binary bomb that you can try out for yourself. The feature
that notifies the grading server has been disabled, so feel free to explode this bomb
with impunity. If you're an instructor with a CS:APP account, then you can
download the solution.
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A "binary bomb" is a program proyided to students as an object cpde file. When
run, it prompts the user to type i 6 different strings. If any of theke is incorrect,
the bomb "explodes,” printing ah error message and logging the event on a grading
server. Students must "defuseftheir own unigue bomb by disassem¥ling and
reverse engineering the proggam to determine what the 6 strings shduld be. The
lab teaches students to undgfstand assembly language, and also forcks them to
learn how to use a debugggf. It's also great fun. A legendary lab amorlg the CMU
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Here's a Linux/x86-64 binary bomb that you can try out for yourself. The feature
that notifies the grading server has been disabled, so feel free to explode this bomb
with impunity. If you're an instructor with a CS:APP account, then you can
download the solution.
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@ bomb.c 2015/6/10 2:41 c file 4 KB
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[root@iz2ze6l4mkubkwlgoh97edz bomb]# cat README
his is an x86-64 bomb for self-study students.

CMFan R

FILE *infile;

int main(int argc, char *argv[])

{

char *input;

if (argc 1) {
infile stdin;




else if (argc 2) {
if (!(infile = fopen(argv[1], 1)) A
printf( , argv[@], argv[1]);
exit(8);

initialize bomb();

printf(
printf(

input = read_line();
phase_1(input);
phase_defused();

printf(

input = read_line();
phase_2(input);
phase_defused();
printf(

input = read_line();
phase_3(input);
phase_defused();
printf(

input = read_line();
phase_4(input);
phase_defused();
printf(

input read line();

phase_5(input);

phase_defused();
printf(




input read_line();

phase_6(input);

phase_defused();

return 0;
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400edd: 90
400ede: 90
400edf: 90

0000000000400eed <phase 1=:
400eeb: 48 83 ec 08
4100eed : be 00 24 40
400ee9: ed 4a 04 00
400eee: 85 co
400ef0: 74 @5
4100ef2: ef 43
400ef7: 48 83
400efb: c3

0000000000400efc <phase 2=:
400efc: 55
400efd: 53
400efe: 48 83 28
400f02: 48 89
400f05: ef 52 (a10]
400f0a: 83 3c 01
400f0e: 74 20
400f10: e8 25 oo
400f15: eb 19
400F17: 8b 43
400fla: 01 co
400f1c: 39 63
400fle: 74 @5
400F20: e8 15
400f25: 48 83
400F29: 48 39
400f2c: 75 e9
400f2e: eb B¢
400f30: LA
400f35: 48 8d
400f3a: eb db
400f3c: 48 83
400f40: 5b
400F41: 5d
400f42: c3

0000000000400T43 <phase_3=:

TR, BAT AT LA AT 55— R A BRI 2 AR

0000000000400eed <phase l=:
400eeb: 48 83 ec 08
400eced: be 00 24 40 00
400ee9: e8 4a 04 00 00
400ecea: 85 co
400ef0: 74 05
400ef2: e8 43 05 00 60
400ef7: 48 83 c4 08
400efhb: c3

$0x8,%rsp

$0x402400,%es1i

401338 <strings not egual=
%Seax,%eax

400ef? <phase 1+0x17=
40143a <explode_bomb=
$0x8,%rsp

Srop

%Srbx

¢0x28,%rsp

%rsp,%rsi

40145c <read_six numbers=
$0x1, (%rsp)

400730 <phase_2+0x34>
40143a <explode bomb=
400730 <phase_2+0x34>
-0x4(%rbx) ,%eax
%Seax,%eax

%eax, (%Brbx)

400125 <phase_2+0x29=
40143a <explode bomb=
$0x4,%rbx

%rbp,%rbx

400717 <phase_2+0x1b=
400f3c <phase 2+0x40=
Ox4(%rsp),%rbx
0x18(%rsp) ,%rbp
400717 <phase_2+0x1b=
$0x28,%rsp

Srbx

Srbp

hitps://blog.csdn.netMAIHCBOY

$0x8,%rsp

$0x402400,%es1

401338 =strings not equal=
%eax, Beax

400et? <phase 1+0x17=
40143a <explode bomb=
$0x8,%rsp




400ee0: HIXfHe it AT HIUR .«

400ee4: ¥ $0x4024001% \ Y%esi+

400ee9: fiffistrings_not_equalt&%, ¥ %rdif1%rsife N, Y%rdilll AFA T4 N K775 8 () ik, %rsiBlN$0x402400
400eee: F¥istrings_not_equali® £ (1)3R [6{8 Yoeax 5 0334T HL 4

400ef0: #7%eaxNOBkH £1400ef7, i 5] bk %L

400ef2: #i%eax A N0, FATIX4E], i Hexplode _bomb, HFG[#ELEM, [5)2¢0M,

Wk L M, FRATTT DA 3505 L $0x402400 HAE 545 5 5 TRA T N 1 2 45 £ bR A5 B0 TT
A ld L gdbiz /T2 Fbomb, 7E0x400ee94bHT LW, TR A —DNTF4F 8, B HO0x402400 40715 1 717 5

[root@izZ2zebldmkubkwdgoh97edz bomb]# gdb bomb
GNU gdb (GDB) Red Hat Enterprise Linux 7.6.1-120.el7
X 3 Free Software Foundation, Inc.
» GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html=
This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by law. Type "show copying"
and "show warranty" for details.
This GDB was configured as "x86_64-redhat-linux-gnu”
For bug reporting instructions, please see:
<http://www.gnu.org/software/gdb/bugs/=. ..
Reading symbols from /root/bomb/bomb. . .done.
{gdb) b * 0x40 :
Breakpoint 1 at 0x400eel
(gdb) r
Starting program: /root/bomb/bomb
Welcome to my fiendish little bomb. You have 6 phases with
which to blow yourself up. Have a nice day!
hello

Breakpoint 1, log.csdn.net/MAIHC

Ox402400: "Border relations with Canada have never been better.”

A LLE F|, Ox40240044E I H) 7455 ). “Border relations with Canada have never been better.”
FITLAZE — R 2 L5l /& "Border relations with Canada have never been better."

FAVNE S, TP RIHEANSE =K T !

[root@iz2ze614mkubkwlgoh97edz bomb]# ./bomb
Welcome to my fiendish little bomb. You have 6 phases with
which to blow yourself up. Have a nice day!

Border relations with Canada have never been better.
Phase 1 defused. How about the next one?




L, AT 2

RAFAERR T, XN ECF R B R AR 1. BTN 20 ZJRRN2 A0, Bt AR HHEE R & %

8 16 32

sk,

A

push
push
sub
mov
callqg
cmpl
je
callg
jmp
mov
add
cmp
je
callg
add
cmp
jne
jmp
lea
lea
jmp
add
pop
pop
retqg

Srbp

Srbx
$0x28,%rsp
%rsp,%rsi

40145c <read six numbers=

$0x1, (%rsp)
400730 <phase 2+0x34=
o bomb>
{ 2+0x34=
4({%rbx) ,%eax
%eax,%eax

*, (%Brbx)

25 <phase 2+0x29=
40143a <explode_bomb=
$0x4,%rbx
%rbp,%rbx
400f17 <phase 2
400f3c <phase
Ox4(%rsp),%rbx
Ox18(%rsp) ,%rbp
400717 <phase_2+0x1b=
$0x28,%rsp
Srbx
Srbp

https://blog.csdn.net/MAIHCBOY
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[root@iz2ze6l4mkubkwlgoh97edz bomb]# ./bomb

Welcome to my fiendish little bomb. You have 6 phases with
which to blow yourself up. Have a nice day!

Border relations with Canada have never
Phase 1 defused. How about the next one?
124816 32

That's number 2. Keep going!

been better.




. 8 83 18 sub $0x18,%rsp
4nnf4?: 48 8d 4 24 0 lea Bxc (%rsp) ,%rcx
400f4c: 48 8d 54 24 08 lea B rsp},nrdr
400f51: be 25 40 o6 mov
40056: b8 00 00 00 6O mov 0 eax
400f5b: e8 90 fc callqg 4nnbfn < 1s0c899 sscanf@plt=
400760 : 83 f8 0 cmp $“fl %Seax
400f63: 7T o jg
400T65: e8 db 04 00 GO0 callg
400fba: 83 24 08 © cmpl
4p0f6T: E ja
400F71: 8b 44 24 08 mov
400T75: 24 ¢5 70 24 40 00 jmpg
400f7c: 8 PO 00 B mov 0 eax
400181: eb 3 jmp 40 =pha5~ 3+0x7b=
400183: 8 c3 02 00 00 mov 0

400188: eb 3¢ jmp 40 =DhaSQ_3+BX?b>
400f8a: 8 00 01 o0 0O mov i %e:
400T8f: eb 2c jmp 400fbe <phase 3+0x7b=

I:D-.

mov 0] %eax

jmp 40 <phase 3+0x7b=>
mov 0 ,Beax

jmp 40 <phase 3+0x7b=>
mov 0 a,%eax

jmp 408tbe <phase 3+8x7b=>
mov $Hfl4? %Seax

jmp J8fbe =phase 3+0x7b=
callg 4014: explode_bomb=
mov $0x0,%eax

jmp 400Tbe <phase 3+0x7b=>
mov $ﬂ313? %Seax

cmp %rsp) ,%eax

je 'I ) <phase 3+0x86>
callg 460 a <explode_bomb=
add 8 :

400191 :
400f96:
400198
40019d:
400T9f:
400fad:
400fab6:
400fab:
400fad:
400fbh2:
400Fb7:
400fh9:
400fbe:
408fc2:
400Ffc4:
400fc9:
400fcd:

oM OmDOmDOm o
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400f43: FeWifylia

400f47: ¥ %rsp + Oxc N 1H 45 %orex

400f4c: F %rsp + 0x8 N AH 25 Y%ordx

400f51: K5 0x4025c¢f T1H 25 Yoesi

400f56: ¥ 0x0 IR 1H 45 Y%eax

400f5b: 1 K% isoc99_sscanf@plt

400f60: ELE0x1f1%eaxiI /N, &EHAT1, BkEE$1400f6a, ., SIEEMES, 155K,

400f6a: LLHLOX7HI (Ox8 + %rsp) HIK/N, #KT7, WIGIEENER, EOR, HAKRTT, k847400171,
400f71: ¥ (%rsp + 0x8) MK {H 25 %eax

400f75: Bk F] (0x402070 + 0x8 * Y%rax) Ab{rfFHiHuhbAL, BJ (0x402070 + 0x8 * Y%rax) & —MHhhk, FATELpIH )y
(Hbhl, A7LEXAN bk B A A

400f7c~400fab: XHB5RI_E— D BB EL Rk, 4 e B 45 %eax, SR )5 BEH; £1400fbe

400fbe: LA (Oxc + %rsp) H MMM %eax, 5T, WEkHE|400fc9, BIREOEFRE AN HA%ET, W4ksiTr
400fc4, BIGHZENEHE, [32CHRM.



i LB 47, ﬁ/i'1l']ﬂ‘b‘lﬁ"~.'ﬂj: WAV ZRF B HERA L, (0x8 + %rsp) FAEIIME 2 — M T,  (Oxc+ %rsp) H
TR — AT B MFRBEA T RT7, SEUETEE: 0~7. 58— N AR 58 — AN 87 #8 24007 ¢
— 400fabXb 5 VR EAIT 1. P}TM%E%H’J%%KE*/I\

TS A& R

207

311

707

256

389

206

682

N ool A WN PO

327
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[root@iz2ze6ldmkubkwlgoh97edz bomb]# ./bomb

Welcome to my fiendish 1little bomb. You have 6 phases with
which to blow yourself up. Have a nice day!

Border relations with Canada have never been better.

Phase 1 defused. How about the next one?
124816 32

That's number 2. Keep going!

0 207

Halfway there!

Level 4

B, BATT TS DU e I S I G AR «

. $0x18,%rsp
4101010: 18 8d 4c 24 0Oc =F: Oxc(%rsp),%rcx
401015: 48 8d 54 24 08 e; Ox8(%rsp),%rdx
40101a: ¢ 10 00 ip cf,%esi
40101f: i} )

40103a <phase 4+0x2e>
40143a <explode bomb=

4”1”44:

401048 :

40104d: ] ax

401041 : 56 jne 4€ <phase_ 4+0x4c>

401051: 83 24 Oc OC C @x0,0xc(%rsp)

401056: 4 0! e 40 <phase_ 4+0x51>

401058: e§ dd 03 00 06 4014 xplode bomb=

40165d: 48 83 c4 18 dd $0x18,%rsp )
401061 : 3 retq it og.csdn.net/MAIHC

8 83 ec 08

$0x8,%rsp
) db %Sedx, %eax

29 fo 5 %esi, X

4nnfd6: 39 cl %Seax,%ecx




i P B, BATAT S X R AR A R AU ANy, RS AN B b 20, 55—

Oxe.

—ﬂrlfbicr},budr
400fce < fun: 4>

i 401007 <=func4+0x39=>
-Hmff': 8 00 00 80 66 0 $0x0,%eax
400Ff7: 39 f9 C %edi,%ecx
400Ff9: d @ jge 401007 =func4+0x39=>
400ffb: 8d 71 0] Ox1({%rcx),%esi

: 400fce =funcd=

Ox1(%rax,%rax, 1) ,%eax

: ) add $0x8,%rsp

40100b: 3 retq it og.csdn.net™MAIHC

40100c: il i) MBI 4G 1L

401010: ¥ %rsp + Oxc I {E %5 %rcx

401015: ¥ %rsp + 0x8 NIt {5 45 Y%ordx

40101a: ¥ 0x4025cf I 1H 4 Yoesi

40101f: ¥ 0 I{H 25 Y%eax

401024 mm& isoc99_sscanf@plt

401029: LA MREUR [FIH Y%eaxFIOX2HI K/, HALET2, Mk 31401035, BPSIEEIEHM, @GR, #H% T2, Mgks:
?ﬁhﬁ40102e

40102e: L4 (0x8 + %rsp) ALHMEM Oxe KR/, H/ANTAET, MIBk4$]40103a. k., MZkZEhAT, RISIEELEH,
4] R

40103a: K;Oxelli{H 25 %edx

40103f: F5Ox0Nt1H 25 Y%esi

401044: ¥4 (0x8 + %rsp) MAEH %5 Y%edi

401048: Bkt 31400fce, AHfunc4rki%l, Z405 5N %rdi, %rsi, Y%rdx

400fce: funcd R HUER I HIWI4H 1L

400fd2: # %edxIlit {4 Y%eax

400fd4: Y%eaxiil 2z %esi

400fd6: K Y%eaxitit{i 25 Y%ecx

400fd8: K %ecxi i A5 F50x1fhL

400fdb: ¥ %eax + %ecx It {H 4 Y%eax

400fdd: #4 %eax HARAFE—{r

400fdf: ¥ %rax + %rsi * 1 TRAEH 25 %ecx

400fe2: tb#Ei%ecxtl%edi, # %ecx/NT-55T%edi, MIBkHE 140012, [, ¥ %rcx - Ox1RIE 25 Yoedx, 4k 2k -1 H
funca4 pg 4 .

400ff2: #40x0M {E 45 Y%oeax

400ff7: HLE %ecxt%ediffIfE, #i%ecx KT T %edi, Nk $401007, IR RE, #iMir40104d. k2,
#%rox + Ox1 MG 25 Yoesi, 4k L3871 FH funcd 26 %5 .

40104d: Lh#:0x0-5 iR [F{H Y%eaxi K/, ST, MIFH401058, BUSlNE, Bk, Kz 4k2:4047401051
401051: tb%: (Oxc + %rsp) EI‘MELngOEU?i/J\ FARSE, BREIER R, BOAESE, FIENERL, [EORI

T ILAUNTET
AT funcd B ACEY,  FRATTT LUK TG — AT NOXTEY, funcd R TT LLIE R IR R0, MRVl KR N: 7 0
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[root@iz2ze614mkubkwlgoh97edz bomb]# ./bomb

Welcome to my fiendish little bomb. You have 6 phases with
which to blow yourself up. Have a nice day!

Border relations with Canada have never been better.

Phase 1 defused. How about the next one?

1241816

That's number 2. Keep going!

) 207

Halfway there!

70

So you got that one. Try this one. g.csdn.netMAIHCBOY

:>:
push %rbx
: 3 ec 20 sub
4U1U6?: 18 89 mov
40106a: 8b 04 25 28 00 mov %Ts:0x28,%rax
4”1“?1:
" 24 18 mov Srax,0x18(%rsp)
] 8: xor %eax,%eax
4n1n?a: e8 9c 02 00 O callg 40131b <string_length=
4n1n?f: cmp $nx6,ﬁeax
je
callg
jmp
movzbl
mov %Scl, (%rsp)
mov (%rsp) ,%rdx
and $0xT, %edx
movzbl Ox40Z %Srdx) ,%edx
mov %Sdl,0x10 (%rsp,%rax,1)
4nlna4: 18 83 cb 0: add $0x1,%rax
4n1na : 8 83 T8 6 cmp $0x6,%rax
§ jne 40108b < phas 5+0x29=>
movb $: 8
mov
lea ) D},nrdl
callg 401338 <strings_not_equal=>
test %e x,%ﬂar
je 4016 5+0x77=>
callg B143a iexplode_bomb}
nopl 0x0(%rax,%rax, 1)
jmp 4010d9 <phase 5+0x77=
mov $0x0,%eax
jmp 40108b <phase 5+0x29=
mov B> rsp},nrax
28 06 xor

o=}

Ly
L

451n“9:
4nln b:

e
e
0]

[+
o
b
1:
o
o
[+
o

[ax]

o

[ae]

>
—h W

s =]
=]

je
callqg
add
pop
4010f3: 3 retqg
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ot that one. Try this one.

rk!  On to the next...

Level 6

CAPNI) Rl I EE

00000000004010f4 <phase 6>:
4010f4: 41 56 %rld
4010f6: 41 55 %rl3
4010f8: 41 54 %rl2
4010fa: 55 %rbp
4010fb: 53 %rbx
4010fc: 48 $0x50, %rsp

401100: 49 %rsp,%rl3

401103: 48 %rsp,%rsi

401106: e8 00 00 40145c <read_six_numbers
40110b: 49 %rsp,%rld

40110e: 41 00 00 00 $0x0,%ri2d

401114: 4Ac %r13,%rbp

401117: 41 00 0x0(%r13),%eax




40111b: $0x1,%eax

40111e: $0x5, %eax

401121: j 401128 <phase_6+0x34
401123: 40143a <explode_bomb
401128: $0x1,%r12d

40112c: $0x6,%r12d

401130: j 401153 <phase_6+0x5f
401132: %rl2d, %ebx

401135: %ebx, %rax

401138: (%rsp,%rax,4) ,%eax
40113b: %»eax,0x0 (%rbp)
40113e: 401145 <phase_6+0x51
401140: 40143a <explode_bomb
401145 $0x1,%ebx

401148 $0x5, %ebx

40114b: j 401135 <phase_6+0x41
40114d: $0x4,%r13

401151: 401114 <phase_6+0x20
401153: Ox18(%rsp),%rsi
401158: %rld,%rax

40115b: $0x7, %ecx

401160: %»ecx, sedx

401162: (%rax) ,%edx

401164: %edx, (%rax)

401166: $0x4, %rax

40116a: %rsi,%rax

40116d: 401160 <phase_6+0x6¢C
40116f: $0x0,%esi

401174: 401197 <phase_6+0xa3
401176: Ox8(%rdx) ,%rdx
40117a: $0x1,%eax

40117d: %ecx, keax

40117¢: 401176 <phase_6+0x82
401181: 401188 <phase_6+0x94
401183: $0x6032d0, %edx
401188: %rdx,0x20(%rsp,%rsi,2)
40118d: $0x4,%rsi

401191: $0x18,%rsi

401195: j 4011ab <phase_6+0xb7
401197: (%rsp,%rsi,1),%ecx
40119a: $0x1,%ecx

40119d: j 401183 <phase_6+0x8f
40119f: $0x1,%eax

4011a4: $0x6032d0, %edx
4011a9: 401176 <phase_6+0x82
4011ab: 0x20(%rsp) , %rbx
4011b0: Ox28(%rsp) ,%rax
4011b5: Ox50(%rsp),%rsi
4011ba: %rbx, %rcx

4011bd: (%rax),%rdx

4011c0: %rdx,0x8(%rcx)
4011c4: $0x8,%rax

4011c8: %rsi,%rax

4011cb: j 4011d2 <phase_6+0xde
4011cd: %rdx, %rcx

4011de: 4011bd <phase_6+0xc9
4011d2: 00 00 00 $0x0,0x8(%rdx)
4011d9:

4011da: 00 $0x5, %ebp




4011e3: (%rax) ,%eax

4011e5: %eax, (%rbx)

4011e7: j 401lee <phase_6+0xfa
4011e9: 40143a <explode_bomb
4011ee: 0x8(%rbx) ,%rbx
40112: $0x1, %ebp

4011f5: j 4011df <phase_6+0xeb

4011F7: $0x50,%rsp
4011fb: %rbx
4011fc: 4als]s)
4011fd: %rl2
4011ff: %rl3
401201: %»rl4
401203:

FONKISRE A, HEPPAIHE, 2 et KERE, mHEAERI A (HAKERReqr_m)3) - XEEE
EAHEARNER: 43216 5. MAHITWRERFE AT TR, WTUEHLBGL, TATLAFU AL T, SR8
PRl B DR MR R AT A, FRAE, FURRFROT, 27 s i (] B A 2 1)

. 4Z5RiE

UL R BombLabl 4 # 4 T . Btk /MLabTof AT LU AR A HUZAE T LSRR, XHESIHUREA T BRI, &k
NS RSO BT TR, WL 1 )
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