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<html ><head><meta charset="utf-8" /><{/head>

<{body>

<br><br>

A EAE<br><br>

{form action="upload. php” method="post”
enctype="multipart/form—data”>

{label for="file”>Filename:</label>

{input type="hidden” name="dir” value="/uploads/” />
{input type="file” name="file” id="file” />

<br />

{input type="submit” name="submit” value="Submit” />
{/form>

</body>
</html>
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<html><head><{meta charset="utf-8" /><{/head><body>
Array
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< c @ @ teamxlc.sinaapp.com/web5/21232f297a57a5a743894a0e4a801fc3/upload.php e Pacd IN @O © 1 Q =

Array ([0] => jpg [1] => jpg ) Upload: Welcome .jpg

Type: image/jpeg

Size: 144.408203125 Kb

Stored in: ./uploads/8a9e5f6a7a78%ach.phparray(4) { ['dirname”]=> string(9) "./uploads” ["basename"]=> string(12) "Welcome_.jpg" ["extension"]=> string(3) "jpg"
["filename"]=> string(8) "Welcome_"}
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<html>

<head>

Secure Web Login

{/head>

<body>

<?php

if($ _POST[user] && $ POST[pass]) {

mysql_connect (SAE_MYSQL HOST M . ’: . SAE MYSQL_PORT, SAE_MYSQL_USER, SAE_MYSQL_PASS) ;

mysql_select_ db(SAE MYSQL DB) :
$user = trim($ POST[user]) :
$pass = md5(trim($_POST[pass])) ;
$sql="select user from ctf where (user="".S$user.”’ ) and (pw="".3$pass.”’)”
echo " </br> . $sql;
$query = mysql fetch array (mysql query ($sql)) :
if ($queryluser]=="admin”) {
echo “<p>Logged in! flag:#itdrdaoriokioriotatadatett {/p>”;

}
if ($queryluser] != “admin”) {
echo ("{p>You are not admin!</p>”);:

}
}
echo $query[user];
?>
{form method=post action=index. php>
{input type=text name=user value="Username”>
{input type=password name=pass value="Password”>
{input type=submit>
{/form>
</body>
<{a href="index. phps”>Source</a>
</html>
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if($query[user]=="admin") {
eChO "<p>|_ogged 1n| -Flag:******************** </p>";
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Spass=@5 POST['pass'];
Spassl=*rxxxxxxxxx, / /ot AmaED
if(isset (Spass))

{

if(@!strcmp (Spass, Spassl) ) {

echo "flag:nctf{*}"; o

lelse|

echo "the pass is wrong!";

}
lelse|

echo "please input pass!";

}
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3. R[E>0Mstring1>string2.
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flag:nctf
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<?php
function noother_says_correct(Snumber)
{
Sone = ord('1");
Snine = ord('9"):
for ($i = 0; $i < strlen($Snumber); S$it++)
{
5digit = ord(Snumber{5i});
if ( ($digit >= %one) && ($digit <= Snine) )
{

return false;


http://chinalover.sinaapp.com/web12/index.php

return $Snumber == '54975581388"';
}

sflagz‘ *hkEkHkAkH AT B
if (noother says correct ($ GET )
echo $flag;

ﬁ
else

echo "access denied':;
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Request
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Target: http://nctf.nuptzj.cn [ﬂ

Response

J Raw T Headers I Hex ]

FOST fweb13findex. php?userl=YWRta\Wd=== HTTF/1.1

Host: netf.nuptzj.cn

User-Agent: Mozilla/S.0 (Windows NT 10.0; Wing4; x64; rnv68.0) Gecko/20100101
Firefox/68.0

Accept: text/html application/xhtrl+xml application/xml;q=0.9 ** q=0.8
Acecept-Language: zh-CN zh;q=0.8,zh-TW,q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Referar: http:dnctf.nuptz). cnfweb13findex. php?user!=Y3RmdXNlcg==
Content-Type: application/x-waww-form-urlencoded

Content-Length: 34

| Connection: close

Upgrade-Insecure-Requests: 1

|user=admin&newpass=1234&vcode=1234

e

HTTR/1.1 200 OK

Server. nginx

Date: Sat, 07 Dec 2019 10:43:07 GMT
Content-Type: text/html

Connection: close

“ia: 100142

Content-Length: 503

flag isnct TS - <l
<meta http-equiv="content-type” content="text/html, charset=utfg8">
<head><title>%i5H [l <fitle></head>
<form action="" method="post">
RIS . <input type="text" value="ctfuser" name="user"
readonly="readonly"></br>
i%: <input type="password" name="newpass"></br>
iETS: 1234 <input type="text" name="vcode" size="4"
maxlength="4"></br=
<input type="submit" valus="1 ">
</form=
</html>
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