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No. Time Source Destination Protocol Length Info
0.00002600 127.0.0. 1 127.0.0.1 TCP 44 19536-61360 [RST, ACK] Seq=1 Ack=1 Win=0 Len=0

4 8. 7.0.0.1 127.0.0.1 TCP 44 19536-61362 [RST, ACK] Seq=1 Ack=1 Win=0 Len=0

512.1236890 10. 80.22. 90 10.80.22.90 FTP 99 Request: CWD /Users/liupc/Desktop/Remove Boyfriend

6 12.123725010.80.22.90 10.80.22.90 TCP 56 21-61347 [ACK] Seq=1 Ack=44 Win=12754 Len=0 TSval=464963946 TSecr=464963946

7 12.123844010.80.22.90 10.80.22.90 FTP 85 Response: 250 CwD command successful.

8 12.1238680 10.80.22.90 10.80.22.90 TCP 56 61347-21 [ACK] Seq=44 Ack=30 Win=12740 Len=0 TSval=464963946 TSecr=464963946

9 12.1239660 10. 80.22.90 10.80.22.90 FTP 62 Request: PASV
10 12.123981010.80.22.90 10.80.22.90 TCP 56 21-61347 [ACK] Seq=30 Ack=50 win=12754 Len=0 TSval=464963946 TSecr=464963946
11 12.124033010.80.22.90 10.80.22.90 FTP 105 Response: 227 Entering pPassive mode (10,80,22,90,239,179)
12 12.1240510 10.80.22.90 10.80.22.90 TCP 56 61347-21 [ACK] Seq=50 Ack=79 win=12739 Len=0 TSval=464963946 TSecr=464963946
15 12.1241810 10.80.22.90 10.80.22.90 TCP 56 61364-61363 [ACK] Seq=1 Ack=1 Win=408288 Len=0 TSval=464963946 TSecr=464963946
16 12.1241870 10.80.22.90 10.80.22.90 TCP 56 [TCP window update] 61363-61364 [ACK] Seq=1 Ack=1 Win=408288 Len=0 TSval=464963946 TSecr=464963946
17 12.124215010.80.22.90 10.80.22.90 FTP 62 Request: LIST
18 12.124231010.80.22.90 10. 80.22.90 TCP 56 21-61347 [ACK] Seq=79 Ack=56 Win=12754 Len=0 TSval=464963946 TSecr=464963946
19 12.124572010.80.22.90 10.80.22.90 FTP 111 Response: 150 Opening ASCII mode data connection for '/bin/l1s’.
20 12.124593010.80.22.90 10.80.22.90 TCP 56 61347-21 [ACK] Seq=56 Ack=134 Win=12737 Len=0 TSval=464963946 TSecr=464963946
21 12.127232010.80.22.90 10.80.22.90 FTP-DA1 265 FTP Data: 209 bytes
22 12.1272590 10. 80.22.90 10. 80.22.90 TCP 56 61364-61363 [ACK] Segq=1 Ack=210 Win=408064 Len=0 TSval-464963949 TSecr=464963949
24 12.1273030 10. 80.22. 90 10.80.22.90 TCP 56 61364-61363 [ACK] Seq=1 Ack=211 Win=408064 Len=0 TSval=464963949 TSecr=464963949
26 12.127332010.80.22.90 10.80.22.90 TCP 56 61363-61364 [ACK] Seq=211 Ack=2 win=408288 Len=0 TSval=464963949 TSecr=464963949

@ Frame 5: 99 bytes on wire (792 bits), 99 bytes captured (792 bits) on interface 0
@ Null/Loopback
® Internet Protocol Version 4, Src: 10.80.22.90 (10.80.22.90), Dst: 10.80.22.90 (10.80.22.90)
@ Transmission control Protocol, src Port: 61347 (61347), pst pPort: 21 (21), seq: 1, Ack: 1, Len: 43
= File Transfer protocol (FTP)
= cwD /users/liupc/pesktop/Remove Boyfriend\r\n
Request command: CwD

0000 02 00 00 00 45 10 00 5Ff 00 58 40 00 40 06 00 00 w...E..

5 ;{ . cwb Juse
0040 72 73 2f 6¢c 69 75 70 63 2f 44 65 73 6b 74 6f 70 rs/liupc /Desktop
0050 2f 52 65 6d 6f 76 65 20 42 6f 79 66 72 69 65 6e éRemove Boyfrien

IO #| File: *F\ChromeDownload\Remove +Bo... | Packets: 597 - Displayed: 597 (100.0%) - Load time: 0:00.000 | Profile: Default
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M Follow TCP Stream (tcp.stream eq 2) - O X

Stream Content

WD /Users/1iupc/Desktop/Remove BoyTriend]

250 cwb command successful.

PASV

ZZ7 En(er‘ing Passive Mode (10,80,22,90,239,179)

150 opening ASCII mode data connection for */bin/1s”.

226 Transfer complete.

mLsT flag. sz

250-MLST flag.py.

Type=file;Size=730;Modify=20170914113926; Perm=adfrw; Unique=BAAAAXKSIWIAAAAA; /Users/
11upC/DEsktoF/Rem0Ve Boyfriend/flag. py

estination Protocol Length Info PASV
0. Mark Packs | 227 Enter'mg Passive Mode (10,80,22,90,239,181)
0. ark Packet (toggle) [ACK] seq=1 Ack-44 win=12754 Len=0 Tsval=4 g%n flag.p e for £1 " 730 b )
- openin ASCII mode data connection for ag. es).
0. Ignore Packet (toggle) ponse: 250 CwD :oﬂlnans succ?ssfu'l ; 225 TEansfgr Conp IEray 9-py yE
0. @ Set Time Reference (toggle) |47-21 [ACK] Seq=44 Ack=30 wWin=12740 Len=0 Tsval=
0. S ) uest: PASV 200 T)’I-“2 set to I.
0.80 © Time Shift... 61347 [ACK] Seq=30 Ack=50 win=12754 Len=0 Tsval= st ansshocpng
0. Edit Packet ponse: 227 Entering Passive Mode (10,80,22,90,23 Type=file; Size=1608061;Modify=20170914114326; Perm=adfrw; Unique=BAAAAV+3IWIAAAAA; /Users/
0. # Packet Comment.. |47-21 [ACK] Seq=50 Ack=79 win=12739 Len=0 Tsval= ;‘SUPC/DESKtOF/Remove Boyfriend/Stan’s XX.png
0. uest: LIST
0. Manually Resolve Address 61347 [ACK] Seq=79 Ack=56 win=12754 Len=0 Tsval= ggkigv:p;lgx;a;save Mode (10,80,22,90,239,184)
0. . ponse: 150 opening ASCII mode data connection fo 150 opening BINARY mode data connection for 'Stan's xx.png’ (1608061 bytes).
0. Apply as Filter » }47-21 [ACK] Seq=56 Ack=134 win=12737 Len=0 Tsval 226 Transfer complete.
0. Prepare a Filter » fponse: 226 Transfer compl ete.
0. . }47-21 [ACK] seq=56 Ack=158 win=12736 Len=0 Tsval - -
0. Conversation Filter * Juest: MLST flag.py Entire conversation (931 bytes) v
o. Colorize Conversation » 161347 [ACK] Seq=158 Ack=70 Win=12753 Len=0 TSval Eind Save As print | O Asci OEBDIC  OHexDump O CArrays @ Raw
0. SCTP » fponse: 250-mLsT flag.py
0. }47-21 [ACK] Seq=70 Ack=176 win=12736 Len=0 Tsval
0. (el e S ponse: Type=file; size=730;Modify=20170914113926 Help Fiter Out This Stream
n Fallow UDP Stream 47 21 Carvl can_7A a-l_31n
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M Follow TCP Stream (tcp.stream eq 4) - u} x | M Follow TCP Stream (tcp.stream eq 6) O X
Stream Content Stream Content
def ugper (ch): «PNG
h>="A" and ch<="2": X

return True

def Lower (ch):
h>="a’ and ch<="z": ';”’f”e
return True

ﬂag e Cordciyeazy

el
flag += chr(ord(1) 13)
elif Lower(i) =
if i>="a" an
. ﬂag 4= (hr(ord(1)¢13)
e
f1ag += chr(ord(i)-13)
else:
flag += i
return flag
if _nam
s = {synt vf ahg urer}
print xilcon(s)
emmmmm. . . ...

Run this program you can get flag
w0

Entire conversation (762 bytes) 7] ||| (Entire conversation @ 1 bytes) =

Find | Save as| | print| O ASCII O EBCDIC O Hex Dump O C Arrays © Raw || | | ENd | Save As | Print O ASCII O EBCDIC O Hex Dump O C Arrays @ Raw
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Help Filter Out This Stream Close Help Filter Out This Stream Close
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