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Flag: nctf{this_is_base64 encode}
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base32: K'57HE (A-Z) F%+234567

base16: #i(0-9), *£ (ABCDEF)
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Flag: nctf{areuhack}
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#include <fstream>
using std::ios;
using std::ifstream;
int main() {
ifstream fr;
char mingwen[33] = {}, miwen[33] = {};
fr.open("BiXC.txt", ios::binary);
fr.read(mingwen, 32);
fr.close();
fr.open("#X.txt", ios::binary);
fr.read(miwen, 32);
fr.close();
printf("BICN: %s\n", mingwen);
printf("#3N: %s\n", miwen);
printf("FEFHHE\N");
int i;
char cxor[33] = {};
for (1 = 0; 1 < 32; i++)
cxor[i] = mingwen[i] ~ miwen[i];
printf("FE5EMH\n");
printf("FEZEMERN: %s", cxor);
return 0;

}
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Wiener's attack - Wikipedia

https:/fen.wikipedia.org/wikiWienert%27s_attack - EHFE

The Wiener's attack, named after cryptologist Michael J. Wiener, 15 a type of cryptographic attack
against RSA. The attack uses the continued fraction method to

How Wiener's attack works - Wiener's theorem - Example

GitHub - pablocelayes/rsa-wiener-attack: A Python implementation of ...
https:f/github.com/pablocelayes/rsa-wiener-attack ~ EfiZIEE

A Python implementation of the Wiener attack on RSA public-key encryption scheme. -
pablocelayes/rsa-wiener-attack
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rsa-wiener—-attack

L -Python implementation of the Wiener attack on RSA public-key encryption scheme.

It uses some - results about -continued fractions approximations to-infer the private key from public
key in the cases the encryption exponent is too small or too large.
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ldef -test hack RSA():
prlnt{" esting-Wiener - -ARttack")
times =5

] while (times>0) :
e,n,d = -RSAvulnerableKeyGenerator.generateKeys (1024)
prlnt{"'% n)-is-(",-e,-",-",n,-"1"

print("d.-=-", -d)

hacked d = -hack RSA(e, n)
] if d == hacked d:
print{"Ha:t WOREED! ")
] else:

print ("Hack FAILED")

print("d-=-",-d, - ", d-=-", -hacked d)

test_hack_RSA{}
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283844468344

062209281267667069640000501696142693369209275376843382

©641255979157575820275722843425072770836360595581066726
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[if - name -==-" main ":
#test is perfect square()
sprint (""" ——— ")
#test hack RSA()

532128384446834453116859527785206511
8635796501155770557683750285863264¢
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* wp (tuple) - A tuple of long integers, with at least 2 and no more than 6 items. The items come in the following order:

1. RSA modulus (n).

2. Public exponent (e).

3. Private exponent (d). Only required if the key is private.
4. First factor of n (p). Optional.

5. Second factor of n (q). Optional.

6. CRT coefficient, (1/p) mod q (u). Optional.
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#coding:utf-8

from Crypto.PublicKey import RSA

from Crypto.Cipher import PKCS1_v1l_ 5 as Cipher_pkcsl vi1_5

import base64

cipher_text = 'AGgtlh6dudnkeoCr7SFclkYYsYa65KZ8V29bbgbf+BDyjnyx5stCYjcyktat73aHs2EOaMgwGUw]3HWPTvT+T5LHIXM4
key=RSA.construct((1063045321283844468344531168992778520651192162100948533991539097447031440090068191835838
cipher = Cipher_pkcsl_v1_5.new(key)

cipher_text = cipher.decrypt(base64.b64decode(cipher_text))

print cipher_text
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random_generator = Random. new(). read
text = cipher. decrypt (base64. b64decode (encrypt_text), random generator)
KIE: https://www.jb51.net/article/86022.htm
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cibher_text_ = czi)her.aecfypt{baSe_ﬁd .beddecode {cipher_text} ,Random.new () .read}


https://www.dlitz.net/software/pycrypto/api/2.6/

Flag: flag{nell anima_ritrovo_la_speranza_che nel corpo_stanco_ormai}
7 EF,

o
Baby RSA

SOLVERS: 50

(e,n)=(0x10001,0x291733BAB061EF9C599139CB3E40A5C762B6F448FFFFFFFFFFFFFF)
m=237200C0F72B97DB55BA3TCTAACBEBGT1A26A0CE4TD294726259C4DF
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Jovnloads\rsa-wiener-attack-master>python RSAwienerHacker. py
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status (2), digits number
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from Crypto import Random

from Crypto.PublicKey import RSA

from Crypto.Cipher import PKCS1_v1l 5 as Cipher_pkcsl vl 5

text = 0x237200COF72B97DB55BA37C7AACBB61A26AOCB47D294726259C4DF

key = RSA.construct((16903705997349646195704375376941855414691523387719679999999999999L, 65537L,71961395444
cipher = Cipher_pkcsl_vl_5.new(key)

text = cipher.encrypt(str(text))

print text
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:Parameters:
message : byte string
The message to encrypt, also known as plaintext. It can be of
variable length, but not longer than the RSA modulus (in bytes) minus 11
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https://blog.csdn.net/zyxyzz/article/details/78205321
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N=16903705997349646195704375376941855414691523387719679999999999999
e=65537
d=71961395444719033349123712211093410967715759287662860214461993
m=0x237200COF72B97DB55BA37C7AACBB61A26A0CB47D294726259C4DF

print ((m**d)%N)
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import math
N=16903705997349646195704375376941855414691523387719679999999999999
e=65537
d=71961395444719033349123712211093410967715759287662860214461993
m=0x237200COF72B97DB55BA37C7AACBB61A26A0CB47D294726259CADF

print (hex(pow(m,d,N))[2:-1].decode("hex"))
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