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95 159 e Rk DSE F PatchGuard, % BUSHF M, winload.exe BhJ%

g7 oskmlexe. B 56 WINLOAD.EXE #5%| IDA B, FFE Bty

98

99
100 S1Fwinload!

101

102
103 mload.exe is the Windows loader for Vista & Windows 7. Along with this, he makes some verification of digital signatures and

104 recking to make sure the files have not been modified. If modification of ntoskml is detected, the result is winload refusing
:]1 82 boot Windows and launching a WinPE looking “Recovery Mode”.

107 >ART { additional } : new way for patch of winload.exe

108

1 (1’8 “unction TmepValidateTmageHash - signature we locate: 8B C3 49 8B 5B 20 49 8B 73 28 49 8B 7B 30 4D 8B — you may play with
111 is one to make him smaller. as for this

112 5atching, use of dUP2... size of not a concern. First bytes replaced with xor eax, eax (STATUS_SUCCESS) ... all validations

:]] 12 iccessful.
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BATERE. RMARA T ==

Seffwinload Z#EIDA Pro

BITH, BRI M Fyyress HSRKRMER . AT G R | B CXB T € A B LUK Bt A At Az T
B 7Rwinload ¥ & £

\xCC\x48\x8B\XC4\x53\x55\x57\x41\x54

oA 55-A = Hex -1 B | A L4 LE
1H00000AALES79E CF E8 6B Ch OO 00 8B D8 83 FF FF 74 B7 8B CF E8 .. k........ t....
198000 BBBLE57AE 69 C7 00 B8 48 85 F6 74 B8 48 8B CE E8 FC 66 83 i...H..t.H....f.
|0080E0AA4E57BE 680 8B C3 48 8B 9C 24 98 01 6O 60 48 81 C4 58 81 .. H_..§..._H_.P.
|080B0AALE57CE 88 @0 41 5F 41 SE 41 50 41 5C 5F SE 5D €3 CC CC  ..A_A"A]AN_"]---
1900BAABBLASFDE 41 55 48 83 EC 58 45 _H..SUWATAUH..PE
1000000BBLASFEE 33 ED 44 8B E1 4C 8D 48 18 48 8D 6D 85 9C B6A 6 3.D..L.B.H.....
1H000000BLASFFE 48 8D 58 18 4C 89 68 20 49 8B FD 4C 89 68 C8 E8 H.P.L.h I..L.h
|0000E0AALE5808 21 B6 B2 0@ 44 8A 9C 24 BB OO B0 68 48 8D 94 24 *___D_.5____.H_.3
1H00000AALASE1E 98 00 00 88 48 8D 68D DA. 98 67 B 41 F6 DB 1B ED ... .H...... | P
1H00000ARLASE2E 83 ES FE 83 C5 83 E8 San 14 66 660 41 3B C5 8B D8 ....... Zo..A5...
-text:000000000840857DC arg_18 = quword ptr 28h

.text:00000000004057DC

-text:00000000064057DC mov | rax, rsp

-text:000000000604057DF push rbhx

-text:000000000B4A57ED push rbp

.text:00000000004057E1 push rdi

.text:00000000004057E2 push ri2

.text:00000000004057E, push r13

.text:00000000004057EG sub rsp, 58h

.text:00000000004057EA E{i] g r13d, r13d

.text-a00000B0DBLBSTED mau ri2d, ecx

.text:00000000004057F0 lea 8, [rax+18h]
.text-000000B00BLOSTFY lea rcx, dword 4AF4BO
-text:00000000004057FB lea rdx, [rax+18h]
-text:00000000004057FF mov [rax+28h], ri13
.text:0000000000405363 moy rdi, ri3

.text-000000B00GL058 05 mau [rax-38h], r13

Starting from OslpMain, after loading the System registry hives(registry). .. occurs a call to OslInitializeCodelntegrity:
.text:00000000004016C3 call OslpLoadSystemHive
.text:00000000004016C3

.text:00000000004016C8 cnp eax, ebx
.text:00000000004016CA mov edi, eax
.text:00000000004016CC jlloc 401A08
.text:00000000004016CC
text:00000000004016D2 mov ecx, ebp
text:00000000004016D4 call OslInitializeCodelntegrity <<—=(
48 8B C4 53

.text:00000000004057E8 mov rax, rsp
.text:00000000004057EB push rbx

.text:00000000004057EC push rbp

with: 0BOh, 01h, 0C3h, 090h ... which produce:

mov al, 1

ret

nop



Fyyre ] 30 3, & ZAE B AL M0 2735 ER H 2 R R E BB F A
EAEHH ~mov rax,rsp

2

48h,8Bh,C4h

mov rax, rsp

BB

BOh,01h,C3h

mov al, 1

ret

X 24 8 R kit %) BllmgQueryCodelntegrityBootOptions HIE M, ¥
RTHE, MWEH SHM N NE TOSKRNLEXE #5724 Aate (&4360: MiEiEds
BiE NTOSKRNLEXE) ) o FrPAX 22— ARk, Bk,

OK,winload## &

Save as winload.exe as osloader.exe (or whatever..) & correct PE checksum (LordPE and/or CFF_Explorer will do).
Copy osloader.exe to \Windows\System32

2T SO RSHE, A S
R Sk fntoskrnl
B SER Ak \x81\XxEC\x 58\x0F\x00\x00\x33\xFF\x39\x3D

| U=t LUK DR By L= e el L B3| LAY AT Ld ] L=

.||e6opeBE14656D31A OO0 OO0 G0 OO0 OO0 00 90 90 00 90 90 90 90 90 90 90 .. ... .........

-|BBBBBBB1u956D3zn 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 ... ----------

J||oppbooE14056D33A 90 90 90 90 90 90 44 B9 44 24 18 89 54 24 10 89 ..., D.D§..TS..
000000014056D34A AC 24 08 53 55 56 57 41 54 41 55 41 56 41 57 [ L$.SuuwATAUAVAWH
000000014056D35A 33 FF 39 3D 88 21 D1 FF 74 87 _.%...3.9=_t__t.
foooeeeiue56D36n BO 81 E? 68 2D 60 60 48 8D 1D 34 A5 C3 FF 48 8D ...h-..H..4...H.
00000001 40560370 94 24 S8 01 00 00 48 BB CB E8 68 6C BF FF 48 3B  .4X.._H...hl..H;
00000001 4056D38A C7 OF 8% 46 2D 00 00 48 8B 8C 24 58 61 60 60 E8 ... F-__H..3%....
doooeeeiue56D39A BE 46 AF FF 48 3B C7 @F 84 306 2D 66 66 48 8B 94 _F..H;...68-..H..
00000001 4056D3AA 24 58 O1 0D 00 44 BB C3 43 8B C8 44 2B C2 E8 83 S$8...D._H..D+.._.

HIT:8000000140856D340 mou [vsp+arg_16], v8d

HIT:000000014856D345 mou [rsp+arg 8], edx

HIT:000000014856D340 mou [vsp+arg_ B8], ecx

NIT:800000014056D34D push rbx

NIT:800000014056D34E push rbp

NIT:800000014056D34F push rsi

NIT:800000014056D350 push rdi

NIT:800000014056D351 push ri2

NIT:800000014056D353 push r13

NIT:800000014056D355 push ri4

NIT:800000014056D357 push r15

NIT:800000014056D359 sub rsp, BF58h

NIT:800000014056D360 ®xor edi, edi

HIT:000000814056D362 cmp cs:InitSafeBootHode, edi

NIT:000000014056D368 jz short loc_14856D371

NIT:@00000014056D36A mou al, 1

NIT:@00000014056D36C jmp loc_1405708D9

HTT: ARAAAARR1UASADATA

Part I1I: Skip Initialization of PatchGuard - - (driver not required)

As for this .txt, and PatchGuard. .. we are concerned with one function KilnitializePatchGuard(* 1) which is called by
KiFilterFiberContext

KilnitializePatchGuard is a very large function located in the INIT section of ntoskrml, you can easily locate him via two calls from
KiFilterFiberContext, by examination xrefs to exported dword InitSafeBootMode, searching for db 20h dup(90h) + db 044h ... or 48 81
EC 58 OF 00 00 to name a few. ..

PatchGuard does not initialize if we boot into safe mode. So to disable we just patch one conditional jxx



SR FATEN 22 2, PG A 24 3R 4k BT LAFRAT] F nop 3R 76 4

74 07

jz short loc_ 140561371

90 90

nop nop

X R ntoskrnlf 85 —4b, B T RIEH — bR 5T IR EH B4 B . 26 v L AR 38 SCR SC P, BB T 1A R BIX 4 WA
HAFAE D R \XE1\XFF\XOF\x85\x94\x00\x00\x 00\x33\x CO

DA SHlE-A = Hex SHI45-1 B (& HH1E BEa)
|/oeo000B1403FSA9C 41 8B C8 ES 4C 1D FF FF 8% CO 74 OD 44 89 05 85 A...L..... t.D...

fooeeOee14083FSAAC 8A DF FF 89 15 C3 8A DF FF 48 8B 4C 24 38 48 33 ......... H.L$8H3

0000006814 083FSABC CC EB CE 1F CB FF 48 83 C4 48 C3 90 90 96 96 98 ...... H..H......

00000001 403F5ACC 90 90 90 90 48 89 5C 24 08 57 48 83 EC 20 33 DB ... HAS.WH.. 3.

000000814083F5ADE 38 1D BE 30 E Co 85 8..0........ 3...

000000814 083FSAEC CF 13 E3 FF 81 8D 7B 86 48 89 65 A5 13 E3 FF 48 ...... {.Hoooo.. H

00000014 083F5AFC 89 B85 A6 13 E3 FF 48 89 65 A7 13 E3 FF 48 8B 65 ...... Hooonno H..

000000014 083FSEOC 20 B6 EB FF 48 3B C3 74 52 48 39 98 98 606 66 66 ..._.H;.tRH9.....

0O0000014083F5B1C 74 40 48 BB 88 98 00 60 66 48 8D 15 44 FO.F3 FF tEH....L. H..D...

AAAAOAQA1 hA2FCR2 ™ FR "F AF FF FF hR2 2B ON0 FR RC FR FF KR 20 105 CA H H n

PALE I WUUUUUYI 4USESADY

PAGE : 90000001403F5ADA sub_ 1483F5ADA proc near ; CODE XREF: su

PAGE : 80000001403F5ADA

PAGE : 9000008014083 F5ADA arg 8 = quword ptr 8

PAGE : 80000001403F5ADA

PAGE : 900000014083F5AD B mou [vsp+arg_ 8], rbx

PAGE : 0000001403F5ADS push rdi

PAGE : 80000001 403F5ADG sub rsp, 26h

PAGE : 0000001403F5ADA ®xor ebx, ebx

PAGE : 90000001 403F5ADC cmp cs:byte_ 140208870, bl

PAGE : 00000001 403FSHE2 jnz loc_1483F5B7C

PAGE : 00000001 403F5AES xor eax, eax

PAGE : 90000001403F5AEA mou cs:byte_146226EB8, 1

PAGE : 90000001 403F5AF1 lea edi, [rbx+6]

PAGE : 90000001403FSAFY mou csiquword 148226EAB, rax

PAGE : 90000001 4083FSAFE mou csiquord 1482256EAB, rax

PAGE : 900000014083F5B A2 mou csiquword 1482265EBB, rax

PAGE : 900000014083 F5B A% mou rax, csiquword_1482B1138

PAGE : 00000001 403F5EB10 cmp rax, rbx

PARF - ARAAAARI LARFSRA 2 ir shnrt 1nr 14AAFSRA7

OFh,85h,94h,00h,00h,00h
jnz loc_1403EABOC

90 E9h,94h,00h,00h,00h
nop

jmp loc_1403EABOC

X B R BT R T A WINPE BB, 32175 N\ RE02 WINPE
BRI AEEERE (loc_1403EABOC) . BRGNS WINPE i M A 2 B 5 IR 5h
KBTS

OK B MLk & 5B T Wity U B L

ERBATME S ERITEA R SR T 12K B E 7 X & H 5y b B IERHEPC.RAE T A
EF R BATR S

S IR IX BB I 4 R

HREBAETDwWinARE LEERTH T PG IR A FZE A B A Nk

B R 3843, B 5 BB B T ARG

{or @ (5 Windows 7 x64 . (51 Windows 7

heen shut down To prevent damage




adapters.

with wour har

SR, TR AERE S Crl+ G, Dan=0B4¢| D

ERESR

BENRA MR T

KR ARG B E RMEAFH VM AMGRET .. 3§ & VirtualBox
B — R BIE — P P RN, RIS T PG

TR RAE A 7] H I, 7E A 7] BRSO B3 R BRI T

B 23R A B K i, B 2 T BB

TWRE A BRT, E 4P H ] jE

R, TC 18 R VIR I 5 32,38 2 H SCITE g i PG R AN S8 11
AL T EA AR ) f 2%, RAE W _ B3R B — S PGRIAM T 52
—H#MEREREE. .

AN T MBS B T PG T RIH T — AN IpiE. BRI L
AR T windows # H 7, & B 19 B 15K 8. £ ntoskrnl
RALLIRNTE, R R H 7E3N 75

\xCI\xF8\x30

ntoskrnld, 2 B = IRIX B F 15

H30BUB2F 2 S5, 5ER T PG

iyl

F=ioH T

L‘i bededit -set {46595952-454E-4F50-4747-554944FFFFFF} systemroot \Windows
bededit -set {46595952-454E-4F50-4747-554944FFFFFF} path \Windows\system32\CG_winload.exe

L‘i emdig— FEiAT 7
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o EET

& FET.

OK, 5t . ntoskrn FE & B5U¥ b 77 H 8 124k T 2 3 4L
B TR, BATE SR B 45 3. R A window s 2 5% 34 il checksum

[IVAGE OPTIONAL HEADERSA @]

MajorImage¥er=sion:

Magic:
MajorLinker¥ersion:
MinorLinkerV¥ersion:

SizelfCode:
SizelfInitData:
SizeOflminitData:
EntryFoint:
BaselfCode:
BazelfData:
ImageBase:
Sectionfdligmment:
Filehlignment:
Major0S¥ers=ion:

Minor0S¥ersion:

[ oeoe
[ m
[ m
[ oooT4sno
[ oooicaoo
[ oooooooo
[ ooooooo
[ ooooioon
| FHIR
[ oanooooo0400000
[ ooooooo
[ ooooozon
[ oo
[ oo
[ oo

]
(D1k)
1k
(D4k)
(D4k)
{04k
[04h)*
{04k
(%)
[LTAES
(D4k)
{04k
(0Zh)
]
(0Zh)

MinorImage¥ersion:
MajorSubsystem¥Wer=sion:
MinorSubsystem¥Wersion:

Hin3ZVer=ion¥alue:

SizelfImage:
izelfHeaders:
heckSum:

Subsystem:
I11Characteriztics:
SizelfStackReserwve:
SizelfStackCommit:
SizelfHeapReserwve:
S1zelfHeapCommit:
LoaderFlags:

HumberOfRsvadndSizes:

[ oooo
[ oot
[ oooo
[~ oooooooo
[ oooc3ooo
[ ooogodoo
[ ooosssoz

[ oo [

[ oo
[~ baooooaooo100000
[ oooooooooooo1o00
[~ baooooaooo100000
[ oooooooooooo1o00
[ ooogoooo
[ ooooooio

(0Zh)
(02h]
(0Zh)
(04h]
(04h]
(04h]
(04h]
(0Zh)
(02h]
(08h)
(08h]
(08h)
(08h]
(04h]
(04h]

LB AR, AATHTA.

DWORD Old, New;
MapFileAndCheckSumA ("CG_ntoskrnl.exe", &0ld, &New);
cout << "OLD" << 0ld << "NEW" << New << endl;

BT RARESE— B £ BCDE 3h 0. G B R F & — 0
AR B AR




@ECHO OFF

ECHO.

ECHO Creating patched copies of winload, ntkrnimp/ntoskrml. . .
ECHO.

patch.exe

ECHO.

ECHO Creating BCD Entry...

ECHO.

set ENTRY GUID={46595952-454E-4F50-4747-554944FFFFFF }
bededit -create %ENTRY GUID% -d “KPP & DSE Disabled” -application OSLOADER
bededit -set %ENTRY GUID% device partition=%SYSTEMDRIVE%s
bededit -set %ENTRY GUID% osdevice partition=%SYSTEMDRIVEY
bededit -set %ENTRY GUID% systemroot \Windows

bededit -set %ENTRY GUID% path \Windows\systen32\freeload.exe
bededit -set %ENTRY GUID% kernel goodkrmnl.exe

bededit -set %ENTRY GUID% recoveryenabled 0

bededit -set %ENTRY GUID% nx OptOut

bededit -set %ENTRY GUID% nointegritychecks 1

bededit -set Y%ENTRY GUID% testsigning 1

bededit -displayorder %6 ENTRY GUID% -addlast

bededit -timeout 5

bededit -default % ENTRY GUID%

ECHO.

ECHO Setting PEAUTH service to manual. .. (avoid BSOD at login screen)
ECHO.

sc config peauth start= demand

ECHO.

ECHO Conplete!

ECHO.

PAUSE

shutdown /r /t 0

OK T RMACHELI I T RN L AT R R B LTS K, — B & B8 DR RRIREL, I 28

// TEST_CON.cpp : &N¥HIEMNHAREFHIAND L.
//

#include "stdafx.h"//XIFLHRANFER . IXAKZERA KRS MK CPP
#include "windows.h"

#include "winhttp.h"

#include <iostream>

#include <string>

#include "CGLIB.h"

#include <fstream>

#include <imagehlp.h>

#include <direct.h>

using namespace std;

#pragma comment(lib, "imagehlp")

void Function ()

{
fstream f("CG_winload.exe", ios::in | ios::binary | ios::out);//winload.3TF3CH, FFaG18 RIFMRD
char nl1 = "\xCC\x48\xQR\xC4\x53\x55\x57\x41\x54" :



string str((std::istreambuf iterator<char>(f)), std::istreambuf iterator<char>());

int temp = str.find(p);//BREFEREEstring BH %, REAFIindRE R, LINEZ KR B RERWETILE Zten
PIMAGE DOS HEADER DosHeader;

DosHeader = (PIMAGE DOS HEADER)str.c str();//#PE

int CheckSum = DosHeader->e lfanew;

CheckSum += 0x58;//iZCheckSum. BW#, N T 5 H %

f.seekp (temp +1) ;//FERS R

f.write ("\xBO\x01\xC3", 3);//EiK

f.close() ;/ /R

f.open("CG_winload.exe", ios::in | ios::binary | ios::out);//iXBEWMIEIHITIF, RRTCIEIRS EfHRN
DWORD Old, New;

MapFileAndCheckSumA ("CG_winload.exe", &0ld, &New);

cout << "OLD" << 01d << "NEW" << New << endl;

f.seekp (CheckSum) ;

char a[4] = { 0 };//XBIEE L KM R TEHK

memcpy (a, &New, 4);//FrUAIRTMEREIET:. 4718, A T memcpy

f.write(a, 4);

f.close();

int tmain(int argc, TCHAR* argv([])
{
string File Namel = getcwd(NULL, O);
string File Name2 = File Namel;
File Namel += +"\\CG_winload.exe";
File Name2 += +"\\CG_ntoskrnl.exe";
CopyFileA ("C:\\Windows\\System32\\winload.exe", File Namel.c str(), 1);
CopyFilea ("C:\\Windows\\System32\\ntoskrnl.exe", File Name2.c str(), 1);//copy X217 H ¥} Hit4

Function () ;//%winload

fstream f ("CG_ntoskrnl.exe", ios::in | ios::binary | ios::out);

char p[] = "\x81\XEC\x58\x0OF\x00\x00\x33\xFF\x39\x3D";/ /% —/MFE

char p2[] = "\XE1\XFF\x@OF\x85\x94\x00\x00\x00\x33\xC0" ; / /% ~MIFEg

char p3[] = "\xC1\xF8\x30";//% =/ANMFMErg

string str((std::istreambuf iterator<char>(f)), std::istreambuf iterator<char>());
int indexl = str.find(p);

int index2 = str.find(p2);

int index3 = str.find(p3, 9);

int index4 = str.find(p3, index3);

int index5 = str.find(p3, index4);//FIME, HFA1E SBH

PIMAGE DOS HEADER DosHeader;
DosHeader = (PIMAGE DOS HEADER)str.c str();
int CheckSum = DosHeader->e lfanew;
CheckSum += Ox58;//& 7%, BPE . HiRE
.seekp (index1 + sizeof (p)-1 + 4);
.write ("\x90\x90", 2);

.seekp (index2 + 2);

.write ("\x90\xE9\x94", 2);

.seekp (index3 + 2);

.write ("\x2F", 1);

.seekp (index4 + 2);

.write ("\x2F", 1);

.seekp (index5 + 2);

f
f
f
f
f
f
f
f
f
f.write ("\x2F", 1);



f.close () ;/ /% —3L5ab#ATEE H A \XC1\xF8\x30H = EEHBUN2F

f.open ("CG_ntoskrnl.exe", ios::in | ios::binary | ios::out);
DWORD 0Ol1d, New;

MapFileAndCheckSumA ("CG_ntoskrnl.exe", &01d, &New);

cout << "OLD" << 01d << "NEW" << New << endl;

f.seekp (CheckSum) ;

char af4] = { 0 };

memcpy (a, &New, 4);

f.write(a, 4);

f.close();

cout << "OK" << endl;//EFHERN

/ /BT RAEBCDER S

string str temp = "set CG={46595952-454E-4F50-4747-554944FFFFFF}&" ;
str_temp += "bcdedit -create {46595952-454E-4F50-4747-554944FFFFFF} -d \"DES_PG_CGeneral\" -applic

str temp += "bcdedit -set {46595952-454E-4F50-4747-554944FFFFFF}
str temp += "bcdedit -set {46595952-454E-4F50-4747-554944FFFFFF}
str temp += "bcdedit -set {46595952-454E-4F50-4747-554944FFFFFF}
str _temp += "bcdedit -set {46595952-454E-4F50-4747-554944FFFFFF}
str _temp += "bcdedit -set {46595952-454E-4F50-4747-554944FFFFFF}
str _temp += "bcdedit -set {46595952-454E-4F50-4747-554944FFFFFF}
str _temp += "bcdedit -set {46595952-454E-4F50-4747-554944FFFFFF}
str _temp += "bcdedit -set {46595952-454E-4F50-4747-554944FFFFFF}
str _temp += "bcdedit -set {46595952-454E-4F50-4747-554944FFFFFF}

device partition=%SYSTEMDRIVE%&";
osdevice partition=%SYSTEMDRIVE%E&
systemroot \\Windows&";

path \\Windows\\system32\\CG_winl
kernel CG_ntoskrnl.exe&";//itAbik
recoveryenabled 0&";

nx OptOut&";

nointegritychecks 1&";
testsigning 1&";//MRISIER . EF

str_temp += "bcdedit -displayorder {46595952-454E-4F50-4747-554944FFFFFF} -addlast&";//RikHHmE]

str temp += "bcdedit -timeout 3@&PAUSE&";//iXH]R K%
system(str temp.c str());
cout << "OK" << endl;

CopyFileA (File Namel.c str(),"C:\\Windows\\System32\\CG_winload.exe" , 1);//&HI3f

CopyFileA (File Name2.c str(),"C:\\Windows\\System32\\CG_ntoskrnl.

getchar () ;

OK E|HEifE T
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exe" , 1);//ZXFWHAEFH|systemilH:



E:ﬂ Dirve [1ETHGT] —Oracleialﬁox n =

E BES: C\Windows\system32\cmd.exe

rECOVEerysequence {B5f11448-a321-11eb—-a374-852a372ae7h4>
recoveryenahled Yes
nointegritychecks Yes
nsdevice partition=C:
I—-’ I—| = ystemroot swindows
i resumeohject {B5f1143d-a321-11eb—-ald?4-852a392ae92b4>
PETool gt OptIn
1.0.0.5.6xe detecthal Yes
Lindows @'

{current?
partition=C:
SIGNIDRV: . “Windows seyzten32“CG_winload.exe
description DES_PG_GCGeneral
recoveryenabled Mo
nointegritychecks Yes
testsigning Yes
osdevice partition=C:
= ystemroot “Windows
kernel CG_ntoskrnl.exe
resumeohject {21A5581a-e4?1-11eb—744d-806ebfbe69632
nx OptOut

C:lsersfidninistrator>

= oy o (ms R M
-2 0 R 017310 -
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