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Language Binding

AAA : immortal

拿到题目ida打开发现是go语言逆向，而且函数名都被混淆掉了，动态调了一下整个人都傻了。
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之后尝试直接打开了new_lang_script.out，看了一下有大量的0x55所以估计就是异或了0x55，解密出来发现是一个luac文件，修
改文件头以后直接用luac -l执行，发现会报错。和我自己写的lua脚本比对会发现题目luac中的opcode全都是打乱的。

此时猜测这个程序就是用go语言写的一个执行luac脚本的编译器，因此真正解释执行的opcode顺序一定藏在exe文件之中。但是
这里就有个问题，对于没有符号的go语言逆向真的痛苦。

最后队内大哥通过google找到了这个程序的源代码地址：github . 所以就自己装了一个go解释器然后在windows下编译该文件，
利用bindiff进行符号表的还原。

https://github.com/zxh0/luago-book/tree/master/code/go/ch21/src/luago


在符号表的帮助下，通过动态调试找到了opcode的表，并且对所有luago_vm_下的函数进行了矫正还原。可以看到opcodes表
patch了name，要求reverser必须逆向处对应的函数。



于是就魔改了已有的反编译luac的工具unluac 中的opcodes表，反编译出的结果如下：

print("input flag:")
flag = io.read()
if #flag ~= 29 then
  print("flag is wrong")
  return
end
lst = {
  100,
  120,
  133
}
dict = {
  [9] = 101,
  [10] = 122
}

function ad(a, b)
  return a + b
end
function mul(a, b)
  return a * b
end
function check2(f)
  if string.byte(f, 18) + 11 ~= 106 then
    return false
  elseif string.byte(f, 19) ~= lst[1] + 21 then
    return false
  elseif string.byte(f, 20) ~= dict[9] + 8 then
    return false
  elseif string.byte(f, 21) ~= ad(100, 22) then
    return false
  elseif string.byte(f, 22) ~= 55 then
    return false
  elseif string.byte(f, 23) ~= mul(51, 2) then
    return false

https://github.com/HansWessels/unluac


  elseif string.byte(f, 24) - 1 ~= 108 then
    return false
  elseif string.byte(f, 25) ~= 48 then
    return false
  elseif string.byte(f, 26) ~= 100 then
    return false
  elseif string.byte(f, 27) ~= 102 then
    return false
  elseif string.byte(f, 28) ~= 120 then
    return false
  end
  return true
end
function check3(f)
  if string.byte(f, 1) ~= 66 then
    return false
  elseif string.byte(f, 2) ~= 121 then
    return false
  elseif string.byte(f, 3) ~= 116 then
    return false
  elseif string.byte(f, 4) ~= 101 then
    return false
  elseif string.byte(f, 5) ~= 67 then
    return false
  elseif string.byte(f, 6) ~= 84 then
    return false
  elseif string.byte(f, 7) ~= 70 then
    return false
  elseif string.byte(f, 8) ~= 123 then
    return false
  elseif string.byte(f, 29) ~= 125 then
    return false
  end
  return true
end
local flag1 = _(flag)
local flag2 = check2(flag)
local flag3 = check3(flag)
if flag1 and flag2 and flag3 then
  print("flag is right")
elseif true then
  print("flag is wrong")
end

本来以为已经要出来了，结果一看发现flag还是少了9个字节。因为题目名字叫language binding，所以猜测lua脚本中的下划线是
一个预定义过的goFunction。

和原框架比对，可以发现main_main函数被修改了，添加了PushGoFunction 和 PushInteger



再回去看仓库的源代码，我们发现PushGoFunction的参数就是GoFunction。但是跟进去并没有发现有用的逻辑。

后来还是在大哥的帮助下定位到了 luago_state___luaState__runLuaClosure函数，并断在下图位置进行动调。

根据附录中已有的luac字节码我们能跟进call _ 这个指令中（即下文中的call %0 2 2）



setTabUp @0 const "check3" %0 ; debug name: _ENV
getTabUp %0 @0 const "_" ; debug name: _ENV
getTabUp %1 @0 const "flag" ; debug name: _ENV
call %0 2 2

发现其调用链如下：

luago_state___luaState__Call  --> luago_state___luaState__callGoClosure

且因为 luago_state___luaState__callGoClosure仅有一个动态调用，所以动调查看下图的

rcx，终于跟到了核心逻辑在 sub_CA8D80。



最后的flag为：ByteCTF{1golcwm6q_ymz7fm0dfx}

附录

luac脚本反编译出的字节码

.upvalues 1

.func main 5 0 1 ; source: @flag.lua ; maxstacksize: 5, params: 0, vararg: 1 (uses vararg)

.begin_const
   "print"
   "input flag:"
   "flag"
   "io"
   "read"
   29.000000
   "flag is wrong"
   "lst"
   100.000000
   120.000000
   133.000000
   "dict"
   9.000000
   101.000000
   10.000000
   122.000000
   "ad"
   "mul"
   "check2"
   "check3"
   "_"
   "flag is right"
.end_const

.begin_upvalue
   1 0
.end_upvalue

.begin_code
   getTabUp %0 @0 const "print" ; debug name: _ENV
   loadK %1 const "input flag:"
   call %0 2 1



   call %0 2 1
   getTabUp %1 @0 const "io" ; debug name: _ENV
   getTable %0 %1 const "read"
   call %0 1 2
   setTabUp @0 const "flag" %0 ; debug name: _ENV
   getTabUp %2 @0 const "flag" ; debug name: _ENV
   length %1 %2
   eq false %1 const 29.000000
   jmp 0 $location_12
   loadBool %0 false 1
location_12:
   loadBool %0 true 0
   test %0 false
   jmp 0 $location_19
   getTabUp %0 @0 const "print" ; debug name: _ENV
   loadK %1 const "flag is wrong"
   call %0 2 1
   return %0 1
location_19:
   newTable %0 3 0
   loadK %1 const 100.000000
   loadK %2 const 120.000000
   loadK %3 const 133.000000
   setList %0 3 1
   setTabUp @0 const "lst" %0 ; debug name: _ENV
   newTable %0 0 2
   loadK %1 const 9.000000
   loadK %2 const 101.000000
   setTable %0 %1 %2
   loadK %1 const 10.000000
   loadK %2 const 122.000000
   setTable %0 %1 %2
   setTabUp @0 const "dict" %0 ; debug name: _ENV
   closure %0 subroutine_2
   setTabUp @0 const "ad" %0 ; debug name: _ENV
   closure %0 subroutine_3
   setTabUp @0 const "mul" %0 ; debug name: _ENV
   closure %0 subroutine_4
   setTabUp @0 const "check2" %0 ; debug name: _ENV
   closure %0 subroutine_5
   setTabUp @0 const "check3" %0 ; debug name: _ENV
   getTabUp %0 @0 const "_" ; debug name: _ENV
   getTabUp %1 @0 const "flag" ; debug name: _ENV
   call %0 2 2
   getTabUp %1 @0 const "check2" ; debug name: _ENV
   getTabUp %2 @0 const "flag" ; debug name: _ENV
   call %1 2 2
   getTabUp %2 @0 const "check3" ; debug name: _ENV
   getTabUp %3 @0 const "flag" ; debug name: _ENV
   call %2 2 2
   testSet %4 %0 false
   jmp 0 $location_53
   move %4 %1
location_53:
   testSet %3 %4 false
   jmp 0 $location_56
   move %3 %2
location_56:
   test %3 false
   jmp 0 $location_62



   jmp 0 $location_62
   getTabUp %3 @0 const "print" ; debug name: _ENV
   loadK %4 const "flag is right"
   call %3 2 1
   jmp 0 $location_68
location_62:
   loadBool %3 true 0
   test %3 false
   jmp 0 $location_68
   getTabUp %3 @0 const "print" ; debug name: _ENV
   loadK %4 const "flag is wrong"
   call %3 2 1
location_68:
   return %0 1
.end_code

.func subroutine_2 3 2 0 ; maxstacksize: 3, params: 2, vararg: 0 (does not use varag)

.begin_const

.end_const

.begin_upvalue

.end_upvalue

.begin_code
   add %2 %0 %1
   return %2 2
   return %0 1
.end_code

.func subroutine_3 3 2 0 ; maxstacksize: 3, params: 2, vararg: 0 (does not use varag)

.begin_const

.end_const

.begin_upvalue

.end_upvalue

.begin_code
   mul %2 %0 %1
   return %2 2
   return %0 1
.end_code

.func subroutine_4 6 1 0 ; maxstacksize: 6, params: 1, vararg: 0 (does not use varag)

.begin_const
   "string"
   "byte"
   18.000000
   11.000000
   106.000000
   19.000000
   "lst"
   1.000000



   1.000000
   21.000000
   20.000000
   "dict"
   9.000000
   8.000000
   "ad"
   100.000000
   22.000000
   55.000000
   23.000000
   "mul"
   51.000000
   2.000000
   24.000000
   108.000000
   25.000000
   48.000000
   26.000000
   27.000000
   102.000000
   28.000000
   120.000000
.end_const

.begin_upvalue
   0 0
.end_upvalue

.begin_code
   getTabUp %4 @0 const "string" ; debug name: _ENV
   getTable %3 %4 const "byte"
   move %4 %0
   loadK %5 const 18.000000
   call %3 3 2
   add %2 %3 const 11.000000
   eq false %2 const 106.000000
   jmp 0 $location_9
   loadBool %1 false 1
location_9:
   loadBool %1 true 0
   test %1 false
   jmp 0 $location_15
   loadBool %1 false 0
   return %1 2
   jmp 0 $location_169
location_15:
   getTabUp %3 @0 const "string" ; debug name: _ENV
   getTable %2 %3 const "byte"
   move %3 %0
   loadK %4 const 19.000000
   call %2 3 2
   getTabUp %5 @0 const "lst" ; debug name: _ENV
   getTable %4 %5 const 1.000000
   add %3 %4 const 21.000000
   eq false %2 %3
   jmp 0 $location_26
   loadBool %1 false 1



   loadBool %1 false 1
location_26:
   loadBool %1 true 0
   test %1 false
   jmp 0 $location_32
   loadBool %1 false 0
   return %1 2
   jmp 0 $location_169
location_32:
   getTabUp %3 @0 const "string" ; debug name: _ENV
   getTable %2 %3 const "byte"
   move %3 %0
   loadK %4 const 20.000000
   call %2 3 2
   getTabUp %5 @0 const "dict" ; debug name: _ENV
   getTable %4 %5 const 9.000000
   add %3 %4 const 8.000000
   eq false %2 %3
   jmp 0 $location_43
   loadBool %1 false 1
location_43:
   loadBool %1 true 0
   test %1 false
   jmp 0 $location_49
   loadBool %1 false 0
   return %1 2
   jmp 0 $location_169
location_49:
   getTabUp %3 @0 const "string" ; debug name: _ENV
   getTable %2 %3 const "byte"
   move %3 %0
   loadK %4 const 21.000000
   call %2 3 2
   getTabUp %3 @0 const "ad" ; debug name: _ENV
   loadK %4 const 100.000000
   loadK %5 const 22.000000
   call %3 3 2
   eq false %2 %3
   jmp 0 $location_61
   loadBool %1 false 1
location_61:
   loadBool %1 true 0
   test %1 false
   jmp 0 $location_67
   loadBool %1 false 0
   return %1 2
   jmp 0 $location_169
location_67:
   getTabUp %3 @0 const "string" ; debug name: _ENV
   getTable %2 %3 const "byte"
   move %3 %0
   loadK %4 const 22.000000
   call %2 3 2
   eq false %2 const 55.000000
   jmp 0 $location_75
   loadBool %1 false 1
location_75:
   loadBool %1 true 0
   test %1 false
   jmp 0 $location_81



   loadBool %1 false 0
   return %1 2
   jmp 0 $location_169
location_81:
   getTabUp %3 @0 const "string" ; debug name: _ENV
   getTable %2 %3 const "byte"
   move %3 %0
   loadK %4 const 23.000000
   call %2 3 2
   getTabUp %3 @0 const "mul" ; debug name: _ENV
   loadK %4 const 51.000000
   loadK %5 const 2.000000
   call %3 3 2
   eq false %2 %3
   jmp 0 $location_93
   loadBool %1 false 1
location_93:
   loadBool %1 true 0
   test %1 false
   jmp 0 $location_99
   loadBool %1 false 0
   return %1 2
   jmp 0 $location_169
location_99:
   getTabUp %4 @0 const "string" ; debug name: _ENV
   getTable %3 %4 const "byte"
   move %4 %0
   loadK %5 const 24.000000
   call %3 3 2
   sub %2 %3 const 1.000000
   eq false %2 const 108.000000
   jmp 0 $location_108
   loadBool %1 false 1
location_108:
   loadBool %1 true 0
   test %1 false
   jmp 0 $location_114
   loadBool %1 false 0
   return %1 2
   jmp 0 $location_169
location_114:
   getTabUp %3 @0 const "string" ; debug name: _ENV
   getTable %2 %3 const "byte"
   move %3 %0
   loadK %4 const 25.000000
   call %2 3 2
   eq false %2 const 48.000000
   jmp 0 $location_122
   loadBool %1 false 1
location_122:
   loadBool %1 true 0
   test %1 false
   jmp 0 $location_128
   loadBool %1 false 0
   return %1 2
   jmp 0 $location_169
location_128:
   getTabUp %3 @0 const "string" ; debug name: _ENV
   getTable %2 %3 const "byte"
   move %3 %0



   move %3 %0
   loadK %4 const 26.000000
   call %2 3 2
   eq false %2 const 100.000000
   jmp 0 $location_136
   loadBool %1 false 1
location_136:
   loadBool %1 true 0
   test %1 false
   jmp 0 $location_142
   loadBool %1 false 0
   return %1 2
   jmp 0 $location_169
location_142:
   getTabUp %3 @0 const "string" ; debug name: _ENV
   getTable %2 %3 const "byte"
   move %3 %0
   loadK %4 const 27.000000
   call %2 3 2
   eq false %2 const 102.000000
   jmp 0 $location_150
   loadBool %1 false 1
location_150:
   loadBool %1 true 0
   test %1 false
   jmp 0 $location_156
   loadBool %1 false 0
   return %1 2
   jmp 0 $location_169
location_156:
   getTabUp %3 @0 const "string" ; debug name: _ENV
   getTable %2 %3 const "byte"
   move %3 %0
   loadK %4 const 28.000000
   call %2 3 2
   eq false %2 const 120.000000
   jmp 0 $location_164
   loadBool %1 false 1
location_164:
   loadBool %1 true 0
   test %1 false
   jmp 0 $location_169
   loadBool %1 false 0
   return %1 2
location_169:
   loadBool %1 true 0
   return %1 2
   return %0 1
.end_code

.func subroutine_5 5 1 0 ; maxstacksize: 5, params: 1, vararg: 0 (does not use varag)

.begin_const
   "string"
   "byte"
   1.000000
   66.000000
   2.000000
   121.000000



   3.000000
   116.000000
   4.000000
   101.000000
   5.000000
   67.000000
   6.000000
   84.000000
   7.000000
   70.000000
   8.000000
   123.000000
   29.000000
   125.000000
.end_const

.begin_upvalue
   0 0
.end_upvalue

.begin_code
   getTabUp %3 @0 const "string" ; debug name: _ENV
   getTable %2 %3 const "byte"
   move %3 %0
   loadK %4 const 1.000000
   call %2 3 2
   eq false %2 const 66.000000
   jmp 0 $location_8
   loadBool %1 false 1
location_8:
   loadBool %1 true 0
   test %1 false
   jmp 0 $location_14
   loadBool %1 false 0
   return %1 2
   jmp 0 $location_125
location_14:
   getTabUp %3 @0 const "string" ; debug name: _ENV
   getTable %2 %3 const "byte"
   move %3 %0
   loadK %4 const 2.000000
   call %2 3 2
   eq false %2 const 121.000000
   jmp 0 $location_22
   loadBool %1 false 1
location_22:
   loadBool %1 true 0
   test %1 false
   jmp 0 $location_28
   loadBool %1 false 0
   return %1 2
   jmp 0 $location_125
location_28:
   getTabUp %3 @0 const "string" ; debug name: _ENV
   getTable %2 %3 const "byte"
   move %3 %0
   loadK %4 const 3.000000
   call %2 3 2



   call %2 3 2
   eq false %2 const 116.000000
   jmp 0 $location_36
   loadBool %1 false 1
location_36:
   loadBool %1 true 0
   test %1 false
   jmp 0 $location_42
   loadBool %1 false 0
   return %1 2
   jmp 0 $location_125
location_42:
   getTabUp %3 @0 const "string" ; debug name: _ENV
   getTable %2 %3 const "byte"
   move %3 %0
   loadK %4 const 4.000000
   call %2 3 2
   eq false %2 const 101.000000
   jmp 0 $location_50
   loadBool %1 false 1
location_50:
   loadBool %1 true 0
   test %1 false
   jmp 0 $location_56
   loadBool %1 false 0
   return %1 2
   jmp 0 $location_125
location_56:
   getTabUp %3 @0 const "string" ; debug name: _ENV
   getTable %2 %3 const "byte"
   move %3 %0
   loadK %4 const 5.000000
   call %2 3 2
   eq false %2 const 67.000000
   jmp 0 $location_64
   loadBool %1 false 1
location_64:
   loadBool %1 true 0
   test %1 false
   jmp 0 $location_70
   loadBool %1 false 0
   return %1 2
   jmp 0 $location_125
location_70:
   getTabUp %3 @0 const "string" ; debug name: _ENV
   getTable %2 %3 const "byte"
   move %3 %0
   loadK %4 const 6.000000
   call %2 3 2
   eq false %2 const 84.000000
   jmp 0 $location_78
   loadBool %1 false 1
location_78:
   loadBool %1 true 0
   test %1 false
   jmp 0 $location_84
   loadBool %1 false 0
   return %1 2
   jmp 0 $location_125
location_84:



   getTabUp %3 @0 const "string" ; debug name: _ENV
   getTable %2 %3 const "byte"
   move %3 %0
   loadK %4 const 7.000000
   call %2 3 2
   eq false %2 const 70.000000
   jmp 0 $location_92
   loadBool %1 false 1
location_92:
   loadBool %1 true 0
   test %1 false
   jmp 0 $location_98
   loadBool %1 false 0
   return %1 2
   jmp 0 $location_125
location_98:
   getTabUp %3 @0 const "string" ; debug name: _ENV
   getTable %2 %3 const "byte"
   move %3 %0
   loadK %4 const 8.000000
   call %2 3 2
   eq false %2 const 123.000000
   jmp 0 $location_106
   loadBool %1 false 1
location_106:
   loadBool %1 true 0
   test %1 false
   jmp 0 $location_112
   loadBool %1 false 0
   return %1 2
   jmp 0 $location_125
location_112:
   getTabUp %3 @0 const "string" ; debug name: _ENV
   getTable %2 %3 const "byte"
   move %3 %0
   loadK %4 const 29.000000
   call %2 3 2
   eq false %2 const 125.000000
   jmp 0 $location_120
   loadBool %1 false 1
location_120:
   loadBool %1 true 0
   test %1 false
   jmp 0 $location_125
   loadBool %1 false 0
   return %1 2
location_125:
   loadBool %1 true 0
   return %1 2
   return %0 1
.end_code
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