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from itertools import product
from tgdm import tgdm
from Crypto.Util. number import bytes_to_long, long_to_bytes
def check(s):
return min([((i<129) and (i>31)) for i in s])

¢ = "89b8aca257ee2748f030e7f6599cbe0cbb5db25db6d3990d3b752eda9689e30fa2b03ee748e0da3c989da2bbab57b912"
c_list = [int(c[i*16:i*16+16], 16) for i in range(len(c)//16)]
known_m = bytes_to_long(b'ByteCTF{')
range64 = list(range(-32, 33))
cur_c = known_n'c_list[0]
print(cur_c)
k_cnt=0
for a,b,c.d in tqdm(product(range64, range64, range64, range64)):
last = cur_c
k=1la, b, c, d]
try_cur_c = convert(last, k)
m1 = long_to_bytes(try_cur_c " c_list[1])
if check(m): # NI 7 —F 115, 4836 1K ZiH EF1EHT, HrLl 73 7 4
last = try_cur_c
try_cur_c = convert(last, k)
m2 = long_to_bytes(try_cur_c " c_list[2])
if check(m2):
k_cnt +=1
try:
print(m1.decode() + m2.decode(), k)
except:
print("error")
print(k_cnt)
# keys =[-12, 26, -3, -31]
# ByteCTF{5831a241s-f30980
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from Crypto.Util.number import bytes_to_long, long_to_bytes

k=1[-12, 26, -3, -31]

¢ = "89b8aca257ee2748f030e7f6599cbe0cbb5db25db6d3990d3b752eda9689e30fa2b03ee748e0da3c989da2bbab57b912"
cl = [int(c[i*16:i*16+16], 16) for i in range(len(c)//16)]

cur_c = bytes_to_long(b'ByteCTF{') *¢l[0]

def shift(m, k, ¢):
if k<0:
return m”m>> (-k) & ¢
retutnm”*m<<k&c

def convert(m, key):
c_list = [0x37386180af9ae39e, Oxaf754e29895ee11a, 0x85e1a429a2b7030c, 0x964c5a89f6d3ae8c]
for tin range(4):
m = shift(m, keylt], c_list[t])
return m

def unshift_right(value, key, mask=None, nbits=32):
if not mask: mask = (1 << (nbits + 1)) - 1
i=0
while i “ key < nbits:
part_mask = ((((1 << nbits)-1) << (nbits - key)) & ((1 << nbits)-1)) >> (i * key)
part = value & part_mask
value "= (part >> key) & mask
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return value

def unshift_left(value, key, mask=None, nbits=32):

if not mask: mask = (1 << (nbits + 1)) - 1

i=0

while i * key < nbits:
part_mask = ((((1 << nbits)-1) >> (nbits - key)) & ((1 << nbits)-1)) << (i * key)
part = value & part_mask
value "= (part << key) & mask
i+=1

return value

def my_unshift(m, k, c):
if k <0:
tmp = unshift_right(m, -k, c, 64)
return tmp
tmp = unshift_left(m, k, c, 64)
return tmp

def re_convert(m, key):
c_list = [0x37386180af9ae39¢, Oxaf754e29895ee11a, 0x85e1a429a2b7030c, 0x964c5a89f6d3ae8c]
for tin range(3, -1, -1):
m = my_unshift(m, key|t], c_list[t])
return m

IV =re_convert(cur_c, k)
assert IV.bit_length() == 64

last = IV

cur = re_convert(cl[3], k)

m3 = long_to_bytes(cur " last)
print(m3)

last = cl[3]

cur = re_convert(cl[4], k)

m4 = long_to_bytes(cur " last)
print(m4)

last = cl[4]

cur = re_convert(cl[5], k)

mb5 = long_to_bytes(cur " last)
print(m5)

print(m3 + m4 + mb5)
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