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from Crypto.Util.number import

def inverse right(res, shift, bits=64

tmp res
for i in bits shift
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tmp res tmp

return tmp

def inverse right mask(res, shift, mask, bits=64):
tmp res
for i in (bits shift):
tmp res tmp shift mask

return tmp

def inverse left(res, shift, bits=64):
tmp res
for i in (bits shift):
tmp res tmp shift

return tmp

inverse_left_mask(res, shift, mask, bits=64):
tmp = res
for i in (bits shift):

tmp res tmp shift mask

return tmp

unshift(m, k, c):
if k < o:
return inverse_right_mask(m, -k, c)
return inverse_left_mask(m,k,c)
unconvert(m, key):
c_list [0x37386180af9ae39e, Oxaf754e29895eella, 0x85ela429a2b7030c, Ox964c5a89f6d3aedc]
for t in (3,-1,-1):
m = unshift(m, key[t], c_list[t])
return m
convert(m, key):
c_list [6x37386180af9ae39e, Oxaf754e29895eella, 0Ox85ela429a2b7030c, Ox964c5a89f6d3ae8c]
for t in (4):
m = shift(m, key[t], c_list[t])
return m
shift(m, k, c):
if k < o:
return m A m (-k)

return m m k C

decrypt(c, k, iv, mode

cipher=[]
for i in (0, (c),16):
cipher.append( (c[i:i+16],16))
groups=| ]
if mode
i=0
for eve in ([iv]+cipher[:-1]):
cur_c cipher[i]
cur = unconvert(cur_c, k)
groups.append(cur * eve)
i+=1
elif mode
last iv
for eve in cipher:




groups.append(cur_c eve)
last cur_c
else:
print(
m
for i in groups:
m long_to bytes(i)
return m
get key():
for a in (CEYREEDE
for b in (CEYREEDE
for c in (CEYREE)E
for d in (CEYREE)E
try:
plain decrypt(c2[-16:],[a,b,c,d],c_list[-2])
if(plain.endswith( ) and plain.strip( ) .endswith(
print(a,b,c,d,plain)
return [a,b,c,d]
except:

continue

(cipherl)//2],cipheri] (cipherl)//2:]

(8,1len(c2),16):
c_list.append( (c2[i:i+16],16))
get_key()
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i in (o, (c1),16):
c_list.append( (c1[i:i+16],16))
(m ~ c_list[@])

unconvert(E, key)

(o, (c1),16):
c_list.append( (c1[i:i+16],16))
(m c_list[0])
iv = unconvert(E, key)

ml=decrypt(cl,key,iv,mode
m2=decrypt(c2,key,iv)
print(ml+m2)
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from Crypto.Util.number import




inverse_right(res, shift, bits=64):
tmp res
for i in (bits shift):

tmp res tmp shift

return tmp

inverse_right mask(res, shift, mask, bits=64):
tmp res
for i in (bits shift):

tmp res tmp shift mask

return tmp

inverse_ left(res, shift, bits=64):
tmp res
for i in (bits shift):

tmp res tmp shift

return tmp

inverse_left_mask(res, shift, mask, bits=64):
tmp = res
for i in (bits shift):
tmp res tmp shift mask
return tmp

unshift(m, k, c):
if k < ©:

return inverse_right_mask(m, -k, c)
return inverse_left_mask(m,k,c)
unconvert(m, key):
c_list [6x37386180af9ae39e, Oxaf754e29895eella, 0Ox85ela429a2b7030c, 0Ox964c5a89f6d3ae8c]
for t in (3,-1,-1):

m = unshift(m, key[t], c_list[t])
return m
convert(m, key):
c_list [6x37386180af9ae39e, Oxaf754e29895eella, 0Ox85ela429a2b7030c, Ox964c5a89f6d3ae8c]
for t in (4):

m = shift(m, key[t], c_list[t])
return m
shift(m, k, c):
if k < O:

return m A m (-k)
return m ~ m k C
decrypt(c, k, iv, mode
cipher=[]
for i in (0, (c),16):

cipher.append( (c[i:i+16],16))
groups=| ]
if mode

i=0

for eve in ([iv]+cipher[:-1]):

cur_c cipher[i]
cur unconvert(cur_c, k)

groups.append(cur * eve)
it=1




elif mode
last iv
for eve in cipher:
cur_c convert(last, k)
groups.append(cur_c eve)
last cur_c
else:
print(
m
for i in groups:
m long_to_bytes(i)
return m
get key():
for a in (CEVREEDE
for b in (CEYREEDE
for c in (CEVREE)E
for d in (-32,33):
try:

plain decrypt(c2[-16:],[a,b,c,d],c_list[-2])
if(plain.endswith( ) and plain.strip( ) .endswith( )D)

print(a,b,c,d,plain)
return [a,b,c,d]
except:

continue

m=bytes_to_long(flag)

cl,c2=cipherif: (cipherl)//2],cipheri] (cipherl)//2:]

c_list [1]

for i in (o, (c2),16):
c_list.append( (c2[i:i+16],16))

key=[-12,26,-3,-31]

c_list []

for i in (o, (c1),16):
c_list.append( (cl[i:i+16],16))

E (m ~ c_list[e])

iv unconvert(E, key)

ml=decrypt(cl,key,iv,mode
m2=decrypt(c2,key,iv)
print(ml+m2)
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